Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

aaa-reports!

Chronological list of cmds issued by a specific user.

abaker (Group 2)

Date Time NAS-IP-Address Caller-ID Cmd

27-Jan-04 10:31:56 192.712.250.11 151.88.249.10 ping 192.712.135.255 <cr>
27-Jan-04 10:32:28 192.712.250.11 151.88.249.10 ping 192.712.135.239 <cr>
27-Jan-04 10:32:48 192.712.250.11 151.88.249.10 ping 192.712.135.239 <cr>
27-Jan-04 10:33:02 192.712.250.11 151.88.249.10 ping 192.712.135.240 <cr>
27-Jan-04 10:33:18 192.712.250.11 151.88.249.10 ping 192.712.135.239 <cr>
28-Jan-04 08:31:43 192.168.1.4 151.88.249.10 show running-config <cr>
28-Jan-04 08:42:02 192.168.1.4 151.88.249.10 configure terminal <cr>
28-Jan-04 08:42:24 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:25 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:25 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:26 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:26 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:27 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:27 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:28 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:28 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:29 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:30 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:30 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:31 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:31 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:32 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:32 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:33 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:34 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:34 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:35 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:35 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:36 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:36 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:37 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:37 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:38 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:39 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:39 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:40 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:40 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:41 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:41 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:42 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:42 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:43 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:43 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:44 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:44 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:45 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:45 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:46 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:47 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:47 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:48 192.168.1.4 151.88.249.10 access-list 138 permit ip
28-Jan-04 08:42:48 192.168.1.4 151.88.249.10 access-list 138 permit ip
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

abaker (Group 2)
Date Time
28-Jan-04 08:42:49
28-Jan-04 08:42:49
28-Jan-04 08:42:50
28-Jan-04 08:42:50
28-Jan-04 08:42:51
28-Jan-04 08:42:52
28-Jan-04 08:42:52
28-Jan-04 08:42:53
28-Jan-04 08:42:53
28-Jan-04 08:42:54
28-Jan-04 08:42:54
28-Jan-04 08:42:55
28-Jan-04 08:42:55
28-Jan-04 08:42:56
28-Jan-04 08:42:56
28-Jan-04 08:42:57
28-Jan-04 08:42:58
28-Jan-04 08:42:58
28-Jan-04 08:42:59
28-Jan-04 08:42:59
28-Jan-04 08:43:00
28-Jan-04 08:43:01
28-Jan-04 08:43:01
28-Jan-04 08:43:02
28-Jan-04 08:43:02
28-Jan-04 08:43:03
28-Jan-04 08:43:03
28-Jan-04 08:43:04
28-Jan-04 08:43:05
28-Jan-04 08:43:05
28-Jan-04 08:43:06
28-Jan-04 08:43:06
28-Jan-04 08:43:07
28-Jan-04 08:43:07
28-Jan-04 08:43:08
28-Jan-04 08:43:08
28-Jan-04 08:43:09
28-Jan-04 08:43:09
28-Jan-04 08:43:10
28-Jan-04 08:43:10
28-Jan-04 08:43:11
28-Jan-04 08:43:12
28-Jan-04 08:43:12
28-Jan-04 08:43:13
28-Jan-04 08:43:13
28-Jan-04 08:43:14
28-Jan-04 08:43:14
28-Jan-04 08:43:15
28-Jan-04 08:43:15
28-Jan-04 08:43:16
28-Jan-04 08:43:17
28-Jan-04 08:43:20

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit tc
access-list 138 permit tc
access-list 138 permit tc
access-list 138 permit tc
access-list 138 permit ud
access-list 138 permit tc
access-list 138 permit ud
access-list 138 permit ud
access-list 138 permit ud
access-list 138 permit ud
access-list 138 permit ud
access-list 138 permit tc
access-list 138 permit tc
access-list 138 permit ud
access-list 138 permit tc
access-list 138 permit ud
access-list 138 permit ud
access-list 138 permit tc
access-list 138 permit ud
access-list 138 permit tc
access-list 138 permit ud
access-list 138 permit tc
access-list 138 permit ud
access-list 138 permit tc
access-list 138 permit ud
access-list 138 permit tc
access-list 138 permit tc
access-list 138 permit ic
access-list 138 permit ic
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 permit ip
access-list 138 deny ip 1
access-list 138 deny ip 1
access-list 138 deny ip 1
access-list 138 deny ip 1
access-list 138 permit ip
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Device Admin: Specific User Command Detail - TACACS+

aaa-reports!

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.712.42.200
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.712.42.200
192.712.42.200
192.712.42.200
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.111.135.250
192.712.135.250
192.111.135.250
192.111.135.250
192.712.135.250
192.111.250.16
192.111.250.16

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

show running-config <cr>
copy running-config start
show running-config <cr>
configure terminal <cr>
interface FastEthernet 0
no ip access-group 137 ou
ip access-group 138 out <
copy running-config start
show access-lists 138 <cr
show running-config <cr>
configure terminal <cr>
no access-list 137 <cr>
copy running-config start
show running-config <cr>
copy running-config start
show running-config <cr>
show ip interface brief <
ping 192.99.239.255 <cr>
ping 192.99.239.239 <cr>
ping 192.99.239.239 <cr>
dir bootflash:rsp-boot-mz
delete <cr>

dir bootflash:rsp-boot-mz
cd bootflash:rsp-boot-mz.
dir <cr>

delete rsp-boot-mz.120-15
squeeze bootflash: <cr>
copy tftp <cr>

copy tftp <cr>

dir bootflash:rsp-boot-mz
dir <cr>

dir slot1:phil slot1:rsp-

cd <cr>

format slaveslotO: slaves
copy tftp <cr>

show running-config <cr>
show running-config <cr>
dir slotO:rsp-jsv-mz.121-
show running-config <cr>
configure terminal <cr>
dir slot0:rsp-jsv-mz.121-
configure terminal <cr>
boot system flash slotO:r
copy running-config start
show running-config <cr>
dir slot0:rsp-jsv-mz.121-
reload <cr>

show version <cr>

show ip interface brief <
show hardware <cr>
show ip interface brief <
show ip interface brief <

abaker (Group 2)
Date Time
28-Jan-04 08:43:30
28-Jan-04 08:43:46
28-Jan-04 08:44:01
28-Jan-04 08:44:22
28-Jan-04 08:44:31
28-Jan-04 08:44:43
28-Jan-04 08:44:52
28-Jan-04 08:44:58
28-Jan-04 08:45:18
28-Jan-04 08:45:59
28-Jan-04 08:46:08
28-Jan-04 08:46:19
28-Jan-04 08:46:25
28-Jan-04 08:46:39
28-Jan-04 08:47:05
28-Jan-04 08:47:25
28-Jan-04 11:03:41
28-Jan-04 11:04:02
28-Jan-04 11:04:48
28-Jan-04 11:05:08
29-Jan-04 12:17:46
29-Jan-04 12:18:06
29-Jan-04 12:18:23
29-Jan-04 12:18:49
29-Jan-04 12:18:52
29-Jan-04 12:19:01
29-Jan-04 12:19:14
29-Jan-04 12:24:22
29-Jan-04 12:26:26
29-Jan-04 12:35:17
29-Jan-04 12:35:33
29-Jan-04 12:35:40
29-Jan-04 12:35:49
29-Jan-04 12:35:58
29-Jan-04 12:39:16
29-Jan-04 15:24:10
29-Jan-04 15:24:18
29-Jan-04 15:25:21
29-Jan-04 15:25:30
29-Jan-04 15:25:57
29-Jan-04 15:26:07
29-Jan-04 15:26:11
29-Jan-04 15:26:44
29-Jan-04 15:26:59
29-Jan-04 15:27:03
29-Jan-04 15:27:17
29-Jan-04 15:27:29
29-Jan-04 16:41:46
29-Jan-04 16:41:58
29-Jan-04 16:52:13
02-Feb-04 14:41:00
02-Feb-04 14:41:42
01/11/2004
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

abaker (Group 2)
Date Time
02-Feb-04  14:42:27
02-Feb-04  14:42:50
05-Feb-04  10:20:11
05-Feb-04  10:24:16
05-Feb-04  10:24:45
05-Feb-04  10:24:45
05-Feb-04  10:24:46
05-Feb-04  10:24:47
05-Feb-04  10:24:47
05-Feb-04  10:24:48
05-Feb-04  10:24:48
05-Feb-04  10:24:49
05-Feb-04  10:24:49
05-Feb-04  10:24:50
05-Feb-04  10:24:50
05-Feb-04  10:24:51
05-Feb-04  10:24:51
05-Feb-04  10:24:52
05-Feb-04  10:24:53
05-Feb-04  10:24:53
05-Feb-04  10:24:54
05-Feb-04  10:24:54
05-Feb-04  10:24:55
05-Feb-04  10:24:55
05-Feb-04  10:24:56
05-Feb-04  10:24:56
05-Feb-04  10:24:57
05-Feb-04  10:24:57
05-Feb-04  10:24:58
05-Feb-04  10:24:58
05-Feb-04  10:24:59
05-Feb-04  10:24:59
05-Feb-04  10:25:00
05-Feb-04  10:25:01
05-Feb-04  10:25:01
05-Feb-04  10:25:02
05-Feb-04  10:25:02
05-Feb-04  10:25:03
05-Feb-04  10:25:03
05-Feb-04  10:25:04
05-Feb-04  10:25:04
05-Feb-04  10:25:05
05-Feb-04  10:25:05
05-Feb-04  10:25:06
05-Feb-04  10:25:07
05-Feb-04  10:25:07
05-Feb-04  10:25:08
05-Feb-04  10:25:08
05-Feb-04  10:25:09
05-Feb-04  10:25:09
05-Feb-04  10:25:10
05-Feb-04  10:25:10

192.111.250.16
192.111.250.15
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

telnet pya-fddi1-cisco <c
show ip interface brief <
show running-config <cr>
configure terminal <cr>
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

abaker (Group 2)
Date Time
05-Feb-04  10:25:11
05-Feb-04  10:25:11
05-Feb-04  10:25:12
05-Feb-04  10:25:13
05-Feb-04  10:25:13
05-Feb-04  10:25:14
05-Feb-04  10:25:14
05-Feb-04  10:25:15
05-Feb-04  10:25:15
05-Feb-04  10:25:16
05-Feb-04  10:25:16
05-Feb-04  10:25:17
05-Feb-04  10:25:17
05-Feb-04  10:25:18
05-Feb-04  10:25:19
05-Feb-04  10:25:19
05-Feb-04  10:25:20
05-Feb-04  10:25:20
05-Feb-04  10:25:21
05-Feb-04  10:25:21
05-Feb-04  10:25:22
05-Feb-04  10:25:23
05-Feb-04  10:25:23
05-Feb-04  10:25:24
05-Feb-04  10:25:24
05-Feb-04  10:25:25
05-Feb-04  10:25:25
05-Feb-04  10:25:26
05-Feb-04  10:25:26
05-Feb-04  10:25:27
05-Feb-04  10:25:27
05-Feb-04  10:25:28
05-Feb-04  10:25:29
05-Feb-04  10:25:29
05-Feb-04  10:25:30
05-Feb-04  10:25:30
05-Feb-04  10:25:31
05-Feb-04  10:25:31
05-Feb-04 10:25:32
05-Feb-04  10:25:33
05-Feb-04  10:25:33
05-Feb-04  10:25:34
05-Feb-04  10:25:34
05-Feb-04  10:25:35
05-Feb-04  10:25:35
05-Feb-04  10:25:36
05-Feb-04  10:25:36
05-Feb-04  10:25:37
05-Feb-04  10:25:37
05-Feb-04  10:25:38
05-Feb-04  10:25:41
05-Feb-04  10:25:49

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit tc
access-list 139 permit tc
access-list 139 permit tc
access-list 139 permit tc
access-list 139 permit ud
access-list 139 permit ud
access-list 139 permit tc
access-list 139 permit ud
access-list 139 permit ud
access-list 139 permit ud
access-list 139 permit ud
access-list 139 permit tc
access-list 139 permit tc
access-list 139 permit ud
access-list 139 permit ud
access-list 139 permit tc
access-list 139 permit tc
access-list 139 permit ud
access-list 139 permit ud
access-list 139 permit ud
access-list 139 permit tc
access-list 139 permit tc
access-list 139 permit ud
access-list 139 permit tc
access-list 139 permit ud
access-list 139 permit tc
access-list 139 permit tc
access-list 139 permit ic
access-list 139 permit ip
access-list 139 permit ic
access-list 139 permit ip
access-list 139 permit ip
access-list 139 permit ip
access-list 139 deny ip 1
access-list 139 deny ip 1
access-list 139 deny ip 1
access-list 139 deny ip 1
access-list 139 permit ip
copy running-config start
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

aaa-reports!

Chronological list of cmds issued by a specific user.

abaker (Group 2)

Date Time NAS-IP-Address Caller-ID Cmd

05-Feb-04 10:26:05 192.168.1.4 151.88.249.10 show running-config <cr>
05-Feb-04 10:27:58 192.168.1.4 151.88.249.10 configure terminal <cr>
05-Feb-04  10:28:03 192.168.1.4 151.88.249.10 interface FastEthernet 0
05-Feb-04 10:28:18 192.168.1.4 151.88.249.10 no ip access-group 138 ou
05-Feb-04 10:28:25 192.168.1.4 151.88.249.10 ip access-group 139 out <
05-Feb-04 10:28:31 192.168.1.4 151.88.249.10 copy running-config start
05-Feb-04 10:28:48 192.168.1.4 151.88.249.10 show processes cpu <cr>
05-Feb-04  10:28:53 192.168.1.4 151.88.249.10 show running-config <cr>
05-Feb-04  10:29:07 192.168.1.4 151.88.249.10 configure terminal <cr>
05-Feb-04  10:29:20 192.168.1.4 151.88.249.10 no access-list 138 <cr>
05-Feb-04 10:29:25 192.168.1.4 151.88.249.10 copy running-config start
05-Feb-04 10:29:40 192.168.1.4 151.88.249.10 show running-config <cr>
05-Feb-04 10:30:05 192.168.1.4 151.88.249.10 copy running-config start
05-Feb-04 11:21:46 192.168.1.4 151.88.249.10 show running-config <cr>
05-Feb-04 11:38:20 192.168.1.4 151.88.249.10 configure terminal <cr>
05-Feb-04  11:38:53 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:38:53 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:38:54 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:38:54 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:38:55 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:38:56 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:38:56 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:38:57 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:38:57 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:38:58 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:38:58 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:38:59 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:38:59 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:39:00 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:39:00 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:39:01 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:01 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:02 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:03 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:03 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:04 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:04 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:05 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:05 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:06 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:39:06 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:39:07 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:39:08 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:39:08 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04  11:39:09 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:09 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:10 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:10 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:11 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:11 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:12 192.168.1.4 151.88.249.10 access-list 140 permit ip
05-Feb-04 11:39:12 192.168.1.4 151.88.249.10 access-list 140 permit ip
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

abaker (Group 2)
Date Time
05-Feb-04  11:39:13
05-Feb-04  11:39:13
05-Feb-04  11:39:14
05-Feb-04  11:39:14
05-Feb-04  11:39:15
05-Feb-04  11:39:16
05-Feb-04  11:39:16
05-Feb-04  11:39:17
05-Feb-04  11:39:17
05-Feb-04  11:39:18
05-Feb-04  11:39:18
05-Feb-04  11:39:19
05-Feb-04  11:39:19
05-Feb-04  11:39:20
05-Feb-04  11:39:21
05-Feb-04  11:39:21
05-Feb-04  11:39:22
05-Feb-04  11:39:22
05-Feb-04  11:39:23
05-Feb-04  11:39:23
05-Feb-04  11:39:24
05-Feb-04  11:39:24
05-Feb-04  11:39:25
05-Feb-04  11:39:25
05-Feb-04  11:39:26
05-Feb-04  11:39:27
05-Feb-04  11:39:27
05-Feb-04  11:39:28
05-Feb-04  11:39:28
05-Feb-04  11:39:29
05-Feb-04  11:39:30
05-Feb-04  11:39:30
05-Feb-04  11:39:31
05-Feb-04  11:39:31
05-Feb-04  11:39:32
05-Feb-04  11:39:32
05-Feb-04  11:39:33
05-Feb-04  11:39:33
05-Feb-04  11:39:34
05-Feb-04  11:39:35
05-Feb-04  11:39:35
05-Feb-04  11:39:36
05-Feb-04  11:39:36
05-Feb-04  11:39:37
05-Feb-04  11:39:37
05-Feb-04  11:39:38
05-Feb-04  11:39:38
05-Feb-04  11:39:39
05-Feb-04  11:39:40
05-Feb-04  11:39:40
05-Feb-04  11:39:41
05-Feb-04  11:39:41

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit ud
access-list 140 permit tc
access-list 140 permit ud
access-list 140 permit ud
access-list 140 permit ud
access-list 140 permit ud
access-list 140 permit ud
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit ud
access-list 140 permit ud
access-list 140 permit tc
access-list 140 permit ud
access-list 140 permit tc
access-list 140 permit ud
access-list 140 permit tc
access-list 140 permit ud
access-list 140 permit tc
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Device Admin: Specific User Command Detail - TACACS+

aaa-reports!

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.712.42.200
192.712.42.200
192.712.42.200
192.712.42.200
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.111.250.15
192.712.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.712.250.15
192.111.250.15
192.111.250.15

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

access-list 140 permit tc
access-list 140 permit ud
access-list 140 permit ud
access-list 140 permit tc
access-list 140 permit tc
access-list 140 permit ic
access-list 140 permit ic
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 permit ip
access-list 140 deny ip 1
access-list 140 deny ip 1
access-list 140 deny ip 1
access-list 140 deny ip 1
access-list 140 permit ip
copy running-config start
show running-config <cr>
show running-config <cr>
configure terminal <cr>
interface FastEthernet 0
no ip access-group 139 ou
ip access-group 140 out <
copy running-config start
show running-config <cr>
show access-lists 140 <cr
show access-lists 140 <cr
show access-lists 140 <cr
show access-lists 139 <cr
show running-config <cr>
configure terminal <cr>
no access-list 139 <cr>
copy running-config start
show running-config <cr>
show running-config <cr>
ping 192.712.119.255 <cr>
show running-config <cr>
show running-config <cr>
configure terminal <cr>
interface Ethernet 1 0 0
no ip access-group 111 ou
configure terminal <cr>
no access-list 111 <cr>
copy running-config start
show running-config <cr>
configure terminal <cr>
show running-config <cr>
show ip route 192.111.105.
show running-config <cr>
show interfaces Ethernet
show running-config <cr>
configure terminal <cr>

abaker (Group 2)
Date Time
05-Feb-04  11:39:42
05-Feb-04  11:39:42
05-Feb-04  11:39:43
05-Feb-04  11:39:43
05-Feb-04  11:39:44
05-Feb-04  11:39:44
05-Feb-04  11:39:45
05-Feb-04  11:39:45
05-Feb-04  11:39:46
05-Feb-04  11:39:47
05-Feb-04  11:39:47
05-Feb-04  11:39:48
05-Feb-04  11:39:48
05-Feb-04  11:39:49
05-Feb-04  11:39:49
05-Feb-04  11:39:52
05-Feb-04  11:40:08
05-Feb-04  11:40:25
05-Feb-04  11:43:56
05-Feb-04  11:44:16
05-Feb-04  11:44:31
05-Feb-04  11:45:08
05-Feb-04  11:45:18
05-Feb-04  11:45:24
05-Feb-04  11:45:40
05-Feb-04  11:46:14
05-Feb-04  11:46:45
05-Feb-04  11:46:52
05-Feb-04  11:47:03
09-Feb-04  08:46:58
09-Feb-04  08:47:21
09-Feb-04  08:47:28
09-Feb-04  08:47:34
09-Feb-04  08:47:52
09-Feb-04  09:55:42
09-Feb-04  10:03:10
09-Feb-04  10:03:33
09-Feb-04  10:04:17
09-Feb-04  10:05:24
09-Feb-04  10:05:34
09-Feb-04  10:06:10
09-Feb-04  10:06:34
09-Feb-04  10:06:42
09-Feb-04  10:06:48
09-Feb-04  10:06:55
09-Feb-04  10:10:53
09-Feb-04  10:11:23
09-Feb-04  10:12:04
09-Feb-04  10:12:30
09-Feb-04  10:13:28
09-Feb-04  10:13:43
09-Feb-04  10:14:02
01/11/2004
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

abaker (Group 2)
Date Time
09-Feb-04  10:14:15
09-Feb-04  10:14:23
09-Feb-04  10:14:30
09-Feb-04  10:14:35
09-Feb-04  10:14:48
09-Feb-04  10:14:56
09-Feb-04  10:15:06
09-Feb-04  10:15:15
09-Feb-04  10:15:23
09-Feb-04  10:15:32
09-Feb-04  10:16:01
09-Feb-04  10:19:50
09-Feb-04  14:44:47
09-Feb-04  14:44:53
09-Feb-04  15:14:33
09-Feb-04  15:14:38
09-Feb-04  15:14:39
09-Feb-04  15:14:39
09-Feb-04  15:14:40
09-Feb-04  15:14:40
09-Feb-04  15:14:41
09-Feb-04  15:14:41
09-Feb-04  15:14:42
09-Feb-04  15:14:42
09-Feb-04  15:14:43
09-Feb-04  15:14:44
09-Feb-04  15:14:44
09-Feb-04  15:14:45
09-Feb-04  15:14:45
09-Feb-04  15:14:46
09-Feb-04  15:14:46
09-Feb-04  15:14:47
09-Feb-04  15:14:47
09-Feb-04  15:14:48
09-Feb-04  15:14:49
09-Feb-04  15:14:49
09-Feb-04  15:14:50
09-Feb-04  15:14:50
09-Feb-04  15:14:51
09-Feb-04  15:14:51
09-Feb-04  15:14:52
09-Feb-04  15:14:52
09-Feb-04  15:14:53
09-Feb-04  15:14:53
09-Feb-04  15:14:54
09-Feb-04  15:14:55
09-Feb-04  15:14:55
09-Feb-04  15:14:56
09-Feb-04  15:14:56
09-Feb-04  15:14:57
09-Feb-04  15:14:57
09-Feb-04  15:14:58

192.111.250.15
192.111.250.15
192.712.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.111.250.15
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

no access-list 110 <cr>
copy running-config start
show interfaces <cr>
show running-config <cr>
configure terminal <cr>
interface Ethernet 1 0 3
no ip access-group 110 in
copy running-config start
show running-config <cr>
show running-config <cr>
copy running-config start
show running-config <cr>
configure terminal <cr>
access-list 140 permit tc
configure terminal <cr>
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

abaker (Group 2)
Date Time
09-Feb-04  15:14:58
09-Feb-04  15:14:59
09-Feb-04  15:15:00
09-Feb-04  15:15:00
09-Feb-04  15:15:01
09-Feb-04  15:15:01
09-Feb-04  15:15:02
09-Feb-04  15:15:03
09-Feb-04  15:15:03
09-Feb-04  15:15:04
09-Feb-04  15:15:04
09-Feb-04  15:15:05
09-Feb-04  15:15:05
09-Feb-04  15:15:06
09-Feb-04  15:15:06
09-Feb-04  15:15:07
09-Feb-04  15:15:07
09-Feb-04  15:15:08
09-Feb-04  15:15:09
09-Feb-04  15:15:09
09-Feb-04  15:15:10
09-Feb-04  15:15:10
09-Feb-04  15:15:11
09-Feb-04  15:15:11
09-Feb-04  15:15:12
09-Feb-04  15:15:12
09-Feb-04  15:15:13
09-Feb-04  15:15:14
09-Feb-04  15:15:14
09-Feb-04  15:15:15
09-Feb-04  15:15:15
09-Feb-04  15:15:16
09-Feb-04  15:15:16
09-Feb-04  15:15:17
09-Feb-04  15:15:18
09-Feb-04  15:15:18
09-Feb-04  15:15:19
09-Feb-04  15:15:19
09-Feb-04  15:15:20
09-Feb-04  15:15:20
09-Feb-04  15:15:21
09-Feb-04  15:15:22
09-Feb-04  15:15:22
09-Feb-04  15:15:23
09-Feb-04  15:15:23
09-Feb-04  15:15:24
09-Feb-04  15:15:25
09-Feb-04  15:15:25
09-Feb-04  15:15:26
09-Feb-04  15:15:26
09-Feb-04  15:15:27
09-Feb-04  15:15:28

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit ud
access-list 141 permit tc
access-list 141 permit ud
access-list 141 permit ud
access-list 141 permit ud
access-list 141 permit ud
access-list 141 permit ud
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit ud
access-list 141 permit ud
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

abaker (Group 2)
Date Time
09-Feb-04  15:15:28
09-Feb-04  15:15:29
09-Feb-04  15:15:29
09-Feb-04  15:15:30
09-Feb-04  15:15:30
09-Feb-04  15:15:31
09-Feb-04  15:15:31
09-Feb-04  15:15:32
09-Feb-04  15:15:32
09-Feb-04  15:15:33
09-Feb-04  15:15:33
09-Feb-04  15:15:34
09-Feb-04  15:15:35
09-Feb-04  15:15:35
09-Feb-04  15:15:36
09-Feb-04  15:15:36
09-Feb-04  15:15:37
09-Feb-04  15:15:37
09-Feb-04  15:15:38
09-Feb-04  15:15:38
09-Feb-04  15:15:39
09-Feb-04  15:15:39
09-Feb-04  15:15:40
09-Feb-04  15:15:55
09-Feb-04  15:16:01
09-Feb-04  15:16:14
09-Feb-04  15:16:40
09-Feb-04  15:16:46
09-Feb-04  15:17:00
09-Feb-04  15:17:09
09-Feb-04  15:17:15
09-Feb-04  15:17:35
09-Feb-04  15:18:16
09-Feb-04  15:18:29
09-Feb-04  15:18:34
09-Feb-04  15:18:43
09-Feb-04  15:18:52
09-Feb-04  15:19:06
09-Feb-04  15:19:40
10-Feb-04  08:59:17
10-Feb-04  09:37:13
10-Feb-04  09:40:36
10-Feb-04  09:41:05
10-Feb-04  09:41:05
10-Feb-04  09:41:06
10-Feb-04  09:41:06
10-Feb-04  09:41:07
10-Feb-04  09:41:08
10-Feb-04  09:41:08
10-Feb-04  09:41:09
10-Feb-04  09:41:09
10-Feb-04  09:41:10

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.712.42.200
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit ud
access-list 141 permit tc
access-list 141 permit ud
access-list 141 permit tc
access-list 141 permit ud
access-list 141 permit tc
access-list 141 permit ud
access-list 141 permit tc
access-list 141 permit ud
access-list 141 permit tc
access-list 141 permit tc
access-list 141 permit ic
access-list 141 permit ic
access-list 141 permit ip
access-list 141 permit ip
access-list 141 permit ip
access-list 141 deny ip 1
access-list 141 permit ip
access-list 141 deny ip 1
access-list 141 deny ip 1
access-list 141 deny ip 1
access-list 141 permit ip
copy running-config start
show running-config <cr>
configure terminal <cr>
interface FastEthernet 0
no ip access-group 140 ou
ip access-group 141 out <
copy running-config start
show running-config <cr>
show access-lists 141 <cr
show running-config <cr>
configure terminal <cr>
no access-list 140 <cr>
copy running-config start
show running-config <cr>
copy running-config start
show running-config <cr>
show running-config <cr>
configure terminal <cr>
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

abaker (Group 2)

Date Time

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

10-Feb-04  09:41:10
10-Feb-04  09:41:11
10-Feb-04  09:41:11
10-Feb-04  09:41:12
10-Feb-04  09:41:13
10-Feb-04  09:41:13
10-Feb-04  09:41:14
10-Feb-04  09:41:14
10-Feb-04  09:41:15
10-Feb-04  09:41:15
10-Feb-04  09:41:16
10-Feb-04  09:41:16
10-Feb-04  09:41:17
10-Feb-04  09:41:17
10-Feb-04  09:41:18
10-Feb-04  09:41:18
10-Feb-04  09:41:19

10-Feb-04  09:41:20
10-Feb-04  09:41:20
10-Feb-04  09:41:21
10-Feb-04  09:41:21
10-Feb-04 09:41:22
10-Feb-04 09:41:22
10-Feb-04 09:41:23
10-Feb-04 09:41:23
10-Feb-04  09:41:24
10-Feb-04  09:41:24
10-Feb-04  09:41:25
10-Feb-04  09:41:25
10-Feb-04  09:41:26
10-Feb-04  09:41:27
10-Feb-04  09:41:27
10-Feb-04  09:41:28
10-Feb-04  09:41:28
10-Feb-04  09:41:29
10-Feb-04 09:41:29
10-Feb-04  09:41:30
10-Feb-04 09:41:31
10-Feb-04 09:41:31
10-Feb-04 09:41:32
10-Feb-04  09:41:32
10-Feb-04  09:41:33
10-Feb-04  09:41:33
10-Feb-04  09:41:34
10-Feb-04  09:41:35
10-Feb-04  09:41:35
10-Feb-04  09:41:36
10-Feb-04  09:41:36
10-Feb-04  09:41:37
10-Feb-04 09:41:37
10-Feb-04  09:41:38
10-Feb-04  09:41:38

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
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Device Admin: Specific User Command Detail - TACACS+

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

abaker (Group 2)
Date Time
10-Feb-04  09:41:39
10-Feb-04  09:41:40
10-Feb-04  09:41:40
10-Feb-04  09:41:41
10-Feb-04  09:41:41
10-Feb-04  09:41:42
10-Feb-04  09:41:43
10-Feb-04  09:41:43
10-Feb-04  09:41:44
10-Feb-04  09:41:44
10-Feb-04  09:41:45
10-Feb-04  09:41:46
10-Feb-04  09:41:46
10-Feb-04  09:41:47
10-Feb-04  09:41:47
10-Feb-04  09:41:48
10-Feb-04  09:41:48
10-Feb-04  09:41:49
10-Feb-04  09:41:50
10-Feb-04  09:41:50
10-Feb-04  09:41:51
10-Feb-04  09:41:51
10-Feb-04  09:41:52
10-Feb-04  09:41:52
10-Feb-04  09:41:53
10-Feb-04  09:41:53
10-Feb-04  09:41:54
10-Feb-04  09:41:55
10-Feb-04  09:41:55
10-Feb-04  09:41:56
10-Feb-04  09:41:56
10-Feb-04  09:41:57
10-Feb-04  09:41:57
10-Feb-04  09:41:58
10-Feb-04  09:41:58
10-Feb-04  09:41:59
10-Feb-04  09:41:59
10-Feb-04  09:42:00
10-Feb-04  09:42:00
10-Feb-04 09:42:01
10-Feb-04  09:42:02
10-Feb-04  09:42:02
10-Feb-04  09:42:03
10-Feb-04  09:42:03
10-Feb-04  09:42:04
10-Feb-04  09:42:05
10-Feb-04  09:42:07
10-Feb-04  09:42:13
10-Feb-04  09:42:27
10-Feb-04  09:43:04
10-Feb-04  09:43:08
10-Feb-04  09:43:14

192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4
192.168.1.4

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit ud
access-list 142 permit tc
access-list 142 permit ud
access-list 142 permit ud
access-list 142 permit ud
access-list 142 permit ud
access-list 142 permit ud
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit ud
access-list 142 permit ud
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit ud
access-list 142 permit tc
access-list 142 permit ud
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit ud
access-list 142 permit ud
access-list 142 permit tc
access-list 142 permit ud
access-list 142 permit tc
access-list 142 permit tc
access-list 142 permit ic
access-list 142 permit ic
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 permit ip
access-list 142 deny ip 1
access-list 142 deny ip 1
access-list 142 deny ip 1
access-list 142 deny ip 1
access-list 142 permit ip
copy running-config start
show running-config <cr>
configure terminal <cr>
interface FastEthernet 0
no ip access-group 141 ou
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Device Admin: Specific User Command Detail - TACACS+

aaa-reports!

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

NAS-IP-Address

Caller-ID

Chronological list of cmds issued by a specific user.

Cmd

192.168.1.4

192.168.1.4

192.168.1.4

192.712.42.200
192.168.1.4

192.168.1.4

192.168.1.4

192.168.1.4

192.168.1.4

192.712.42.200
192.168.1.4

192.111.250.16
192.111.101.11
192.712.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.712.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.712.101.11
192.111.101.11
192.111.101.11
192.712.101.11
192.712.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.111.101.11
192.712.101.11
192.111.101.11

151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10
151.88.249.10

ip access-group 142 out <
copy running-config start
show running-config <cr>
show access-lists 142 <cr
show running-config <cr>
configure terminal <cr>
no access-list 141 <cr>
copy running-config start
show running-config <cr>
show access-lists 142 <cr
show running-config <cr>
show running-config <cr>
show running-config <cr>
show access-lists 110 <cr
configure terminal <cr>
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 deny ip h
access-list 110 permit ip
access-list 110 permit ip
show running-config <cr>
copy running-config start
enable

show run

session 15

show running-config <cr>
configure terminal <cr>
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 deny ip h
access-list 110 permit ip
copy running-config start
session 15

show running-config <cr>
show ip route 192.111.182.
show interfaces Vlan 182
show interfaces <cr>
show running-config <cr>
configure terminal <cr>
interface Virtual-Templat
ip access-group 110 out <
copy running-config start
show running-config <cr>
session 15

show running-config <cr>

abaker (Group 2)
Date Time
10-Feb-04  09:43:24
10-Feb-04  09:43:31
10-Feb-04  09:43:48
10-Feb-04  09:44:08
10-Feb-04  09:44:24
10-Feb-04  09:44:35
10-Feb-04  09:44:44
10-Feb-04  09:44:59
10-Feb-04  09:45:34
10-Feb-04  09:46:04
10-Feb-04  13:22:38
10-Feb-04  16:10:24
10-Feb-04  16:23:11
10-Feb-04  16:24:08
10-Feb-04  16:24:14
10-Feb-04  16:24:35
10-Feb-04  16:24:35
10-Feb-04  16:24:36
10-Feb-04  16:24:37
10-Feb-04  16:24:37
10-Feb-04  16:24:38
10-Feb-04  16:24:38
10-Feb-04  16:24:42
10-Feb-04  16:25:06
10-Feb-04  16:25:52
10-Feb-04  16:26:58
10-Feb-04  16:27:30
10-Feb-04  16:27:44
10-Feb-04  16:27:58
10-Feb-04  16:28:32
10-Feb-04  16:28:37
10-Feb-04  16:28:40
10-Feb-04  16:28:43
10-Feb-04  16:28:47
10-Feb-04  16:28:50
10-Feb-04  16:28:53
10-Feb-04  16:28:55
10-Feb-04  16:29:00
10-Feb-04  16:29:12
11-Feb-04  08:43:07
11-Feb-04  08:43:17
11-Feb-04  08:43:50
11-Feb-04  08:45:28
11-Feb-04  08:45:34
11-Feb-04  08:45:43
11-Feb-04  08:46:25
11-Feb-04  08:46:35
11-Feb-04  08:46:53
11-Feb-04  08:47:00
11-Feb-04 08:47:06
11-Feb-04  08:48:09
11-Feb-04  08:48:21
01/11/2004

DEMONSTRATION DATA

Page 14



Device Admin: Specific User Command Detail - TACACS+ aaa-reports!

Cmds Issued By Specific User Between 01/01/2004 and 01/03/2005

Chronological list of cmds issued by a specific user.

abaker (Group 2)

Date Time NAS-IP-Address Caller-ID Cmd

11-Feb-04 08:49:01 192.111.101.11 151.88.249.10 configure terminal <cr>

11-Feb-04 08:49:07 192.111.101.11 151.88.249.10 interface Virtual-Templat

11-Feb-04  08:49:16 192.111.101.11 151.88.249.10 ip access-group 110 out <

11-Feb-04  08:49:23 192.111.101.11 151.88.249.10 copy running-config start

11-Feb-04  08:49:29 192.111.101.11 151.88.249.10 show running-config <cr>
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