Device Admin: Specific Priv-lvi Command Detail - TACACS+ aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15 Chronological list of cmds issued by
each user for the selected Priv-Ivl

<no user-name>

Date Time Priv-lvl Access Device Cmd

26/01/2004  13:48:02 15  SW-01 dir <cr>

26/01/2004 13:48:15 15  SW-01 cd slot0:rsp-boot-mz.120-
26/01/2004 13:48:17 15  SW-01 dir <cr>

26/01/2004 13:48:30 15 SW-01 cd slot1:rsp-jsv40-mz.113
26/01/2004  13:48:31 15  SW-01 dir <cr>

26/01/2004  13:48:51 15 SW-01 cd slot0:rsp-boot-mz.120-
26/01/2004 14:08:47 15 SW-01 cd slot0:rsp-boot-mz.120-
26/01/2004 14:08:49 15  SW-01 dir <cr>

29/01/2004 10:51:17 15 us-02 show running-config <cr>
abaker (Group 2)

Date Time Priv-lvl Access Device Cmd

28/01/2004 08:31:43 15 Us-02 show running-config <cr>
28/01/2004 08:42:02 15 uUs-02 configure terminal <cr>
28/01/2004 08:42:24 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:25 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:25 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:26 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:26 15 USs-02 access-list 138 permit ip
28/01/2004 08:42:27 15 us-02 access-list 138 permit ip
28/01/2004 08:42:27 15 us-02 access-list 138 permit ip
28/01/2004 08:42:28 15 us-02 access-list 138 permit ip
28/01/2004 08:42:28 15 us-02 access-list 138 permit ip
28/01/2004 08:42:29 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:30 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:30 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:31 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:31 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:32 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:32 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:33 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:34 15 USs-02 access-list 138 permit ip
28/01/2004 08:42:34 15 US-02 access-list 138 permit ip
28/01/2004 08:42:35 15 us-02 access-list 138 permit ip
28/01/2004 08:42:35 15 us-02 access-list 138 permit ip
28/01/2004  08:42:36 15 us-02 access-list 138 permit ip
28/01/2004 08:42:36 15 us-02 access-list 138 permit ip
28/01/2004 08:42:37 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:37 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:38 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:39 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:39 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:40 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:40 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:41 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:41 15 USs-02 access-list 138 permit ip
28/01/2004 08:42:42 15 USs-02 access-list 138 permit ip
28/01/2004 08:42:42 15 us-02 access-list 138 permit ip
28/01/2004 08:42:43 15 us-02 access-list 138 permit ip
28/01/2004 08:42:43 15 us-02 access-list 138 permit ip
28/01/2004 08:42:44 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:44 15 Us-02 access-list 138 permit ip
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28/01/2004 08:42:45 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:45 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:46 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:47 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:47 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:48 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:48 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:49 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:49 15 Us-02 access-list 138 permit ip
28/01/2004  08:42:50 15 us-02 access-list 138 permit ip
28/01/2004  08:42:50 15 us-02 access-list 138 permit ip
28/01/2004 08:42:51 15 us-02 access-list 138 permit ip
28/01/2004 08:42:52 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:52 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:53 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:53 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:54 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:54 15 uUs-02 access-list 138 permit ip
28/01/2004 08:42:55 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:55 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:56 15 Us-02 access-list 138 permit tc
28/01/2004 08:42:56 15 Us-02 access-list 138 permit ip
28/01/2004 08:42:57 15 USs-02 access-list 138 permit tc
28/01/2004 08:42:58 15 USs-02 access-list 138 permit tc
28/01/2004 08:42:58 15 USs-02 access-list 138 permit tc
28/01/2004 08:42:59 15 US-02 access-list 138 permit ud
28/01/2004 08:42:59 15 US-02 access-list 138 permit tc
28/01/2004 08:43:00 15 Us-02 access-list 138 permit ud
28/01/2004  08:43:01 15 Us-02 access-list 138 permit ud
28/01/2004  08:43:01 15 Us-02 access-list 138 permit ud
28/01/2004 08:43:02 15 Us-02 access-list 138 permit ud
28/01/2004 08:43:02 15 Us-02 access-list 138 permit ud
28/01/2004 08:43:03 15 Us-02 access-list 138 permit tc
28/01/2004 08:43:03 15 Us-02 access-list 138 permit tc
28/01/2004 08:43:04 15 USs-02 access-list 138 permit ud
28/01/2004 08:43:05 15 USs-02 access-list 138 permit ud
28/01/2004 08:43:05 15 USs-02 access-list 138 permit tc
28/01/2004 08:43:06 15 US-02 access-list 138 permit ud
28/01/2004 08:43:06 15 US-02 access-list 138 permit tc
28/01/2004 08:43:07 15 US-02 access-list 138 permit tc
28/01/2004 08:43:07 15 US-02 access-list 138 permit ud
28/01/2004 08:43:08 15 Us-02 access-list 138 permit ud
28/01/2004 08:43:08 15 Us-02 access-list 138 permit tc
28/01/2004 08:43:09 15 Us-02 access-list 138 permit ud
28/01/2004 08:43:09 15 Us-02 access-list 138 permit tc
28/01/2004 08:43:10 15 Us-02 access-list 138 permit ud
28/01/2004 08:43:10 15 Us-02 access-list 138 permit tc
28/01/2004 08:43:11 15 Us-02 access-list 138 permit tc
28/01/2004 08:43:12 15 USs-02 access-list 138 permit ic
28/01/2004 08:43:12 15 USs-02 access-list 138 permit ic
28/01/2004 08:43:20 15 US-02 access-list 138 permit ip
28/01/2004  08:43:30 15 us-02 show running-config <cr>
28/01/2004 08:43:46 15 US-02 copy running-config start
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28/01/2004 08:44:01 15 Us-02 show running-config <cr>
28/01/2004 08:44:22 15 Us-02 configure terminal <cr>
28/01/2004  08:44:31 15 us-02 interface FastEthernet 0
28/01/2004 08:44:43 15 Us-02 no ip access-group 137 ou
28/01/2004 08:44:52 15 Us-02 ip access-group 138 out <
28/01/2004 08:44:58 15 Us-02 copy running-config start
28/01/2004 08:45:59 15 Us-02 show running-config <cr>
28/01/2004 08:46:08 15 USs-02 configure terminal <cr>
28/01/2004 08:46:19 15 us-02 no access-list 137 <cr>
28/01/2004 08:46:25 15 us-02 copy running-config start
28/01/2004  08:46:39 15 us-02 show running-config <cr>
28/01/2004  08:47:05 15 uUs-02 copy running-config start
28/01/2004 08:47:25 15 us-02 show running-config <cr>
29/01/2004 12:17:46 15 EU-02 dir bootflash:rsp-boot-mz
29/01/2004 12:18:06 15  EU-02 delete <cr>

29/01/2004 12:18:23 15 EU-02 dir bootflash:rsp-boot-mz
29/01/2004 12:18:49 15 EU-02 cd bootflash:rsp-boot-mz.
29/01/2004 12:18:52 15  EU-02 dir <cr>

29/01/2004 12:19:01 15 EU-02 delete rsp-boot-mz.120-15
29/01/2004 12:19:14 15 EU-02 squeeze bootflash: <cr>
29/01/2004 12:24:22 15 EU-02 copy tftp <cr>
29/01/2004 12:26:26 15 EU-02 copy tftp <cr>
29/01/2004 12:35:17 15 EU-02 dir bootflash:rsp-boot-mz
29/01/2004 12:35:33 15  EU-02 dir <cr>

29/01/2004 12:35:40 15 EU-02 dir slot1:phil slot1:rsp-
29/01/2004 12:35:49 15  EU-02 cd <cr>

29/01/2004 12:35:58 15 EU-02 format slaveslotO: slaves
29/01/2004 12:39:16 15  EU-02 copy tftp <cr>
29/01/2004 15:24:10 15 EU-02 show running-config <cr>
29/01/2004 15:24:18 15 EU-02 show running-config <cr>
29/01/2004 15:25:21 15 EU-02 dir slot0:rsp-jsv-mz.121-
29/01/2004 15:25:30 15 EU-02 show running-config <cr>
29/01/2004 15:25:57 15 EU-02 configure terminal <cr>
29/01/2004 15:26:07 15 EU-02 dir slot0:rsp-jsv-mz.121-
29/01/2004 15:26:11 15 EU-02 configure terminal <cr>
29/01/2004 15:26:44 15 EU-02 boot system flash slotO:r
29/01/2004 15:26:59 15 EU-02 copy running-config start
29/01/2004 15:27:03 15 EU-02 show running-config <cr>
29/01/2004 15:27:17 15 EU-02 dir slotO:rsp-jsv-mz.121-
29/01/2004 15:27:29 15 US-01 reload <cr>

05/02/2004  10:20:11 15 us-02 show running-config <cr>
05/02/2004 10:24:16 15 Us-02 configure terminal <cr>
05/02/2004 10:24:45 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:45 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:46 15 uUs-02 access-list 139 permit ip
05/02/2004 10:24:47 15 uUs-02 access-list 139 permit ip
05/02/2004 10:24:47 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:48 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:48 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:49 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:49 15 US-02 access-list 139 permit ip
05/02/2004  10:24:50 15 us-02 access-list 139 permit ip
05/02/2004  10:24:50 15 us-02 access-list 139 permit ip
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05/02/2004  10:24:51 15 Us-02 access-list 139 permit ip
05/02/2004  10:24:51 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:52 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:53 15 uUs-02 access-list 139 permit ip
05/02/2004 10:24:53 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:54 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:54 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:55 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:55 15 Us-02 access-list 139 permit ip
05/02/2004  10:24:56 15 us-02 access-list 139 permit ip
05/02/2004  10:24:56 15 us-02 access-list 139 permit ip
05/02/2004  10:24:57 15 us-02 access-list 139 permit ip
05/02/2004  10:24:57 15 uUs-02 access-list 139 permit ip
05/02/2004 10:24:58 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:58 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:59 15 Us-02 access-list 139 permit ip
05/02/2004 10:24:59 15 uUs-02 access-list 139 permit ip
05/02/2004 10:25:00 15 uUs-02 access-list 139 permit ip
05/02/2004 10:25:01 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:01 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:02 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:02 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:03 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:03 15 us-02 access-list 139 permit ip
05/02/2004 10:25:04 15 uUs-02 access-list 139 permit ip
05/02/2004  10:25:04 15 us-02 access-list 139 permit ip
05/02/2004  10:25:05 15 us-02 access-list 139 permit ip
05/02/2004 10:25:05 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:06 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:07 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:07 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:08 15 uUs-02 access-list 139 permit ip
05/02/2004 10:25:08 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:09 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:09 15 USs-02 access-list 139 permit ip
05/02/2004 10:25:10 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:10 15 USs-02 access-list 139 permit ip
05/02/2004 10:25:11 15 us-02 access-list 139 permit ip
05/02/2004 10:25:11 15 us-02 access-list 139 permit ip
05/02/2004 10:25:12 15 us-02 access-list 139 permit ip
05/02/2004 10:25:13 15 us-02 access-list 139 permit ip
05/02/2004 10:25:13 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:14 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:14 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:15 15 uUs-02 access-list 139 permit ip
05/02/2004 10:25:15 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:16 15 Us-02 access-list 139 permit ip
05/02/2004 10:25:16 15 uUs-02 access-list 139 permit ip
05/02/2004 10:25:17 15 USs-02 access-list 139 permit ip
05/02/2004 10:25:17 15 USs-02 access-list 139 permit ip
05/02/2004 10:25:18 15 US-02 access-list 139 permit tc
05/02/2004 10:25:19 15 us-02 access-list 139 permit tc
05/02/2004 10:25:19 15 us-02 access-list 139 permit tc
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05/02/2004 10:25:20 15 Us-02 access-list 139 permit tc
05/02/2004 10:25:20 15  US-02 access-list 139 permit ud
05/02/2004 10:25:21 15 Us-02 access-list 139 permit tc
05/02/2004 10:25:21 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:22 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:23 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:23 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:24 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:24 15 Us-02 access-list 139 permit tc
05/02/2004 10:25:25 15 USs-02 access-list 139 permit tc
05/02/2004 10:25:25 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:26 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:26 15 UsS-02 access-list 139 permit tc
05/02/2004  10:25:27 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:27 15 Us-02 access-list 139 permit tc
05/02/2004 10:25:28 15 Us-02 access-list 139 permit ud
05/02/2004  10:25:29 15 Us-02 access-list 139 permit tc
05/02/2004  10:25:29 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:30 15 Us-02 access-list 139 permit tc
05/02/2004 10:25:30 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:31 15 Us-02 access-list 139 permit ud
05/02/2004 10:25:31 15 Us-02 access-list 139 permit tc
05/02/2004 10:25:32 15 USs-02 access-list 139 permit tc
05/02/2004 10:25:33 15 us-02 access-list 139 permit ic
05/02/2004 10:25:33 15 USs-02 access-list 139 permit tc
05/02/2004  10:25:34 15 us-02 access-list 139 permit ic
05/02/2004 10:25:41 15 us-02 access-list 139 permit ip
05/02/2004 10:25:49 15 Us-02 copy running-config start
05/02/2004 10:26:05 15 Us-02 show running-config <cr>
05/02/2004 10:27:58 15 Us-02 configure terminal <cr>
05/02/2004 10:28:03 15 Us-02 interface FastEthernet 0
05/02/2004 10:28:18 15 Us-02 no ip access-group 138 ou
05/02/2004 10:28:25 15 Us-02 ip access-group 139 out <
05/02/2004 10:28:31 15 Us-02 copy running-config start
05/02/2004 10:28:53 15 Us-02 show running-config <cr>
05/02/2004 10:29:07 15 Us-02 configure terminal <cr>
05/02/2004 10:29:20 15 Us-02 no access-list 138 <cr>
05/02/2004 10:29:25 15 uUs-02 copy running-config start
05/02/2004  10:29:40 15 us-02 show running-config <cr>
05/02/2004  10:30:05 15 uUs-02 copy running-config start
05/02/2004 11:21:46 15 us-02 show running-config <cr>
05/02/2004 11:38:20 15 Us-02 configure terminal <cr>
05/02/2004  11:38:53 15 Us-02 access-list 140 permit ip
05/02/2004  11:38:53 15 Us-02 access-list 140 permit ip
05/02/2004 11:38:54 15 uUs-02 access-list 140 permit ip
05/02/2004 11:38:54 15 uUs-02 access-list 140 permit ip
05/02/2004  11:38:55 15 uUs-02 access-list 140 permit ip
05/02/2004 11:38:56 15 uUs-02 access-list 140 permit ip
05/02/2004 11:38:56 15 Us-02 access-list 140 permit ip
05/02/2004 11:38:57 15 Us-02 access-list 140 permit ip
05/02/2004 11:38:57 15 Us-02 access-list 140 permit ip
05/02/2004  11:38:58 15 us-02 access-list 140 permit ip
05/02/2004  11:38:58 15 us-02 access-list 140 permit ip
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05/02/2004  11:38:59 15 Us-02 access-list 140 permit ip
05/02/2004  11:38:59 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:00 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:00 15 uUs-02 access-list 140 permit ip
05/02/2004  11:39:01 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:01 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:02 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:03 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:03 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:04 15 us-02 access-list 140 permit ip
05/02/2004  11:39:04 15 us-02 access-list 140 permit ip
05/02/2004  11:39:05 15 us-02 access-list 140 permit ip
05/02/2004  11:39:05 15 uUs-02 access-list 140 permit ip
05/02/2004 11:39:06 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:06 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:07 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:08 15 uUs-02 access-list 140 permit ip
05/02/2004 11:39:08 15 uUs-02 access-list 140 permit ip
05/02/2004  11:39:09 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:09 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:10 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:10 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:11 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:11 15 us-02 access-list 140 permit ip
05/02/2004 11:39:12 15 uUs-02 access-list 140 permit ip
05/02/2004  11:39:12 15 us-02 access-list 140 permit ip
05/02/2004  11:39:13 15 us-02 access-list 140 permit ip
05/02/2004 11:39:13 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:14 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:14 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:15 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:16 15 uUs-02 access-list 140 permit ip
05/02/2004 11:39:16 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:17 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:17 15 USs-02 access-list 140 permit ip
05/02/2004 11:39:18 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:18 15 USs-02 access-list 140 permit ip
05/02/2004  11:39:19 15 us-02 access-list 140 permit ip
05/02/2004  11:39:19 15 us-02 access-list 140 permit ip
05/02/2004  11:39:20 15 us-02 access-list 140 permit ip
05/02/2004  11:39:21 15 us-02 access-list 140 permit ip
05/02/2004  11:39:21 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:22 15 Us-02 access-list 140 permit ip
05/02/2004  11:39:22 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:23 15 uUs-02 access-list 140 permit ip
05/02/2004 11:39:23 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:24 15 Us-02 access-list 140 permit ip
05/02/2004 11:39:24 15 uUs-02 access-list 140 permit ip
05/02/2004 11:39:25 15 USs-02 access-list 140 permit ip
05/02/2004 11:39:25 15 USs-02 access-list 140 permit ip
05/02/2004 11:39:26 15 US-02 access-list 140 permit tc
05/02/2004  11:39:27 15 us-02 access-list 140 permit tc
05/02/2004  11:39:27 15 us-02 access-list 140 permit tc
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05/02/2004 11:39:28 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:28 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:29 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:30 15 Us-02 access-list 140 permit tc
05/02/2004 11:39:30 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:31 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:31 15 Us-02 access-list 140 permit tc
05/02/2004 11:39:32 15 Us-02 access-list 140 permit ud
05/02/2004 11:39:32 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:33 15 USs-02 access-list 140 permit ud
05/02/2004 11:39:33 15 Us-02 access-list 140 permit ud
05/02/2004 11:39:34 15 Us-02 access-list 140 permit ud
05/02/2004 11:39:35 15 UsS-02 access-list 140 permit ud
05/02/2004  11:39:35 15 Us-02 access-list 140 permit ud
05/02/2004 11:39:36 15 Us-02 access-list 140 permit tc
05/02/2004 11:39:36 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:37 15 Us-02 access-list 140 permit ud
05/02/2004  11:39:37 15 Us-02 access-list 140 permit ud
05/02/2004 11:39:38 15 Us-02 access-list 140 permit ud
05/02/2004 11:39:38 15 Us-02 access-list 140 permit tc
05/02/2004 11:39:39 15 Us-02 access-list 140 permit tc
05/02/2004 11:39:40 15 Us-02 access-list 140 permit ud
05/02/2004 11:39:40 15 USs-02 access-list 140 permit tc
05/02/2004  11:39:41 15 USs-02 access-list 140 permit ud
05/02/2004  11:39:41 15 USs-02 access-list 140 permit tc
05/02/2004 11:39:42 15 US-02 access-list 140 permit tc
05/02/2004 11:39:42 15 US-02 access-list 140 permit ud
05/02/2004  11:39:43 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:43 15 Us-02 access-list 140 permit ud
05/02/2004  11:39:44 15 Us-02 access-list 140 permit ic
05/02/2004 11:39:44 15 Us-02 access-list 140 permit tc
05/02/2004  11:39:45 15 uUs-02 access-list 140 permit ic
05/02/2004  11:39:52 15 Us-02 access-list 140 permit ip
05/02/2004 11:40:08 15 Us-02 copy running-config start
05/02/2004 11:40:25 15 Us-02 show running-config <cr>
05/02/2004 11:43:56 15 USs-02 show running-config <cr>
05/02/2004 11:44:16 15 USs-02 configure terminal <cr>
05/02/2004  11:44:31 15 USs-02 interface FastEthernet 0
05/02/2004 11:45:08 15 US-02 no ip access-group 139 ou
05/02/2004 11:45:18 15 UsS-02 ip access-group 140 out <
05/02/2004 11:45:24 15 Us-02 copy running-config start
05/02/2004 11:45:40 15 Us-02 show running-config <cr>
09/02/2004 08:46:58 15 Us-02 show running-config <cr>
09/02/2004 08:47:21 15 Us-02 configure terminal <cr>
09/02/2004 08:47:28 15 Us-02 no access-list 139 <cr>
09/02/2004 08:47:34 15 Us-02 copy running-config start
09/02/2004 08:47:52 15 uUs-02 show running-config <cr>
09/02/2004 09:55:42 15 uUs-02 show running-config <cr>
09/02/2004 10:03:33 15 USs-02 show running-config <cr>
09/02/2004 10:04:17 15 Us-02 show running-config <cr>
09/02/2004  10:05:24 15 USs-02 configure terminal <cr>
09/02/2004 10:05:34 15 US-02 interface Ethernet 1 0 0
09/02/2004 10:06:10 15 US-02 no ip access-group 111 ou
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09/02/2004 10:06:34 15 Us-02 configure terminal <cr>
09/02/2004  10:06:42 15 uUs-02 no access-list 111 <cr>
09/02/2004 10:06:48 15 Us-02 copy running-config start
09/02/2004 10:06:55 15 uUs-02 show running-config <cr>
09/02/2004 10:10:53 15 Us-02 configure terminal <cr>
09/02/2004 10:11:23 15 Us-02 show running-config <cr>
09/02/2004 10:12:30 15 Us-02 show running-config <cr>
09/02/2004 10:13:43 15 USs-02 show running-config <cr>
09/02/2004  10:14:02 15 USs-02 configure terminal <cr>
09/02/2004 10:14:15 15 US-02 no access-list 110 <cr>
09/02/2004 10:14:23 15 US-02 copy running-config start
09/02/2004  10:14:35 15 us-02 show running-config <cr>
09/02/2004  10:14:48 15 us-02 configure terminal <cr>
09/02/2004  10:14:56 15 uUs-02 interface Ethernet 1 0 3
09/02/2004 10:15:06 15 Us-02 no ip access-group 110 in
09/02/2004 10:15:15 15 Us-02 copy running-config start
09/02/2004 10:15:23 15 uUs-02 show running-config <cr>
09/02/2004 10:15:32 15 uUs-02 show running-config <cr>
09/02/2004 10:16:01 15 Us-02 copy running-config start
09/02/2004  10:19:50 15 Us-02 show running-config <cr>
09/02/2004 14:44:47 15 Us-02 configure terminal <cr>
09/02/2004 14:44:53 15 Us-02 access-list 140 permit tc
09/02/2004  15:14:33 15 Us-02 configure terminal <cr>
09/02/2004  15:14:38 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:39 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:39 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:40 15 UsS-02 access-list 141 permit ip
09/02/2004  15:14:40 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:41 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:41 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:42 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:42 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:43 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:44 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:44 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:45 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:45 15 USs-02 access-list 141 permit ip
09/02/2004 15:14:46 15 US-02 access-list 141 permit ip
09/02/2004 15:14:46 15 US-02 access-list 141 permit ip
09/02/2004 15:14:47 15 US-02 access-list 141 permit ip
09/02/2004 15:14:47 15 US-02 access-list 141 permit ip
09/02/2004 15:14:48 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:49 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:49 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:50 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:50 15 uUs-02 access-list 141 permit ip
09/02/2004  15:14:51 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:51 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:52 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:52 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:53 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:53 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:54 15 US-02 access-list 141 permit ip
01/11/2004 DEMONSTRATION DATA Page 8



Device Admin: Specific Priv-lvi Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

Chronological list of cmds issued by
each user for the selected Priv-Ivl

abaker (Group 2)

Date Time Priv-lvl Access Device Cmd

09/02/2004  15:14:55 15 Us-02 access-list 141 permit ip
09/02/2004  15:14:55 15  US-02 access-list 141 permit ip
09/02/2004 15:14:56 15 US-02 access-list 141 permit ip
09/02/2004 15:14:56 15 US-02 access-list 141 permit ip
09/02/2004 15:14:57 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:57 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:58 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:58 15 Us-02 access-list 141 permit ip
09/02/2004 15:14:59 15 Us-02 access-list 141 permit ip
09/02/2004  15:15:00 15  US-02 access-list 141 permit ip
09/02/2004  15:15:00 15  US-02 access-list 141 permit ip
09/02/2004  15:15:01 15 UsS-02 access-list 141 permit ip
09/02/2004  15:15:01 15 UsS-02 access-list 141 permit ip
09/02/2004 15:15:02 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:03 15 Us-02 access-list 141 permit ip
09/02/2004  15:15:03 15  US-02 access-list 141 permit ip
09/02/2004 15:15:04 15 US-02 access-list 141 permit ip
09/02/2004 15:15:04 15 US-02 access-list 141 permit ip
09/02/2004  15:15:05 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:05 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:06 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:06 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:07 15 Us-02 access-list 141 permit ip
09/02/2004  15:15:07 15 us-02 access-list 141 permit ip
09/02/2004 15:15:08 15  US-02 access-list 141 permit ip
09/02/2004  15:15:09 15  US-02 access-list 141 permit ip
09/02/2004  15:15:09 15  US-02 access-list 141 permit ip
09/02/2004 15:15:10 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:10 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:11 15  US-02 access-list 141 permit ip
09/02/2004  15:15:11 15 US-02 access-list 141 permit ip
09/02/2004 15:15:12 15 US-02 access-list 141 permit ip
09/02/2004 15:15:12 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:13 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:14 15 USs-02 access-list 141 permit ip
09/02/2004 15:15:14 15 Us-02 access-list 141 permit ip
09/02/2004 15:15:15 15 USs-02 access-list 141 permit ip
09/02/2004 15:15:15 15  US-02 access-list 141 permit ip
09/02/2004 15:15:16 15 US-02 access-list 141 permit tc
09/02/2004 15:15:16 15 US-02 access-list 141 permit tc
09/02/2004 15:15:17 15 US-02 access-list 141 permit tc
09/02/2004 15:15:18 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:18 15 Us-02 access-list 141 permit tc
09/02/2004  15:15:19 15 Us-02 access-list 141 permit tc
09/02/2004  15:15:19 15 Us-02 access-list 141 permit tc
09/02/2004  15:15:20 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:20 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:21 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:22 15 USs-02 access-list 141 permit ud
09/02/2004 15:15:22 15 US-02 access-list 141 permit tc
09/02/2004 15:15:23 15 US-02 access-list 141 permit ud
09/02/2004 15:15:23 15 US-02 access-list 141 permit ud
09/02/2004 15:15:24 15 US-02 access-list 141 permit ud
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09/02/2004 15:15:25 15 Us-02 access-list 141 permit ud
09/02/2004 15:15:25 15  US-02 access-list 141 permit ud
09/02/2004 15:15:26 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:26 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:27 15 Us-02 access-list 141 permit ud
09/02/2004 15:15:28 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:28 15 Us-02 access-list 141 permit ud
09/02/2004 15:15:29 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:29 15 Us-02 access-list 141 permit ud
09/02/2004 15:15:30 15 USs-02 access-list 141 permit tc
09/02/2004 15:15:30 15 Us-02 access-list 141 permit ud
09/02/2004  15:15:31 15 Us-02 access-list 141 permit tc
09/02/2004  15:15:31 15 UsS-02 access-list 141 permit ud
09/02/2004 15:15:32 15 Us-02 access-list 141 permit ud
09/02/2004 15:15:32 15 Us-02 access-list 141 permit tc
09/02/2004  15:15:33 15 Us-02 access-list 141 permit tc
09/02/2004  15:15:33 15 Us-02 access-list 141 permit ud
09/02/2004 15:15:34 15 Us-02 access-list 141 permit tc
09/02/2004 15:15:35 15 Us-02 access-list 141 permit tc
09/02/2004  15:15:35 15 Us-02 access-list 141 permit ic
09/02/2004 15:15:36 15 Us-02 access-list 141 permit ic
09/02/2004 15:15:55 15 Us-02 access-list 141 permit ip
09/02/2004 15:16:01 15 USs-02 copy running-config start
09/02/2004 15:16:14 15 us-02 show running-config <cr>
09/02/2004 15:16:40 15 us-02 configure terminal <cr>
09/02/2004 15:16:46 15 US-02 interface FastEthernet 0
09/02/2004 15:17:00 15 US-02 no ip access-group 140 ou
09/02/2004  15:17:09 15 Us-02 ip access-group 141 out <
09/02/2004 15:17:15 15 Us-02 copy running-config start
09/02/2004 15:17:35 15 Us-02 show running-config <cr>
09/02/2004 15:18:29 15 Us-02 show running-config <cr>
09/02/2004 15:18:34 15 Us-02 configure terminal <cr>
09/02/2004  15:18:43 15 Us-02 no access-list 140 <cr>
09/02/2004 15:18:52 15 Us-02 copy running-config start
09/02/2004 15:19:06 15 Us-02 show running-config <cr>
09/02/2004 15:19:40 15 USs-02 copy running-config start
10/02/2004  08:59:17 15 Us-02 show running-config <cr>
10/02/2004  09:37:13 15 us-02 show running-config <cr>
10/02/2004  09:40:36 15 us-02 configure terminal <cr>
10/02/2004  09:41:05 15  US-02 access-list 142 permit ip
10/02/2004  09:41:05 15  US-02 access-list 142 permit ip
10/02/2004  09:41:06 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:06 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:07 15  US-02 access-list 142 permit ip
10/02/2004  09:41:08 15 uUs-02 access-list 142 permit ip
10/02/2004  09:41:08 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:09 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:09 15 uUs-02 access-list 142 permit ip
10/02/2004  09:41:10 15 USs-02 access-list 142 permit ip
10/02/2004  09:41:10 15 Us-02 access-list 142 permit ip
10/02/2004 09:41:11 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:11 15  US-02 access-list 142 permit ip
10/02/2004 09:41:12 15  US-02 access-list 142 permit ip
01/11/2004 DEMONSTRATION DATA Page 10



Device Admin: Specific Priv-lvi Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

Chronological list of cmds issued by
each user for the selected Priv-Ivl

abaker (Group 2)

Date Time Priv-lvl Access Device Cmd

10/02/2004 09:41:13 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:13 15  US-02 access-list 142 permit ip
10/02/2004  09:41:14 15 US-02 access-list 142 permit ip
10/02/2004  09:41:14 15 US-02 access-list 142 permit ip
10/02/2004  09:41:15 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:15 15 Us-02 access-list 142 permit ip
10/02/2004 09:41:16 15 Us-02 access-list 142 permit ip
10/02/2004 09:41:16 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:17 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:17 15  US-02 access-list 142 permit ip
10/02/2004  09:41:18 15  US-02 access-list 142 permit ip
10/02/2004  09:41:18 15  US-02 access-list 142 permit ip
10/02/2004  09:41:19 15 US-02 access-list 142 permit ip
10/02/2004  09:41:20 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:20 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:21 15  US-02 access-list 142 permit ip
10/02/2004  09:41:21 15 US-02 access-list 142 permit ip
10/02/2004  09:41:22 15 US-02 access-list 142 permit ip
10/02/2004  09:41:22 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:23 15 Us-02 access-list 142 permit ip
10/02/2004 09:41:23 15 Us-02 access-list 142 permit ip
10/02/2004 09:41:24 15 Us-02 access-list 142 permit ip
10/02/2004 09:41:24 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:25 15  US-02 access-list 142 permit ip
10/02/2004  09:41:25 15  US-02 access-list 142 permit ip
10/02/2004  09:41:26 15  US-02 access-list 142 permit ip
10/02/2004  09:41:27 15  US-02 access-list 142 permit ip
10/02/2004  09:41:27 15 Us-02 access-list 142 permit ip
10/02/2004 09:41:28 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:28 15  US-02 access-list 142 permit ip
10/02/2004  09:41:29 15 US-02 access-list 142 permit ip
10/02/2004  09:41:29 15 US-02 access-list 142 permit ip
10/02/2004  09:41:30 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:31 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:31 15 USs-02 access-list 142 permit ip
10/02/2004  09:41:32 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:32 15 USs-02 access-list 142 permit ip
10/02/2004  09:41:33 15 US-02 access-list 142 permit ip
10/02/2004  09:41:33 15  US-02 access-list 142 permit ip
10/02/2004  09:41:34 15  US-02 access-list 142 permit ip
10/02/2004  09:41:35 15  US-02 access-list 142 permit ip
10/02/2004  09:41:35 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:36 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:36 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:37 15 US-02 access-list 142 permit ip
10/02/2004  09:41:37 15 US-02 access-list 142 permit ip
10/02/2004  09:41:38 15 Us-02 access-list 142 permit ip
10/02/2004  09:41:38 15 uUs-02 access-list 142 permit ip
10/02/2004 09:41:39 15 USs-02 access-list 142 permit ip
10/02/2004  09:41:40 15 US-02 access-list 142 permit tc
10/02/2004  09:41:40 15 US-02 access-list 142 permit ip
10/02/2004  09:41:41 15 us-02 access-list 142 permit tc
10/02/2004  09:41:41 15 us-02 access-list 142 permit tc
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10/02/2004 09:41:42 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:43 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:43 15 Us-02 access-list 142 permit tc
10/02/2004 09:41:44 15 uUs-02 access-list 142 permit tc
10/02/2004  09:41:44 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:45 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:46 15 Us-02 access-list 142 permit tc
10/02/2004 09:41:46 15 Us-02 access-list 142 permit ud
10/02/2004  09:41:47 15 Us-02 access-list 142 permit ud
10/02/2004  09:41:47 15 USs-02 access-list 142 permit tc
10/02/2004  09:41:48 15 Us-02 access-list 142 permit ud
10/02/2004 09:41:48 15 Us-02 access-list 142 permit ud
10/02/2004  09:41:49 15 UsS-02 access-list 142 permit ud
10/02/2004  09:41:50 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:50 15 Us-02 access-list 142 permit ud
10/02/2004  09:41:51 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:51 15 Us-02 access-list 142 permit ud
10/02/2004 09:41:52 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:52 15 Us-02 access-list 142 permit ud
10/02/2004 09:41:53 15 Us-02 access-list 142 permit ud
10/02/2004 09:41:53 15 Us-02 access-list 142 permit tc
10/02/2004 09:41:54 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:55 15 USs-02 access-list 142 permit ud
10/02/2004  09:41:55 15 USs-02 access-list 142 permit tc
10/02/2004  09:41:56 15 USs-02 access-list 142 permit tc
10/02/2004  09:41:56 15 US-02 access-list 142 permit ud
10/02/2004  09:41:57 15 US-02 access-list 142 permit tc
10/02/2004  09:41:57 15 Us-02 access-list 142 permit ud
10/02/2004 09:41:58 15 Us-02 access-list 142 permit ud
10/02/2004 09:41:58 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:59 15 Us-02 access-list 142 permit tc
10/02/2004  09:41:59 15 uUs-02 access-list 142 permit ic
10/02/2004  09:42:00 15 Us-02 access-list 142 permit ic
10/02/2004  09:42:07 15 Us-02 access-list 142 permit ip
10/02/2004 09:42:13 15 USs-02 copy running-config start
10/02/2004  09:42:27 15 USs-02 show running-config <cr>
10/02/2004  09:43:04 15 US-02 configure terminal <cr>
10/02/2004  09:43:08 15 US-02 interface FastEthernet 0
10/02/2004 09:43:14 15 USs-02 no ip access-group 141 ou
10/02/2004 09:43:24 15 US-02 ip access-group 142 out <
10/02/2004  09:43:31 15 US-02 copy running-config start
10/02/2004  09:43:48 15 Us-02 show running-config <cr>
10/02/2004  09:44:24 15 Us-02 show running-config <cr>
10/02/2004  09:44:35 15 Us-02 configure terminal <cr>
10/02/2004 09:44:44 15 uUs-02 no access-list 141 <cr>
10/02/2004  09:44:59 15 Us-02 copy running-config start
10/02/2004  09:45:34 15 uUs-02 show running-config <cr>
10/02/2004  13:22:38 15 uUs-02 show running-config <cr>
10/02/2004 16:10:24 15 USs-02 show running-config <cr>
10/02/2004 16:23:11 15 EU-02 show running-config <cr>
10/02/2004 16:24:14 15 EU-02 configure terminal <cr>
10/02/2004  16:24:35 15 EU-02 access-list 110 permit ip
10/02/2004  16:24:35 15 EU-02 access-list 110 permit ip
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10/02/2004 16:24:36 15 EU-02 access-list 110 permit ip
10/02/2004  16:24:37 15 EU-02 access-list 110 permit ip
10/02/2004  16:24:37 15 EU-02 access-list 110 permit ip
10/02/2004 16:24:38 15 EU-02 access-list 110 deny ip h
10/02/2004 16:24:38 15 EU-02 access-list 110 permit ip
10/02/2004  16:24:42 15 EU-02 access-list 110 permit ip
10/02/2004  16:25:06 15 EU-02 show running-config <cr>
10/02/2004 16:25:52 15 EU-02 copy running-config start
10/02/2004  16:27:30 15 EU-02 show run

10/02/2004 16:27:44 15 uUs-01 session 15

10/02/2004  16:27:58 15 EU-02 show running-config <cr>
10/02/2004  16:28:32 15 EU-02 configure terminal <cr>
10/02/2004  16:28:37 15 EU-02 access-list 110 permit ip
10/02/2004  16:28:40 15 EU-02 access-list 110 permit ip
10/02/2004 16:28:43 15 EU-02 access-list 110 permit ip
10/02/2004  16:28:47 15 EU-02 access-list 110 permit ip
10/02/2004  16:28:50 15 EU-02 access-list 110 permit ip
10/02/2004 16:28:53 15 EU-02 access-list 110 permit ip
10/02/2004  16:28:55 15 EU-02 access-list 110 deny ip h
10/02/2004  16:29:00 15 EU-02 access-list 110 permit ip
10/02/2004 16:29:12 15 EU-02 copy running-config start
11/02/2004  08:43:17 15 EU-02 show running-config <cr>
11/02/2004  08:45:43 15 EU-02 show running-config <cr>
11/02/2004  08:46:25 15 EU-02 configure terminal <cr>
11/02/2004  08:46:35 15 EU-02 interface Virtual-Templat
11/02/2004  08:46:53 15 EU-02 ip access-group 110 out <
11/02/2004  08:47:00 15 EU-02 copy running-config start
11/02/2004  08:47:06 15 EU-02 show running-config <cr>
11/02/2004  08:48:09 15  US-01 session 15

11/02/2004  08:48:21 15 EU-02 show running-config <cr>
11/02/2004  08:49:01 15 EU-02 configure terminal <cr>
11/02/2004  08:49:07 15 EU-02 interface Virtual-Templat
11/02/2004  08:49:16 15 EU-02 ip access-group 110 out <
11/02/2004  08:49:23 15 EU-02 copy running-config start
11/02/2004  08:49:29 15 EU-02 show running-config <cr>

admin2 (Group 2)

Date Time Priv-lvl Access Device Cmd

24/01/2004 13:54:52 15 EU-02 show top

24/01/2004 13:56:16 15 EU-02 show util

24/01/2004 13:57:11 15 EU-02 show traffic
24/01/2004 22:32:19 15 Us-01 ping www.ibm.com
24/01/2004 22:32:25 15 US-01 ping www.ibm.com
24/01/2004 22:32:32 15 US-01 ping www.cisco.com
24/01/2004 22:32:42 15 US-01 ping www.cisco.com
24/01/2004 22:32:43 15 US-01 ping www.cisco.com
24/01/2004 22:32:45 15 US-01 ping www.cisco.com
24/01/2004 22:36:32 15 EU-02 exit

24/01/2004 22:52:03 15 US-01 show environment
24/01/2004 22:52:12 15 EU-02 show system
24/01/2004 22:52:32 15 Us-o1 show environment all
24/01/2004 22:53:15 15 Us-o01 ping 192.712.249.191
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24/01/2004 22:53:22 15  US-01 ping 192.712.159.2
24/01/2004 22:53:28 15  US-01 ping 192.712.159.38
24/01/2004 22:53:32 15  US-01 ping 192.712.159.2
24/01/2004 22:53:35 15 US-01 ping 192.712.159.2
24/01/2004 22:53:40 15 US-01 ping 192.712.159.38
24/01/2004 22:54:24 15  EU-02 show port

24/01/2004 22:55:10 15  EU-02 show port 6/6

24/01/2004 22:55:18 15 US-01 show config

24/01/2004 22:55:55 15 EU-02 show proc cpu

24/01/2004 22:56:01 15 EU-02 show proc mem

24/01/2004 22:56:15 15 EU-02 show system

24/01/2004 22:56:22 15 EU-02 show version

28/01/2004 12:07:45 15  US-01 show cam 00-40-20-0d-03-2
28/01/2004 15:40:55 15 Us-o01 show configuration <cr>
28/01/2004 16:19:30 15 EU-02 clear ip route 192.111.190
28/01/2004 16:20:21 15 EU-02 show running-config <cr>
28/01/2004 16:27:51 15 Us-01 show configuration <cr>
30/01/2004 11:15:06 15  EU-02 show vlan 185

30/01/2004 11:15:14 15  EU-02 show port

30/01/2004 11:18:58 15  EU-02 show port

30/01/2004 11:20:35 15  EU-02 show port 6/18

30/01/2004  11:20:51 15  US-01 show 5/2

30/01/2004 11:20:56 15  EU-02 show port 5/2

30/01/2004 11:21:08 15  EU-02 show port 5/1

30/01/2004 11:21:19 15 EU-02 show port 5/2

30/01/2004 11:21:28 15 EU-02 show port 6/5

30/01/2004 11:21:40 15 EU-02 show port 6/14

30/01/2004 11:21:47 15  EU-02 show port 6/18

30/01/2004 11:21:57 15  EU-02 show port 8/1

30/01/2004 11:22:29 15  EU-02 show vlan 185

30/01/2004 11:22:48 15  EU-02 show port

30/01/2004 11:23:08 15  EU-02 show port

30/01/2004 11:24:07 15  EU-02 show port

30/01/2004 11:26:19 15 US-01 setvaln 1 12/24

30/01/2004 11:26:28 15  US-01 set vlan 1 12/24

30/01/2004 11:26:31 15  EU-02 show port

30/01/2004 11:32:26 15  US-01 show cam 00-60-B0-C4-C2-5
30/01/2004 11:32:54 15  US-01 show cam 00-80-2D-00-D0-6
30/01/2004  11:34:10 15  US-01 show cam 00-80-2D-01-35-3
30/01/2004 11:34:28 15  US-01 show cam 00-80-2D-00-29-1
30/01/2004 11:34:58 15  US-01 show cam 00-80-2D-01-AB-O
30/01/2004 11:35:29 15  US-01 show cam 00-80-2D-01-AB-0
30/01/2004 11:35:45 15  US-01 show cam 00-80-2D-00-72-6
30/01/2004 11:37:05 15  EU-02 show port 6/24

30/01/2004 14:39:58 15 Us-01 show configuration <cr>
30/01/2004 14:40:53 15 Us-01 show configuration <cr>
30/01/2004  15:09:18 15 Us-01 show configuration <cr>
30/01/2004  15:09:29 15 Us-01 show configuration <cr>
30/01/2004 16:56:21 15 Us-01 session 3

30/01/2004 16:57:23 15  US-01 show cam 00-10-4b-6a-a9-8
30/01/2004 16:57:37 15  EU-02 show port 4

02/02/2004  09:10:49 15  EU-02 show port

02/02/2004  09:13:03 15  EU-02 show port 11
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02/02/2004 09:13:29 15 US-01 set port speed 11/5-7 10
02/02/2004  09:13:45 15 Us-o01 set port duplex 11/5-7 ha
02/02/2004 09:13:48 15 EU-02 show port 11

02/02/2004  09:14:07 15 Us-01 set vlan 185 11/5-7
02/02/2004 09:14:11 15 EU-02 show port 11

02/02/2004 09:14:58 15 US-01 set port name 11/5 AOD-UN
02/02/2004  09:15:11 15 US-01 set port name 11/6 AOD-UN
02/02/2004 09:15:27 15 US-01 set port name 11/7 AOD-BR
02/02/2004 09:15:38 15 EU-02 show port 11

02/02/2004 09:35:19 15 Us-01 ping -s 192.712.191.1
02/02/2004 09:35:25 15 US-01 quit

02/02/2004 09:38:03 15 EU-02 telnet 192.111.191.4
02/02/2004 09:38:38 15 EU-02 ping

02/02/2004  09:39:01 15 Us-o01 ping -s 192.712.191.1
02/02/2004  09:39:25 15 Us-o01 ping -s 192.712.185.25
02/02/2004  09:40:10 15 Us-01 ping -s 192.712.185.26
02/02/2004  09:40:50 15 Us-01 ping -s 192.712.185.27
02/02/2004  09:41:21 15 EU-02 exit

02/02/2004 10:45:14 15 EU-02 show port

02/02/2004 10:46:40 15 EU-02 show vtp nei 3/6
02/02/2004 10:46:50 15 EU-02 show vtp nei det
02/02/2004 10:47:11 15 US-01 show cdp neighbors 3/6
02/02/2004 10:47:18 15 US-01 show cdp neighbors 3/6 de
02/02/2004  10:48:02 15 EU-02 show port

02/02/2004 10:49:22 15 US-01 set power speed 4/19 100
02/02/2004 10:49:40 15 US-01 set power speed ?
02/02/2004  10:49:58 15 US-01 set port speed 4/19 100
02/02/2004 10:50:16 15 Us-o1 set port duplex 4/19 full
02/02/2004  10:50:21 15 EU-02 show port 4

02/02/2004  10:50:51 15 EU-02 show port 4/19
02/02/2004 10:51:44 15 EU-02 show port 4/19
02/02/2004 10:52:27 15 Us-01 ping 192.712.251.20
02/02/2004  10:52:41 15 US-01 ping 192.712.251.20
02/02/2004 10:52:58 15 EU-02 clear arp 4/19

02/02/2004 10:53:10 15 EU-02 clear arp 192.111.251.20
02/02/2004  10:53:54 15 EU-02 clear counters 4/19
02/02/2004  10:54:05 15 EU-02 show port 4/19
02/02/2004 10:54:16 15 EU-02 clear arp 192.111.251.20
02/02/2004 10:54:24 15 US-01 ping 192.712.251.20
02/02/2004  10:54:49 15 Us-o01 ping 192.712.251.20
02/02/2004 10:55:06 15 EU-02 show port 4/19
02/02/2004 10:55:14 15 EU-02 show port

02/02/2004 11:26:21 15 EU-02 clear ip route 192.111.185
02/02/2004 12:23:45 15 EU-02 show running-config <cr>
02/02/2004 12:53:29 15 EU-02 show running-config <cr>
02/02/2004 12:54:23 15 EU-02 show running-config <cr>
02/02/2004 12:55:21 15 EU-02 show running-config <cr>
02/02/2004  13:43:36 15 EU-02 show port 4

02/02/2004 13:43:52 15 US-01 ping 192.712.251.20
02/02/2004 14:56:44 15 US-01 set power disable 4/19
02/02/2004 14:57:05 15 US-01 set power 4/19 disable
02/02/2004 14:57:15 15 US-01 set port disable 4/19
02/02/2004 14:57:30 15 US-01 set port enable 4/19
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02/02/2004 14:57:48 15 Us-o01 ping 192.712.251.20
02/02/2004  14:58:03 15 EU-02 show port 4/19
02/02/2004 14:58:18 15 EU-02 show port 4
02/02/2004 14:58:28 15 Us-01 ping 192.712.251.20
02/02/2004  14:58:53 15 US-01 show config
02/02/2004  14:59:01 15 US-01 show config 4
02/02/2004 16:41:22 15 EU-02 telnet 192.111.249.191
02/02/2004 16:42:29 15 EU-02 exit

05/02/2004 11:44:08 15 EU-02 show port 9/19
05/02/2004  11:44:41 15 uUs-01 set port name 9/19 ODEFFA
05/02/2004  11:45:06 15 uUs-01 set port name 9/19 ODESSA
05/02/2004 11:45:12 15 EU-02 show port 9/19
05/02/2004 14:37:13 15 Us-o01 show config
05/02/2004 14:37:26 15 EU-02 show logging buffer
05/02/2004 14:38:14 15 EU-02 show version
05/02/2004 14:38:25 15 EU-02 show system
05/02/2004 14:41:34 15 EU-02 show system
05/02/2004 14:42:36 15 Us-01 show hardware
05/02/2004  14:42:41 15 EU-02 show modules
05/02/2004 14:42:46 15 EU-02 show module
05/02/2004 14:42:54 15 US-01 show config all
06/02/2004 13:15:41 15 EU-02 clear counters
06/02/2004 13:15:51 15 EU-02 show port counters
06/02/2004 13:16:08 15 EU-02 show port counters
06/02/2004 13:17:25 15 EU-02 clear counters
06/02/2004  13:18:37 15 EU-02 show port counters
06/02/2004 13:18:53 15 EU-02 show port

06/02/2004 13:19:08 15 EU-02 show port counters
06/02/2004  13:20:56 15 EU-02 show port

06/02/2004 14:53:21 15 EU-02 show port

06/02/2004 14:53:42 15 Us-01 ping 192.712.251.20
06/02/2004  15:01:32 15 EU-02 show port

06/02/2004  15:02:11 15 EU-02 show port 4/19
06/02/2004  15:03:50 15 EU-02 show port 4
06/02/2004 15:06:37 15 EU-02 clear counters 4/19
06/02/2004 15:06:48 15 EU-02 show port 4/19
06/02/2004 15:09:05 15 US-01 show config all
06/02/2004  15:09:14 15 EU-02 show ip route
06/02/2004 15:10:32 15 Us-01 ping 192.712.251.254
06/02/2004  15:10:47 15 Us-01 ping 192.712.251.153
06/02/2004 15:11:18 15 Us-01 session 2

06/02/2004 15:11:34 15 Us-o01 session 1

06/02/2004 15:11:42 15 Us-o01 session 15
06/02/2004  15:12:50 15 EU-02 exit

06/02/2004 15:13:15 15 EU-02 show module
06/02/2004  15:13:31 15 Us-01 session 16
06/02/2004  15:14:33 15 EU-02 show vlan

06/02/2004 15:14:47 15 EU-02 show vtp domain
06/02/2004 15:14:54 15 EU-02 show vtp domain 251
06/02/2004 15:16:34 15 US-01 session 16
06/02/2004  15:18:20 15 EU-02 telnet 192.111.249.152
06/02/2004 15:18:56 15 EU-02 telnet 192.111.249.154
06/02/2004  15:20:43 15 EU-02 show ip route
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06/02/2004 15:21:01 15 EU-02 telnet 192.111.249.152
06/02/2004 15:23:23 15 EU-02 show running-config <cr>
06/02/2004 15:23:59 15 EU-02 show running-config <cr>
06/02/2004 15:25:20 15 EU-02 show port

06/02/2004 15:26:11 15 US-01 show config all

06/02/2004 15:26:48 15 EU-02 show module

06/02/2004 15:27:46 15 Us-01 session 15

06/02/2004  15:30:36 15 uUs-01 session 16

06/02/2004  15:38:40 15 EU-02 show port 4/19

06/02/2004  15:38:57 15 Us-o01 set vlan 253 4/19
06/02/2004  15:39:01 15 EU-02 show port 4

06/02/2004  15:39:22 15 Us-01 ping 192.712.253.240
08/02/2004 16:28:28 15 EU-02 show port 10

08/02/2004 16:29:03 15 Us-o01 set port name 10/12 JOURN
08/02/2004 16:29:06 15 EU-02 show port 10

09/02/2004 14:16:01 15 Us-01 show cam 08-00-11-10-85-8
09/02/2004 14:16:10 15 EU-02 show port 2/20

09/02/2004  14:30:51 15 EU-02 show port 2/20

09/02/2004  14:31:01 15 EU-02 show log buff

09/02/2004 14:31:10 15 EU-02 show logging buffer
09/02/2004 14:31:21 15 EU-02 show logging buffer -500
09/02/2004 14:31:50 15 EU-02 show logging buffer -1024
09/02/2004 14:31:56 15 EU-02 show logging buffer -1023
09/02/2004  14:32:38 15 Us-01 show cam 08-00-11-10-85-8
09/02/2004  14:32:51 15 Us-o01 show cam 08-00-11-10-85-8
09/02/2004  14:33:07 15 Us-01 ping 192.712.135.239 <cr>
09/02/2004  14:33:17 15 Us-o01 show cam 08-00-11-10-85-8
09/02/2004  14:33:21 15 Us-o1 show cam 08-00-11-10-85-8
09/02/2004 14:33:24 15 Us-01 show cam 08-00-11-10-85-8
09/02/2004  14:33:28 15 Us-o01 show cam 08-00-11-10-85-8
09/02/2004  14:33:31 15 Us-01 show cam 08-00-11-10-85-8
09/02/2004 15:42:14 15 EU-02 show running-config <cr>
09/02/2004  15:43:35 15 EU-02 show running-config <cr>
09/02/2004 15:47:03 15 EU-02 configure terminal <cr>
09/02/2004  15:47:40 15 EU-02 interface FastEthernet 2
09/02/2004 15:49:15 15 EU-02 show running-config <cr>
10/02/2004  13:04:54 15 Us-01 show bootflash:

10/02/2004  13:05:00 15 Us-01 show bootflash

10/02/2004  13:05:09 15 EU-02 dir bootflash:

10/02/2004  13:05:39 15 EU-02 copy tftp flash

10/02/2004  13:10:21 15 EU-02 dir bootflash:

10/02/2004  13:10:30 15 Us-01 show boot

10/02/2004  14:55:27 15 EU-02 configure terminal <cr>
10/02/2004 14:57:26 15 EU-02 bridge irb <cr>

10/02/2004  14:58:38 15 EU-02 show running-config <cr>
10/02/2004  14:59:41 15 EU-02 configure terminal <cr>
10/02/2004  14:59:50 15 EU-02 interface BVI 100 <cr>
10/02/2004  15:00:01 15 EU-02 interface BVI 150 <cr>
10/02/2004  15:00:30 15 EU-02 interface FastEthernet 2
10/02/2004  15:00:53 15 EU-02 show running-config <cr>
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24/01/2004 21:28:04 15  EU-02 dir slot0:

24/01/2004 21:28:56 15 EU-02 copy config slot0:chasis-
24/01/2004 21:29:31 15 EU-02 copy config all slot0:cha
24/01/2004  21:30:41 15 EU-02 copy config slot0: all
24/01/2004 21:31:06 15 EU-02 copy config slot0:config-
24/01/2004 21:31:20 15  EU-02 dir slot0:

24/01/2004 21:31:46 15  EU-02 disable

28/01/2004 16:08:43 15  US-01 ping 192.712.190.24
28/01/2004 16:09:18 15  US-01 ping 192.99.224.15
28/01/2004 16:09:28 15  US-01 show config all
28/01/2004 16:12:59 15  EU-02 telnet 192.111.190.252
28/01/2004 16:13:25 15 uUs-01 show configuration <cr>
28/01/2004 16:14:04 15 US-01 show configuration <cr>
28/01/2004 16:16:04 15 Us-o1 show configuration <cr>
28/01/2004 16:17:56 15  EU-02 telnet 192.111.190.252
28/01/2004 16:18:37 15  EU-02 telnet 192.99.224.252
28/01/2004 16:28:45 15  EU-02 telnet 192.111.191.50
28/01/2004 16:30:14 15  EU-02 telnet 192.111.190.24
28/01/2004 16:32:36 15  EU-02 exit

28/01/2004 16:34:34 15  EU-02 telnet 192.111.190.24
28/01/2004 16:36:26 15  EU-02 exit

29/01/2004 15:05:54 15 EU-02 show logging buffer
29/01/2004  15:06:03 15  EU-02 show log

29/01/2004 15:08:21 15  EU-02 show port 2

29/01/2004  15:09:31 15 US-01 set port name 2/18 ION_BO
29/01/2004  15:09:50 15  US-01 set vlan 170 2/18
29/01/2004  15:09:53 15  EU-02 show port 2

29/01/2004 15:10:44 15 Us-o01 set port name 2/19 BORG_1
29/01/2004 15:11:05 15 US-01 set port name 2/20 GROB_1
29/01/2004  15:11:09 15  EU-02 show port 2

29/01/2004 15:11:23 15  US-01 set vlan 170 2/19-20
29/01/2004 15:11:28 15  EU-02 show port 2

29/01/2004 15:11:50 15  EU-02 EXIT

02/02/2004 11:13:56 15  EU-02 exit

02/02/2004  11:19:09 15  EU-02 telnet 192.111.101.3
02/02/2004 11:21:09 15  EU-02 telnet 192.111.101.3
02/02/2004  11:23:59 15  US-01 ping 192.712.185.77
02/02/2004 11:24:13 15 US-01 ping 192.712.185.77
02/02/2004  11:24:41 15 EU-02 traceroute 192.111.185.77
02/02/2004 11:25:27 15 US-01 ping 192.712.185.77
02/02/2004 11:25:46 15 EU-02 telnet 192.111.191.252
02/02/2004 11:27:42 15  EU-02 telnet 192.111.101.3
02/02/2004  11:30:00 15  US-01 ping 192.712.185.77
02/02/2004  11:30:12 15  US-01 ping 192.712.185.77
02/02/2004  11:30:29 15  EU-02 telnet 192.111.101.3
02/02/2004  11:38:23 15  US-01 ping 192.712.185.77
02/02/2004 11:38:49 15  EU-02 telnet 192.111.191.252
02/02/2004  11:39:52 15  US-01 ping 192.712.185.254
02/02/2004 11:39:57 15  US-01 ping 192.712.185.1
02/02/2004  11:40:00 15  US-01 ping 192.712.185.2
02/02/2004  11:40:04 15  US-01 ping 192.712.185.77
02/02/2004  11:40:25 15 EU-02 traceroute 192.111.185.1
02/02/2004  11:40:29 15 EU-02 traceroute 192.111.185.77
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02/02/2004 11:41:14 15  EU-02 telnet 192.111.101.3
02/02/2004 11:48:10 15  EU-02 traceroute 192.111.185.77
02/02/2004  11:48:23 15  US-01 ping 192.712.185.77
02/02/2004  11:48:35 15  US-01 ping 192.712.185.77
02/02/2004  11:48:55 15 US-01 ping 192.712.185.77
02/02/2004  11:49:40 15 US-01 ping 192.99.113.40
02/02/2004  11:49:51 15  US-01 ping 192.712.185.77
02/02/2004  11:50:09 15  US-01 ping 192.712.185.1
02/02/2004 11:50:12 15  US-01 ping 192.99.113.40
02/02/2004 11:50:42 15 EU-02 telnet 192.111.191.252
02/02/2004 11:51:53 15  EU-02 telnet 192.111.101.3
02/02/2004  11:58:06 15  US-01 ping 192.712.185.77
02/02/2004 11:58:18 15  US-01 ping 192.712.185.77
02/02/2004  11:58:31 15  US-01 ping 192.712.185.77
02/02/2004  11:59:04 15  EU-02 telnet 192.111.101.3
02/02/2004 12:04:44 15  US-01 ping 192.712.185.77
02/02/2004  12:04:56 15 US-01 ping 192.712.185.77
02/02/2004  12:05:10 15 US-01 ping 192.712.185.1
02/02/2004 12:05:13 15 US-01 ping 192.712.185.77
02/02/2004 12:07:12 15 EU-02 telnet 192.111.185.77
02/02/2004 12:07:54 15  EU-02 telnet 192.111.191.254
02/02/2004 12:10:16 15  EU-02 exit

06/02/2004 13:12:46 15  EU-02 show port

bward (Group 2)

Date Time Priv-lvl Access Device Cmd

24/01/2004 10:14:08 15  EU-01 show ru

24/01/2004 10:14:17 15  EU-01 show config

24/01/2004 10:16:37 15 EU-01 set system name PYA-CAT40
24/01/2004 10:16:49 15 EU-01 show config

24/01/2004 10:18:46 15 EU-01 set banner motd AC
26/01/2004 11:35:47 15 EU-01 show config all
27/01/2004  09:49:02 15 Us-02 show running-config <cr>
27/01/2004  09:50:59 15 us-02 configure terminal <cr>
27/01/2004 09:52:44 15  US-02 ip route 192.99.66.173 255
27/01/2004  09:52:57 15 us-02 show running-config <cr>
27/01/2004 09:55:31 15 USs-02 copy running-config start
28/01/2004 14:21:06 15 Us-02 show running-config <cr>
28/01/2004 14:25:50 15 uUs-02 show running-config <cr>
28/01/2004 14:27:06 15 Us-02 ping <cr>

28/01/2004 15:20:10 15  EU-01 show ru

28/01/2004 15:44:13 15  EU-01 show ru

28/01/2004 15:44:21 15 EU-01 show config

28/01/2004 15:45:30 15 EU-01 show config

28/01/2004 15:52:40 15 EU-01 show clock

28/01/2004 15:52:51 15  EU-01 show time

28/01/2004 15:53:11 15 EU-01 show config

28/01/2004 15:54:21 15 EU-01 show version

28/01/2004 15:54:39 15  EU-01 show flash

28/01/2004 15:55:25 15  EU-01 show bootflash
30/01/2004 09:02:58 15 uUs-02 show running-config <cr>
30/01/2004 09:05:48 15 Us-02 show running-config <cr>
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30/01/2004  09:06:30
30/01/2004  09:07:42
30/01/2004  09:08:40
30/01/2004  09:11:57
30/01/2004  09:20:57
30/01/2004 09:26:41
30/01/2004 09:28:16
30/01/2004  09:32:41
30/01/2004  11:33:39
05/02/2004 14:38:18
05/02/2004 15:24:27
05/02/2004  15:53:16
05/02/2004  15:54:09
08/02/2004 08:56:14
09/02/2004  11:49:49
09/02/2004  11:51:31
10/02/2004  13:47:41
10/02/2004  13:52:43
10/02/2004  13:58:59

bwilson (Group 2)

Date Time

15 US-02
15 US-02
15 US-02
15 US-02
15 US-02
15 US-02
15 US-02
15 US-02
15  PS-01
15  EU-02
15 US-02
15 US-02
15 US-02
15 US-02
15 US-02
15 US-02
15 US-02
15 US-02
15 US-02

Priv-lvl Access Device

show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show isdn active <cr>
show isdn active <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show port

show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>

Cmd

27/01/2004  08:09:42
27/01/2004  08:10:21
27/01/2004  08:10:32
27/01/2004  10:23:08
27/01/2004  12:59:13
27/01/2004 13:11:26
27/01/2004 13:12:12
28/01/2004 07:34:12
28/01/2004 07:35:07
30/01/2004 11:22:08
30/01/2004  11:22:47
30/01/2004 11:22:58
30/01/2004  11:23:11
30/01/2004  11:24:03
30/01/2004  11:24:08
30/01/2004  11:24:33
30/01/2004  11:24:37
30/01/2004  11:24:55
30/01/2004  11:25:11
30/01/2004 11:25:19
30/01/2004 11:25:46
30/01/2004  11:31:01
30/01/2004 11:31:25
30/01/2004  11:31:39
30/01/2004  11:32:01
30/01/2004  11:33:45
30/01/2004  11:33:49
30/01/2004  12:33:59
30/01/2004  12:34:35
30/01/2004  12:36:33

15 uUs-01
15 DE-01
15 EU-02
15 EU-02
15 DE-01
15 DE-01
15 DE-01
15 PS-01
15 PS-01
15 EU-02
15 US-01
15 EU-02
15 uUs-01
15 EU-02
15 uUs-01
15 US-01
15 EU-02
15 US-01
15 US-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15 DE-01
15 DE-01
15 EU-02
15 EU-02
15 EU-02

show cam 00-50-04-99-e0-c
show cam 00-50-04-99-e0-c

show port 3/11

show top 240

show configuration <cr>
show configuration <cr>
show configuration <cr>
show configuration <cr>
show configuration <cr>
show port 3/11

set trunk 3/11 on dot1q 1
show module 3

show config 3

clear trunk 3/11 2-191 19
show config 3

set port name 3/11 PYA-11
show port 3

ping 192.712.192.33
session 15

ping <cr>

ping <cr>

ping <cr>

ping <cr>

ping <cr>

ping <cr>

set accounting suppress n
set accounting update per
show module

show module

show module
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Device Admin: Specific Priv-lvi Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

bwilson (Group 2)

Chronological list of cmds issued by
each user for the selected Priv-Ivl

Date Time Priv-lvl Access Device Cmd

30/01/2004 12:37:20 15  EU-02 show module

30/01/2004 12:37:35 15  EU-02 show port 4

30/01/2004 12:47:26 15 EU-02 show proc cpu
30/01/2004  13:59:42 15  EU-02 show vlan

30/01/2004  13:59:58 15  EU-02 show port

30/01/2004 14:00:14 15 DE-01 show config 3

30/01/2004 14:59:48 15  SW-01 ping <cr>

30/01/2004  15:01:59 15  SW-01 ping <cr>

30/01/2004  15:03:02 15  SW-01 ping <cr>

30/01/2004  15:03:07 15  SW-01 ping <cr>

30/01/2004 15:27:29 15 SW-01 ping <cr>

02/02/2004  10:53:43 15 DE-01 show cdp neighbors
02/02/2004  10:53:58 15  US-02 show port

02/02/2004  13:03:42 15 DE-01 show cdp neighbors detail
02/02/2004 14:05:56 15 Us-o01 show cdp neighbors detail
02/02/2004 14:06:16 15 Us-o01 show cdp neighbors detail
02/02/2004  14:08:43 15  US-01 session 15

02/02/2004  14:09:01 15 DE-01 show configuration <cr>
02/02/2004 14:13:21 15 EU-02 show version

02/02/2004  15:02:15 15 PS-01 show cdp neighbors detail
02/02/2004 15:21:14 15 DE-01 show configuration <cr>
02/02/2004 16:12:32 15  EU-02 show port 11/2
03/02/2004 09:56:54 15 DE-01 show cdp neighbors detail
03/02/2004 09:57:23 15 DE-01 show cdp neighbors detail
03/02/2004 09:58:44 15 DE-01 show cdp neighbors detail
03/02/2004  10:09:58 15  EU-02 show port 11/2
03/02/2004  10:10:19 15  EU-02 show port 11/2
03/02/2004 10:24:35 15 DE-01 show cdp neighbors detail
03/02/2004 10:26:20 15 DE-01 show cdp neighbors detail
03/02/2004 10:31:35 15 DE-01 show cdp neighbors detail
03/02/2004 10:33:35 15 DE-01 show configuration <cr>
03/02/2004 10:40:04 15 DE-01 show configuration <cr>
03/02/2004 10:41:27 15 DE-01 show configuration <cr>
03/02/2004 11:56:20 15 DE-01 show configuration <cr>
03/02/2004 12:17:13 15 DE-01 show configuration <cr>
03/02/2004 13:41:53 15 DE-01 show cdp neighbors detail
03/02/2004 13:45:49 15 DE-01 show cdp neighbors detail
03/02/2004  13:53:36 15 DE-01 show cdp neighbors detail
05/02/2004 11:24:26 15 PS-01 show config'

05/02/2004  11:24:30 15 PS-01 show config

05/02/2004 11:25:16 15 PS-01 show config all
05/02/2004 11:26:00 15 PS-01 show config all
05/02/2004 11:29:44 15 PS-01 set authentication enable
05/02/2004  11:29:57 15 PS-01 set authentication enable
05/02/2004  11:30:15 15 PS-01 set authentication enable
05/02/2004  11:30:21 15 PS-01 show config all
05/02/2004 11:41:25 15  EU-02 enable

05/02/2004 11:41:29 15 EU-02 show version

05/02/2004 11:44:37 15  EU-02 show port 4/8

05/02/2004 11:44:49 15 US-01 show config 3

05/02/2004 11:45:46 15  EU-02 show port 4/8

05/02/2004  11:46:30 15  EU-02 clear trunk 4/8 2-191 193
05/02/2004 11:46:34 15  US-01 set trunk 4/8 on dot1q 1
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Device Admin: Specific Priv-lvi Command Detail - TACACS+ aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15 Chronological list of cmds issued by
each user for the selected Priv-Ivl

bwilson (Group 2)

Date Time Priv-lvl Access Device Cmd

05/02/2004 11:46:40 15  EU-02 show port 4/8

05/02/2004  11:46:50 15  US-01 show config 4

05/02/2004 11:47:40 15 Us-01 set port name 4/8 PYA-124
05/02/2004 11:47:45 15  EU-02 show port 4/8

05/02/2004 11:47:55 15  EU-02 show port 3

05/02/2004  13:52:11 15 DE-01 set accounting suppress n
05/02/2004 13:52:14 15 DE-01 set accounting update per
06/02/2004 07:34:28 15 PS-01 set accounting suppress n
06/02/2004 07:34:31 15 PS-01 set accounting update per
06/02/2004 07:35:06 15 PS-01 set accounting exec enabl
06/02/2004 07:35:07 15 PS-01 set accounting connect di
06/02/2004 07:35:08 15 PS-01 set accounting system dis
06/02/2004  07:35:09 15 PS-01 set accounting commands e
06/02/2004 07:35:10 15 PS-01 set accounting suppress n
06/02/2004 07:35:13 15 PS-01 set accounting update per
06/02/2004  10:45:47 15  US-01 show config

06/02/2004  10:48:25 15  US-01 show config

06/02/2004  13:24:52 15  EU-02 show port

06/02/2004  13:26:39 15  US-01 show cam 00-50-8B-0C-8F-8
06/02/2004 13:26:48 15  EU-02 show port 3/3

06/02/2004 13:36:32 15  DE-01 show cam 00-50-8B-0C-8F-8
06/02/2004 14:58:38 15 DE-01 show configuration <cr>
06/02/2004  15:09:44 15 DE-01 show configuration <cr>
08/02/2004  10:49:45 15 DE-01 show configuration <cr>
08/02/2004 10:51:40 15 DE-01 show configuration <cr>
08/02/2004 11:01:46 15 DE-01 show configuration <cr>
08/02/2004  11:09:35 15 DE-01 show configuration <cr>
08/02/2004 11:18:35 15 DE-01 show configuration <cr>
08/02/2004 11:29:42 15 DE-01 show configuration <cr>
08/02/2004 11:32:34 15 DE-01 show configuration <cr>
08/02/2004  11:43:32 15 DE-01 show configuration <cr>
08/02/2004 12:59:24 15 DE-01 show configuration <cr>
08/02/2004 13:28:22 15 DE-01 show configuration <cr>
08/02/2004 13:47:58 15 Us-01 show config

08/02/2004 13:48:16 15 US-01 show config all
08/02/2004 13:49:14 15 DE-01 show configuration <cr>
08/02/2004  13:58:02 15  EU-02 show port

08/02/2004  13:59:20 15  EU-02 show port 3

08/02/2004  14:00:24 15 DE-01 set port name 1/1 TRNK to
08/02/2004  14:00:29 15  EU-02 show port 1/1

08/02/2004  14:01:59 15  EU-02 show port 3

08/02/2004 14:04:04 15 EU-02 show vlan

08/02/2004 14:04:58 15 EU-02 show vlan 112
08/02/2004  14:40:08 15  US-01 show config

08/02/2004 14:40:19 15 Us-01 show config all
08/02/2004 14:41:03 15 Us-01 show config all
09/02/2004 08:24:34 15 DE-01 show configuration <cr>
09/02/2004  08:30:09 15 DE-01 show configuration <cr>
09/02/2004 08:43:36 15 DE-01 show configuration <cr>
09/02/2004 10:53:43 15 DE-01 show configuration <cr>
09/02/2004  11:34:31 15 US-01 show config

09/02/2004 11:34:43 15  EU-02 show port

09/02/2004  13:30:21 15  US-01 show config all
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Device Admin: Specific Priv-lvi Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

bwilson (Group 2)

Date Time

Priv-lvl Access Device

Cmd

Chronological list of cmds issued by
each user for the selected Priv-Ivl

09/02/2004  13:32:34
09/02/2004  13:32:46

cboulton (Group 2)

Date Time

15 EU-02
15 EU-02

Priv-lvl Access Device

show port 4/8
show port 3/11

Cmd

24/01/2004 16:37:10
24/01/2004 16:37:58
24/01/2004 16:41:04
24/01/2004 16:42:18
24/01/2004  16:43:39
24/01/2004  16:43:55
24/01/2004  16:44:01
24/01/2004  16:44:05
24/01/2004 16:44:12
24/01/2004 16:44:48
24/01/2004 16:45:05
24/01/2004 16:45:08
24/01/2004 16:45:29
26/01/2004  14:22:09
26/01/2004  14:23:02
26/01/2004  14:23:35
26/01/2004  14:24:00
26/01/2004 14:24:12
26/01/2004 14:24:48
26/01/2004  14:24:59
26/01/2004 14:25:12
26/01/2004  14:25:39
26/01/2004  14:26:05
26/01/2004 14:26:10
26/01/2004 14:27:09
27/01/2004  15:16:01
27/01/2004 15:16:12
27/01/2004 15:16:39
29/01/2004 14:27:06
29/01/2004  14:28:59
29/01/2004 14:29:24
29/01/2004  14:30:28
29/01/2004 21:49:48
30/01/2004  08:46:22
30/01/2004 08:46:24
30/01/2004  08:46:30
30/01/2004  08:46:32
30/01/2004 08:47:06
30/01/2004 09:43:45
30/01/2004  10:49:39
30/01/2004 10:49:47
30/01/2004 11:08:35
30/01/2004 11:31:18
30/01/2004 11:32:54
30/01/2004  11:33:41
30/01/2004  11:34:09
02/02/2004 13:25:17

15  SW-01
15 SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15  SW-01
15 us-02
15 uS-02
15 us-02
15 uS-02
15 uS-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 us-02
15 us-02
15 us-02
15 uUs-02
15 us-02
15 us-02
15 EU-02
15 us-02
15 us-02
15 uS-02
15 uUs-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 PS-01
15 PS-01
15 us-02
15 PS-01
15 PS-01
15 US-01

show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
configure terminal <cr>
interface Ethernet 1 0 3
no ip address <cr>

show running-config <cr>
configure terminal <cr>
no ip route 192.99.86.0 25
show running-config <cr>
copy running-config start
show module

show port

show port

telnet 192.111.253.252
show running-config <cr>
show version

show module

show port

show module

show port

show module

show port

show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
cd slot0:rsp-jsv-mz.121-5
dir <cr>

cd slot1:phil slot1:rsp-j
dir <cr>

show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
copy running-config start
show running-config <cr>
show config all
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Device Admin: Specific Priv-lvi Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

cboulton (Group 2)

Chronological list of cmds issued by
each user for the selected Priv-Ivl

Date Time Priv-lvl Access Device Cmd

02/02/2004 13:28:29 15 Us-o1 show config all
02/02/2004 13:51:10 15 uUs-02 show running-config <cr>
02/02/2004  13:53:13 15 Us-02 configure terminal <cr>
02/02/2004  13:53:23 15 us-02 interface Hssi 3 0 0 <cr>
02/02/2004  13:53:35 15 Us-02 no description <cr>
02/02/2004  13:53:46 15 Us-02 description Hssi Link to
02/02/2004 13:53:49 15 Us-02 show running-config <cr>
02/02/2004 13:54:04 15 USs-02 configure terminal <cr>
02/02/2004  13:54:13 15 us-02 interface Hssi 0 1 0 <cr>
02/02/2004  13:54:24 15 us-02 no description <cr>
02/02/2004  13:54:39 15 us-02 description Hssi Link 2 t
02/02/2004  13:54:42 15 us-02 show running-config <cr>
02/02/2004  13:55:30 15 us-02 copy running-config start
03/02/2004  09:03:53 15 Us-02 show running-config <cr>
03/02/2004 09:10:49 15 Us-02 show running-config <cr>
03/02/2004 09:11:35 15 Us-02 show running-config <cr>
03/02/2004 09:12:30 15 uUs-02 show running-config <cr>
05/02/2004  14:04:39 15 PS-01 show running-config <cr>
05/02/2004  14:05:21 15 PS-01 show running-config <cr>
05/02/2004 14:10:33 15 PS-01 show running-config <cr>
05/02/2004 14:10:45 15 PS-01 configure terminal <cr>
05/02/2004 14:10:51 15 PS-01 line aux 0 <cr>
05/02/2004 14:10:53 15  PS-01 password 7 125F4D5D024047
05/02/2004 14:10:53 15 PS-01 modem Dialin <cr>
05/02/2004 14:11:05 15 PS-01 copy running-config start
05/02/2004  14:11:39 15 PS-01 configure terminal <cr>
05/02/2004  14:13:58 15 PS-01 show running-config <cr>
05/02/2004 14:17:13 15 PS-01 show running-config <cr>
05/02/2004 14:17:23 15 PS-01 configure terminal <cr>
05/02/2004 14:17:28 15 PS-01 no enable secret <cr>
05/02/2004  14:17:31 15 PS-01 show running-config <cr>
05/02/2004 14:17:37 15 PS-01 show running-config <cr>
05/02/2004 14:18:03 15 PS-01 configure terminal <cr>
05/02/2004 14:18:20 15 PS-01 aaa authentication login
05/02/2004 14:18:36 15 PS-01 line aux 0 <cr>
05/02/2004 14:18:43 15 PS-01 login authentication aux
05/02/2004 14:18:46 15 PS-01 show running-config <cr>
05/02/2004 14:25:57 15 PS-01 show running-config <cr>
05/02/2004 14:26:20 15 PS-01 configure terminal <cr>
05/02/2004 14:26:32 15 PS-01 no aaa authentication log
05/02/2004 14:26:49 15 PS-01 aaa authentication login
05/02/2004 14:26:52 15 PS-01 show running-config <cr>
05/02/2004  14:32:01 15 PS-01 show running-config <cr>
05/02/2004  14:32:09 15 PS-01 show running-config <cr>
05/02/2004 14:32:15 15 PS-01 configure terminal <cr>
05/02/2004  14:32:52 15 PS-01 no aaa authentication log
05/02/2004  14:32:55 15 PS-01 show running-config <cr>
05/02/2004  14:33:11 15 PS-01 configure terminal <cr>
05/02/2004 14:33:14 15 PS-01 line aux 0 <cr>
05/02/2004  14:33:21 15 PS-01 no login authentication <
05/02/2004 14:33:29 15 PS-01 copy running-config start
05/02/2004 14:43:52 15 PS-01 configure terminal <cr>
05/02/2004 14:44:20 15 PS-01 line aux 0 <cr>
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Device Admin: Specific Priv-lvi Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

cboulton (Group 2)

Date Time

Priv-lvl Access Device

Cmd

Chronological list of cmds issued by
each user for the selected Priv-Ivl

05/02/2004  14:45:15
05/02/2004  14:46:01
05/02/2004  14:46:04
05/02/2004 14:46:19
05/02/2004  15:03:10
05/02/2004  15:03:15
05/02/2004  15:03:18
05/02/2004  15:03:44
05/02/2004 15:11:22
05/02/2004  15:12:09
05/02/2004 15:12:34
05/02/2004  15:12:39
05/02/2004  15:12:43
05/02/2004  15:18:57
05/02/2004 15:21:16
05/02/2004  15:24:53
05/02/2004 15:25:12
05/02/2004  15:25:17
05/02/2004  15:25:29
05/02/2004  15:25:33
08/02/2004  09:01:26
08/02/2004  09:51:40
08/02/2004  10:49:47
08/02/2004 12:16:55
08/02/2004 12:17:13
08/02/2004 12:17:27
08/02/2004 12:17:37
08/02/2004 12:17:53
08/02/2004 12:18:26
08/02/2004  13:31:22
08/02/2004  13:33:43
08/02/2004  13:34:54
08/02/2004  13:38:03
08/02/2004  13:38:38
08/02/2004  13:39:22
08/02/2004 13:42:14
08/02/2004  13:42:45
08/02/2004 15:22:25
08/02/2004  15:24:11
08/02/2004 15:24:48
08/02/2004  15:25:05
09/02/2004  10:15:40
09/02/2004  10:28:35
09/02/2004  10:29:03
09/02/2004  10:29:41
09/02/2004  10:30:01
09/02/2004  10:30:08
09/02/2004  10:30:17
09/02/2004  10:31:37
09/02/2004  10:32:05
09/02/2004 12:26:20
10/02/2004  15:20:09
10/02/2004  15:21:50

15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 uS-02
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 us-02
15 EU-01
15 PS-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 us-02
15 us-02
15 us-02
15 uS-02
15 uUs-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 uUS-02
15 EU-02
15 EU-02

show running-config <cr>
configure terminal <cr>
line aux 0 <cr>

login authentication no_t
configure terminal <cr>
no enable secret <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
configure terminal <cr>

enable password 7 0101130

show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
configure terminal <cr>
line aux 0 <cr>

no password <cr>

show running-config <cr>
show running-config <cr>
copy running-config start
show running-config <cr>
show running-config <cr>
configure terminal <cr>
interface Serial 1 0 25 <
no ip igmp join-group 230
show running-config <cr>
copy running-config start
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show running-config <cr>
show port

show port 8/1

clear counters 8/1

show port 8/1

clear counters

show port 8/1

show port 8/1

show port 8/1

ping <cr>

show port

show port 8/1
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Device Admin: Specific Priv-lvi Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

cboulton (Group 2)

Chronological list of cmds issued by
each user for the selected Priv-Ivl

Date Time Priv-lvl Access Device Cmd

10/02/2004  15:22:00 15  EU-02 show port 8/16

10/02/2004  15:33:51 15 EU-02 show running-config <cr>
10/02/2004  15:54:21 15 PS-01 configure terminal <cr>
10/02/2004  15:54:36 15 PS-01 hostname mfb-c218-cat2924
10/02/2004  15:54:42 15 PS-01 copy running-config start
10/02/2004  15:55:02 15 PS-01 configure terminal <cr>
10/02/2004  15:55:23 15 PS-01 hostname mfb-c218-cat2924
10/02/2004 15:55:33 15 PS-01 copy running-config start
10/02/2004  15:55:58 15 PS-01 configure terminal <cr>
10/02/2004  15:56:30 15 PS-01 hostname mfb-c218-cat2924
10/02/2004  15:56:36 15 PS-01 copy running-config start
10/02/2004  15:57:06 15 PS-01 configure terminal <cr>
10/02/2004  15:57:27 15 PS-01 hostname phl-c219-cat2924
10/02/2004  15:57:32 15 PS-01 copy running-config start
10/02/2004  16:20:41 15 PS-01 show running-config <cr>
10/02/2004 16:21:02 15 PS-01 configure terminal <cr>
10/02/2004 16:21:19 15 PS-01 hostname stl-c215-cat2924
10/02/2004 16:21:27 15 PS-01 copy running-config start
10/02/2004  16:23:05 15 PS-01 show running-config <cr>
10/02/2004 16:23:21 15 PS-01 show running-config <cr>
11/02/2004 08:44:43 15 EU-01 show running-config <cr>
11/02/2004 08:46:44 15 EU-01 show running-config <cr>
11/02/2004  08:48:31 15 EU-01 show running-config <cr>
11/02/2004  08:49:36 15 EU-01 show running-config <cr>
11/02/2004  08:51:49 15 PS-01 show running-config <cr>
11/02/2004  08:54:15 15 PS-01 show running-config <cr>
11/02/2004  09:34:49 15  EU-02 show port

11/02/2004  09:35:14 15  EU-02 show port 8/1

11/02/2004  09:35:23 15  EU-02 show port 8/13

11/02/2004  09:35:36 15  EU-02 show port 8/16

11/02/2004  09:36:07 15  DE-01 show buffer log

11/02/2004  09:36:13 15  EU-02 show log buffer

cburch (Group 2)

Date Time Priv-lvl Access Device Cmd

26/01/2004 12:08:48 15 EU-01 show running-config <cr>
28/01/2004 10:13:46 15 EU-01 reload <cr>

28/01/2004 11:02:40 15 EU-01 show running-config <cr>
05/02/2004 11:46:34 15 EU-01 debug modem <cr>
05/02/2004 11:47:07 15 EU-01 terminal monitor <cr>
05/02/2004  13:09:06 15 EU-01 debug modem <cr>
05/02/2004  13:09:11 15 EU-01 terminal monitor <cr>
05/02/2004  13:10:43 15 EU-01 show running-config <cr>
05/02/2004 13:11:13 15 EU-01 show running-config <cr>
05/02/2004 13:11:44 15 EU-01 configure terminal <cr>
05/02/2004 13:11:51 15 EU-01 controller T1 1 <cr>
05/02/2004 13:12:35 15 EU-01 show running-config <cr>
05/02/2004 13:14:21 15 EU-01 show running-config <cr>
05/02/2004 13:17:17 15 EU-01 configure terminal <cr>
05/02/2004  13:17:39 15 EU-01 show running-config <cr>
05/02/2004 13:20:45 15 EU-01 debug modem <cr>
05/02/2004  13:20:50 15 EU-01 terminal monitor <cr>
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05/02/2004 13:22:43 15 EU-01 debug isdn events <cr>
06/02/2004  10:29:37 15 EU-01 debug modem <cr>
06/02/2004  10:29:41 15 EU-01 terminal monitor <cr>
08/02/2004  09:24:08 15 EU-01 debug isdn events <cr>
08/02/2004 09:24:12 15 EU-01 debug modem <cr>
08/02/2004 09:24:15 15 EU-01 terminal monitor <cr>
08/02/2004 09:25:02 15 EU-01 undebug all <cr>
08/02/2004 10:25:10 15 EU-01 show running-config <cr>
08/02/2004 10:29:17 15 EU-01 show running-config <cr>
08/02/2004  10:31:49 15 EU-01 configure terminal <cr>
08/02/2004 10:31:58 15 EU-01 line 148 <cr>
08/02/2004 10:38:15 15 EU-01 debug modem <cr>
08/02/2004  10:38:27 15 EU-01 debug isdn events <cr>
08/02/2004 10:38:33 15 EU-01 terminal monitor <cr>
08/02/2004 10:44:37 15 EU-01 show running-config <cr>
08/02/2004  10:45:51 15 EU-01 configure terminal <cr>
08/02/2004 10:46:05 15 EU-01 interface Serial 1 23 <cr
08/02/2004 10:47:26 15 EU-01 show running-config <cr>
08/02/2004 10:49:04 15 EU-01 show running-config <cr>
08/02/2004 10:49:36 15 EU-01 configure terminal <cr>
08/02/2004 10:49:48 15 EU-01 interface Serial 1 23 <cr
08/02/2004  10:50:00 15 EU-01 no isdn T203 <cr>
08/02/2004 10:50:47 15 EU-01 reload <cr>

08/02/2004  10:55:49 15 EU-01 debug isdn events <cr>
08/02/2004 10:55:53 15 EU-01 debug modem <cr>
08/02/2004 10:55:57 15 EU-01 terminal monitor <cr>
08/02/2004  10:58:58 15 EU-01 undebug all <cr>
08/02/2004 10:59:02 15 EU-01 show running-config <cr>
08/02/2004  10:59:31 15 EU-01 configure terminal <cr>
08/02/2004  10:59:37 15 EU-01 line 1 48 <cr>
08/02/2004 11:00:22 15 EU-01 interface Serial 0 23 <cr
08/02/2004 11:00:28 15 EU-01 isdn incoming-voice modem
08/02/2004  11:00:40 15 EU-01 configure terminal <cr>
08/02/2004  11:00:50 15 EU-01 interface Serial 1 23 <cr
08/02/2004 11:00:54 15 EU-01 isdn incoming-voice modem
08/02/2004 11:01:57 15 EU-01 debug isdn events <cr>
08/02/2004  11:02:04 15 EU-01 debug modem <cr>
08/02/2004 11:02:09 15 EU-01 terminal monitor <cr>
08/02/2004 11:10:59 15 EU-01 debug isdn q931 <cr>
08/02/2004 11:13:14 15 EU-01 debug modem csm <cr>
08/02/2004 11:22:42 15 EU-01 show running-config <cr>
08/02/2004 11:24:04 15 EU-01 configure terminal <cr>
08/02/2004 11:24:14 15 EU-01 interface Serial 1 23 <cr
08/02/2004 11:32:22 15 EU-01 show running-config <cr>
08/02/2004 11:33:46 15 EU-01 copy running-config start
08/02/2004 11:34:10 15 EU-01 undebug all <cr>
08/02/2004 13:26:52 15 EU-01 debug isdn events <cr>
08/02/2004 13:27:15 15 EU-01 debug modem csm <cr>
08/02/2004 13:27:37 15 EU-01 debug isdn q931 <cr>
08/02/2004 13:27:41 15 EU-01 debug isdn q921 <cr>
08/02/2004 13:28:42 15 EU-01 terminal monitor <cr>
08/02/2004 13:31:17 15 EU-01 undebug all <cr>
08/02/2004  13:31:48 15 EU-01 debug modem <cr>
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08/02/2004 13:31:55 15 EU-01 debug isdn events <cr>
08/02/2004  13:32:11 15 EU-01 debug isdn 9921 <cr>
08/02/2004  13:32:15 15  EU-01 debug isdn 931 <cr>
08/02/2004  13:32:23 15 EU-01 debug modem csm <cr>
08/02/2004 13:32:27 15 EU-01 terminal monitor <cr>
08/02/2004  13:34:39 15 EU-01 show running-config <cr>
08/02/2004  13:34:51 15 EU-01 undebug all <cr>
08/02/2004 13:34:55 15 EU-01 show running-config <cr>
08/02/2004 14:32:25 15 EU-01 configure terminal <cr>
08/02/2004  14:32:48 15 EU-01 ip local pool default 192
08/02/2004 14:36:15 15 EU-01 debug ppp authentication
08/02/2004 14:36:21 15 EU-01 terminal monitor <cr>
08/02/2004 14:38:16 15 EU-01 debug isdn events <cr>
08/02/2004  14:38:21 15 EU-01 debug modem <cr>
08/02/2004 14:40:59 15 EU-01 debug isdn events <cr>
08/02/2004 14:41:04 15 EU-01 debug modem <cr>
08/02/2004  14:41:11 15 EU-01 debug modem csm <cr>
08/02/2004 14:41:29 15 EU-01 debug ppp authentication
08/02/2004  14:41:37 15 EU-01 debug aaa authentication
08/02/2004 14:41:40 15 EU-01 terminal monitor <cr>
08/02/2004 14:48:17 15 EU-01 show running-config <cr>
08/02/2004 14:48:45 15 EU-01 show running-config <cr>
08/02/2004 15:06:18 15 EU-01 show running-config <cr>
08/02/2004  15:08:23 15 EU-01 show running-config <cr>
08/02/2004  15:09:27 15 EU-01 configure terminal <cr>
08/02/2004 15:09:36 15 EU-01 interface Serial 1 23 <cr
08/02/2004  15:09:52 15 EU-01 ip unnumbered Ethernet 0
08/02/2004 15:09:54 15 EU-01 no ip directed-broadcast
08/02/2004  15:09:55 15 EU-01 encapsulation ppp <cr>
08/02/2004  15:09:59 15 EU-01 no ip route-cache <cr>
08/02/2004  15:09:59 15  EU-01 dialer idle-timeout 3600
08/02/2004 15:10:00 15 EU-01 no snmp trap link-status
08/02/2004  15:10:01 15 EU-01 isdn switch-type primary-
08/02/2004  15:10:02 15 EU-01 isdn tei-negotiation firs
08/02/2004 15:10:03 15 EU-01 no peer default ip addres
08/02/2004 15:10:03 15 EU-01 isdn incoming-voice modem
08/02/2004  15:10:04 15 EU-01 no fair-queue <cr>
08/02/2004  15:10:06 15 EU-01 ppp authentication pap ca
08/02/2004  15:10:06 15 EU-01 no cdp enable <cr>
08/02/2004  15:10:13 15 EU-01 ppp multilink <cr>
08/02/2004  15:13:19 15 EU-01 copy running-config start
08/02/2004 15:13:45 15 EU-01 debug isdn events <cr>
08/02/2004  15:13:51 15 EU-01 debug modem <cr>
08/02/2004 15:14:00 15 EU-01 debug aaa authentication
08/02/2004 15:14:27 15 EU-01 debug modem csm <cr>
08/02/2004 15:14:32 15 EU-01 terminal monitor <cr>
08/02/2004 15:22:28 15 EU-01 show running-config <cr>
08/02/2004 15:36:17 15 EU-01 show running-config <cr>
08/02/2004 15:38:54 15 EU-01 show running-config <cr>
09/02/2004 08:48:31 15 EU-01 debug aaa authentication
09/02/2004 08:48:45 15 EU-01 debug ppp negotiation <cr
09/02/2004 08:50:19 15 EU-01 terminal monitor <cr>
09/02/2004 08:53:29 15  EU-01 undebug all <cr>
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09/02/2004 08:53:32 15 EU-01 show running-config <cr>
09/02/2004 08:54:18 15 EU-01 configure terminal <cr>
09/02/2004 08:54:26 15 EU-01 no aaa authentication ppp
09/02/2004 08:54:34 15 EU-01 show running-config <cr>
09/02/2004  09:13:25 15 EU-01 terminal monitor <cr>
09/02/2004 09:13:36 15 EU-01 debug aaa authentication
09/02/2004 09:13:43 15 EU-01 debug ppp negotiation <cr
09/02/2004 09:13:49 15 EU-01 debug isdn events <cr>
09/02/2004  09:13:55 15 EU-01 debug modem csm <cr>
09/02/2004  09:14:05 15 EU-01 debug modem <cr>
09/02/2004  09:23:21 15 EU-01 debug ppp negotiation <cr
09/02/2004  09:23:29 15 EU-01 debug aaa authentication
09/02/2004  09:23:36 15 EU-01 debug modem csm <cr>
09/02/2004  09:23:51 15 EU-01 debug tacacs events <cr>
09/02/2004  09:23:57 15 EU-01 terminal monitor <cr>
09/02/2004  09:30:03 15 EU-01 terminal monitor <cr>
09/02/2004  09:51:11 15 EU-01 show running-config <cr>
09/02/2004  09:53:55 15 EU-01 configure terminal <cr>
09/02/2004  09:54:06 15  EU-01 line 148 <cr>

09/02/2004  13:40:39 15 EU-01 show running-config <cr>
09/02/2004 13:41:17 15 EU-01 configure terminal <cr>
09/02/2004 13:42:09 15 EU-01 interface Group-Async 1 <
09/02/2004 13:42:18 15 EU-01 no async mode <cr>
09/02/2004  13:42:35 15 EU-01 async mode dedicated <cr>
09/02/2004  13:44:20 15 EU-01 debug ppp negotiation <cr
09/02/2004  13:44:28 15 EU-01 debug tacacs events <cr>
09/02/2004 13:44:34 15 EU-01 terminal monitor <cr>
09/02/2004 15:18:07 15 EU-01 show running-config <cr>
09/02/2004 15:18:35 15 EU-01 show running-config <cr>
09/02/2004 15:19:09 15 EU-01 copy running-config start
09/02/2004  15:19:31 15 EU-01 configure terminal <cr>
09/02/2004 15:20:24 15 EU-01 show running-config <cr>
09/02/2004 15:22:18 15 EU-01 configure terminal <cr>
09/02/2004  15:23:45 15  EU-01 aaa authorization network
09/02/2004 15:23:55 15 EU-01 show running-config <cr>
09/02/2004 15:28:34 15 EU-01 show running-config <cr>
09/02/2004  15:30:29 15 EU-01 configure terminal <cr>
09/02/2004  15:32:13 15 EU-01 copy running-config start
cbutters (Group 2)

Date Time Priv-lvl Access Device Cmd

30/01/2004 11:08:08 15 PS-01 copy running-config start
30/01/2004 11:12:48 15 PS-01 copy running-config start
08/02/2004 11:56:21 15 EU-01 show running-config <cr>
08/02/2004 12:00:19 15 EU-01 show running-config <cr>
09/02/2004 08:42:53 15 EU-01 aaa accounting update per
09/02/2004 08:42:54 15 EU-01 line console 0 <cr>
09/02/2004  08:42:55 15 EU-01 login authentication no_t
09/02/2004 08:42:56 15  EU-01 line aux 0 <cr>
09/02/2004  08:43:02 15 EU-01 login authentication no_t
09/02/2004 08:43:47 15 EU-01 copy running-config start
09/02/2004 09:15:49 15 PS-01 copy running-config start
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09/02/2004 09:16:20 15 PS-01 show running-config <cr>
cosborn (Group 2)

Date Time Priv-lvl Access Device Cmd

24/01/2004 13:36:52 15 EU-02 show port 5/12
24/01/2004 13:37:31 15 EU-02 show mac 00-10-83-f8-6b-1
24/01/2004 13:37:44 15 US-01 show cam 00-10-83-18-6b-1
24/01/2004 13:38:13 15 EU-02 show top

24/01/2004  13:39:04 15 EU-02 show port 4/16
24/01/2004  13:39:28 15 EU-02 show port 12/20
24/01/2004  13:48:29 15 EU-02 show port 5/12
24/01/2004 13:52:16 15 EU-02 show to[

24/01/2004 13:52:25 15 EU-02 show top

24/01/2004  13:53:09 15 EU-02 show port 7/6
24/01/2004 13:55:40 15 US-01 set port speed 5/12 100
24/01/2004 13:55:56 15 US-01 set port duplex 5/12 full
24/01/2004 13:56:01 15 EU-02 show port 5/12
08/02/2004 10:24:16 15 US-01 show hard

08/02/2004 10:24:20 15 EU-02 show module
08/02/2004 10:24:41 15 EU-02 show port

09/02/2004  14:30:50 15 EU-02 show logging

09/02/2004  14:32:04 15 EU-02 show logging buffer
09/02/2004 14:34:12 15 EU-02 show logging

09/02/2004  15:10:13 15 EU-02 show port

09/02/2004 15:12:21 15 EU-02 show port

10/02/2004 14:43:14 15 Us-o01 show configuration <cr>
cparris (Group 2)

Date Time Priv-lvl Access Device Cmd

26/01/2004 09:24:44 15 EU-02 show port

26/01/2004 09:31:06 15 EU-02 show port 8/4
26/01/2004 09:31:58 15 EU-02 show port 7/14
26/01/2004  09:32:40 15 EU-02 show port 8/4
26/01/2004 09:56:06 15 EU-02 show version

26/01/2004 09:56:28 15 EU-02 show vlan

26/01/2004  09:58:00 15 EU-02 show port 11

26/01/2004  09:58:09 15 EU-02 show port 1/1
26/01/2004 10:01:12 15 EU-02 show trunk

26/01/2004 10:04:58 15 EU-02 show trunk

26/01/2004 10:13:15 15 EU-02 show logging

26/01/2004 10:13:42 15 EU-02 show log

26/01/2004 10:14:50 15 EU-02 show logging buffer 1000
26/01/2004 10:15:35 15 EU-02 show logging buffer 1000
26/01/2004 10:17:25 15 EU-02 show logging buffer 1000
26/01/2004 10:21:14 15 EU-02 show logging buffer 1000
26/01/2004 10:22:04 15 EU-02 show logging buffer 1000
26/01/2004 10:43:57 15 Us-o01 show cdp 6/7
26/01/2004  10:44:30 15 Us-o01 show cdp port 6/7
26/01/2004 10:45:03 15 Us-o01 show cdp port 6/8
26/01/2004  10:50:00 15 US-01 show cdp neighbors 6/7
26/01/2004  10:50:41 15 US-01 show cdp neighbors 6/7 ca
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26/01/2004 10:51:40 15 Us-o1 show cdp neighbors 6/7 vl
26/01/2004 10:52:12 15 US-01 show cdp neighbors 6/7 de
26/01/2004 10:53:14 15 US-01 show cdp neighbors 6/8 de
26/01/2004 10:55:17 15 US-01 show cdp neighbors 1/1 de
26/01/2004 10:56:17 15 US-01 show cdp neighbors 1/2 de
26/01/2004 11:02:17 15 US-01 show config

26/01/2004  11:03:31 15 US-01 show config all

26/01/2004 11:08:49 15 US-01 set cdp help

26/01/2004 11:11:56 15 US-01 show cdp port

26/01/2004 11:12:31 15 US-01 show cdp port 1
26/01/2004 11:13:19 15 US-01 show cdp neighbors vlan
26/01/2004 11:14:39 15 EU-02 show port 8/20

26/01/2004 11:17:31 15 US-01 show cdp neighbors vlan
26/01/2004 11:17:47 15 US-01 show cdp neighbors 10/1
26/01/2004 12:14:27 15 EU-02 show tech-support
26/01/2004 12:16:04 15 EU-02 show tech-support
26/01/2004  13:38:45 15 EU-02 show trunk

26/01/2004  13:39:59 15 EU-02 show port 6

26/01/2004  13:41:31 15 EU-02 show trunk

26/01/2004 14:07:49 15 EU-02 show trunk 6/7

26/01/2004 14:08:18 15 EU-02 show trunk 6/7 6/8
26/01/2004 14:08:39 15 EU-02 show trunk 6/7 det
26/01/2004 14:17:51 15 EU-02 show port channel
26/01/2004  14:38:59 15 EU-02 show trunk 6/7

26/01/2004  14:39:55 15 EU-02 show port 6/7

26/01/2004 14:41:22 15 EU-02 show port 6/8

26/01/2004 14:42:02 15 EU-02 show trunk 6/8

26/01/2004 14:42:48 15 EU-02 show port channel
26/01/2004 14:44:20 15 EU-02 show trunk

26/01/2004 14:45:15 15 EU-02 show port channel
26/01/2004 14:45:42 15 EU-02 show port

26/01/2004 14:46:02 15 EU-02 show port 1

28/01/2004 14:36:12 15 EU-02 show port 9/10

28/01/2004  14:40:07 15 Us-01 setvlan 161 9/10
28/01/2004 14:40:59 15 EU-02 show port 9/10

28/01/2004 14:41:17 15 EU-02 show port 9/10

28/01/2004 14:43:00 15 US-01 set port speed 9/10 10
28/01/2004 14:43:12 15 EU-02 show port 9/10

28/01/2004 14:44:06 15 uUs-01 set port duplex 9/10 half
28/01/2004 14:44:18 15 EU-02 show port 9/10

28/01/2004  14:48:00 15 Us-o01 session 3

28/01/2004 14:49:14 15 EU-02 show running-config <cr>
28/01/2004 14:57:40 15 EU-02 configure terminal <cr>
28/01/2004 14:59:29 15 EU-02 interface Virtual-Templat
28/01/2004 14:59:32 15 EU-02 description **** P4L107 P
28/01/2004 14:59:34 15 EU-02 ip address 10.104.144.253
28/01/2004 14:59:35 15 EU-02 no ip directed-broadcast
28/01/2004 14:59:43 15 EU-02 no cdp enable <cr>
28/01/2004 15:00:47 15 EU-02 show running-config <cr>
28/01/2004 15:04:12 15 EU-02 show vlan 943

28/01/2004 15:05:19 15 EU-02 show vlan

28/01/2004 15:07:26 15 EU-02 show vlan 941

28/01/2004 15:09:06 15 US-01 set vlan 944 name PCM-P4L
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28/01/2004 15:09:19 15 EU-02 show vlan 941
28/01/2004  15:09:33 15  EU-02 show vlan 944
28/01/2004  15:09:46 15  EU-02 show vlan 942
28/01/2004  15:10:06 15  EU-02 show vlan

28/01/2004 15:12:16 15 Us-01 set vlan 944 name P4L107-
28/01/2004  15:13:00 15 Us-01 set vlan 942 name P4L107-
28/01/2004 15:13:52 15 EU-02 show vlan

28/01/2004 15:16:35 15  US-01 set vlan 944 10/24
28/01/2004 15:17:35 15  EU-02 show vlan 143
28/01/2004 15:17:58 15  EU-02 show vlan 942
28/01/2004  15:20:03 15 EU-02 show running-config <cr>
29/01/2004  09:08:11 15 EU-02 show running-config <cr>
29/01/2004  09:09:05 15 EU-02 show running-config <cr>
29/01/2004 12:30:12 15 EU-02 show logging buffer 1000
29/01/2004 12:33:25 15 EU-02 show logging buffer 1025
29/01/2004  12:33:50 15 EU-02 show logging buffer 1023
29/01/2004 12:34:14 15  EU-02 show port

29/01/2004 12:37:20 15  US-01 show cam 00-C0-4F-AC-80-0
29/01/2004 12:37:43 15  EU-02 show port 3/35
29/01/2004 12:38:28 15 EU-02 show logging buffer 1023
29/01/2004 12:41:37 15 EU-02 show proc

29/01/2004 12:42:59 15 US-01 set port speed 3/35 auto
29/01/2004 12:43:16 15 US-01 set port duplex 3/35 a
29/01/2004 12:43:47 15 EU-02 show port 3/35
29/01/2004 12:49:13 15 EU-02 show port 3/35
29/01/2004 12:52:32 15 EU-02 show port 3/35
08/02/2004 08:15:41 15 US-01 set port enable 3/18
08/02/2004 08:15:51 15  EU-02 show port 3/18
08/02/2004 08:16:26 15  US-01 ping 192.712.161.27
08/02/2004 08:32:10 15 EU-02 show logging buffer 1023
08/02/2004  08:36:50 15 US-01 show cam dynamic 3/18
08/02/2004  08:40:00 15  US-01 set port disable 3/18
08/02/2004 08:54:17 15 US-01 set port enable 3/18
08/02/2004 10:01:27 15 EU-02 show proc cpu
08/02/2004  10:05:40 15  EU-02 show port 6

08/02/2004 10:06:18 15  EU-02 show port 7

08/02/2004 10:36:27 15 EU-02 clear cam dynamic
08/02/2004  10:42:50 15 EU-02 clear arp-cache <cr>
08/02/2004 10:43:08 15 EU-02 clear ip route * <cr>
08/02/2004  10:44:53 15 EU-02 clear arp-cache <cr>
08/02/2004 10:45:12 15 EU-02 clear ip route * <cr>
08/02/2004 11:14:26 15 EU-02 clear ip route * <cr>
08/02/2004 11:16:51 15 EU-02 clear ip route * <cr>
08/02/2004 11:26:04 15 EU-02 clear arp-cache <cr>
08/02/2004 11:26:37 15 EU-02 clear arp-cache <cr>
08/02/2004 11:27:05 15  EU-02 clear ip route * <cr>
08/02/2004  11:30:52 15 EU-02 clear arp-cache <cr>
08/02/2004  11:30:59 15 EU-02 clear ip route * <cr>
08/02/2004 11:32:27 15 EU-02 clear ip route * <cr>
08/02/2004  11:32:31 15 EU-02 clear arp-cache <cr>
09/02/2004 08:51:13 15 EU-02 show running-config <cr>
09/02/2004  08:53:53 15 EU-02 configure terminal <cr>
09/02/2004  08:54:00 15 EU-02 no ip name-server 192.111.
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cparris (Group 2)

Date Time Priv-lvl Access Device Cmd

09/02/2004 08:54:11 15 EU-02 no ip name-server 192.111.
09/02/2004  08:54:41 15 EU-02 no ip name-server 192.111.
09/02/2004  08:55:02 15 EU-02 ip name-server 192.111.20.
09/02/2004  08:55:02 15 EU-02 ip name-server 192.111.176
09/02/2004 08:55:18 15 EU-02 show running-config <cr>
09/02/2004 08:59:10 15 EU-02 show running-config <cr>
09/02/2004 08:59:24 15 EU-02 configure terminal <cr>
09/02/2004 08:59:36 15 EU-02 no ip name-server 192.111.
09/02/2004 08:59:38 15 EU-02 no ip name-server 192.111.
09/02/2004  08:59:49 15 EU-02 ip name-server 192.111.176
09/02/2004  08:59:50 15 EU-02 ip name-server 192.111.20.
09/02/2004  09:00:07 15 EU-02 copy running-config start
09/02/2004  09:00:22 15 EU-02 dir <cr>

09/02/2004  09:01:01 15 EU-02 copy running-config slot0
09/02/2004  09:02:03 15 EU-02 copy running-config start
09/02/2004  09:02:15 15 EU-02 dir <cr>

09/02/2004 09:02:52 15 EU-02 copy running-config slot0
09/02/2004  09:09:31 15 Us-01 show config

10/02/2004 10:26:21 15 EU-02 show running-config <cr>
10/02/2004  10:35:31 15 Us-01 ping ip <cr>

cscott (Group 2)

Date Time Priv-lvl Access Device Cmd

26/01/2004  09:19:37 15 Us-02 show port

26/01/2004 09:24:10 15 PS-01 show

26/01/2004 09:26:49 15 uUs-02 show log

26/01/2004 09:28:29 15 Us-02 show proc mem
26/01/2004 09:28:46 15 Us-02 show proc cpu

26/01/2004 09:30:36 15 Us-02 show proc cpu

26/01/2004 09:31:38 15 Us-02 show port

26/01/2004  09:33:00 15 uUs-02 clear counters

26/01/2004 09:33:11 15 Us-02 show port

26/01/2004 09:34:26 15 Us-02 show proc cpu

26/01/2004  09:35:02 15 Us-02 show port

26/01/2004 09:36:09 15 USs-02 show proc cpu

26/01/2004 09:38:57 15 Us-02 show port

26/01/2004  09:39:41 15 us-02 show logging buffer
26/01/2004  09:41:01 15 Us-02 show proc cpu

26/01/2004 09:42:05 15 Us-02 show port

26/01/2004 09:50:05 15 US-02 show proc cpu

26/01/2004 10:05:56 15 Us-02 show proc cpu

26/01/2004 10:06:40 15 Us-02 show logging buffer
26/01/2004 10:07:39 15 Us-02 show logging buffer
26/01/2004 10:08:00 15 Us-02 show proc cpu

26/01/2004 10:08:19 15 Us-02 show logging buffer
26/01/2004 10:09:24 15 Us-02 show proc cpu

26/01/2004 10:10:01 15 Us-02 show logging buffer
26/01/2004 10:10:25 15 Us-02 show port 4/4

26/01/2004 10:10:40 15 Us-02 show port 4/26

26/01/2004 10:11:16 15 us-02 show logging buffer
26/01/2004  10:11:31 15 Us-02 show proc cpu

26/01/2004 10:13:15 15 Us-02 show logging buffer
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26/01/2004  10:13:33 15 Us-02 show port 4/4
26/01/2004 10:14:00 15 Us-02 show port 4/26
26/01/2004 10:14:27 15 Us-02 show logging buffer
26/01/2004 10:15:02 15 Us-02 show proc cpu
26/01/2004 10:15:41 15 uUs-02 show logging buffer
26/01/2004 10:19:28 15 Us-02 show logging buffer
26/01/2004 10:20:15 15 PS-01 show

26/01/2004 10:21:29 15 Us-02 show proc cpu
26/01/2004 10:21:49 15 US-02 show logging buffer
26/01/2004 10:22:02 15 US-02 show port

26/01/2004 10:23:45 15 US-02 show version

26/01/2004 10:24:15 15 US-02 show proc

26/01/2004 10:24:32 15 UsS-02 show proc cpu
26/01/2004 10:24:48 15 Us-02 show logging buffer
26/01/2004 10:25:01 15 Us-02 show port

26/01/2004 10:27:29 15 Us-02 show proc cpu
26/01/2004 10:27:45 15 Us-02 show proc mem
26/01/2004 10:28:13 15 Us-02 show proc cpu
26/01/2004 10:28:32 15 Us-02 show port cpu
26/01/2004 10:28:44 15 Us-02 show proc cpu
26/01/2004 10:29:27 15 Us-02 show port

26/01/2004 10:36:53 15 Us-02 show proc cpu
26/01/2004 10:41:35 15 Us-02 show proc cpu
26/01/2004 11:16:50 15 Us-02 show port

26/01/2004 11:18:51 15 US-02 show port

26/01/2004 11:19:55 15 UsS-02 show logging buffer
26/01/2004 11:20:02 15 UsS-02 show proc cpu
26/01/2004 11:20:54 15 PS-01 set port speed auto 2/1-1
26/01/2004 11:21:12 15 PS-01 set port speed 2/1-14 aut
26/01/2004 11:21:49 15 PS-01 set port duplex 2/1-14 au
26/01/2004 11:22:03 15 PS-01 set port duplex 2/1-14 au
26/01/2004 11:22:07 15 Us-02 show port

26/01/2004 11:23:04 15 PS-01 set port speed 2/16-17 au
26/01/2004 11:23:29 15 PS-01 set port duplex 2/16-17 a
26/01/2004 11:23:46 15 PS-01 set port duplex 2/16-17 a
26/01/2004  11:24:11 15 Us-02 show port

26/01/2004 11:25:20 15 PS-01 set port speed 2/19-32 au
26/01/2004 11:26:02 15 US-02 show port

26/01/2004 11:27:06 15 Us-02 show port 2/16
26/01/2004 11:27:24 15 US-02 show port

26/01/2004 11:30:27 15 PS-01 set port speed 3/1-48 aut
26/01/2004 11:33:16 15 Us-02 show port

26/01/2004  11:34:09 15 PS-01 set port speed 4/1-48 aut
26/01/2004  11:35:30 15 Us-02 show port

26/01/2004 11:36:48 15 PS-01 set port speed 5/1-48 aut
26/01/2004 11:37:32 15 Us-02 show port

26/01/2004 11:39:02 15 PS-01 set port speed 6/1-48 aut
26/01/2004  11:39:31 15 Us-02 show port

26/01/2004 11:40:34 15 Us-02 show logging buffer
26/01/2004 11:40:52 15 Us-02 show proc cpu
26/01/2004 11:41:12 15 Us-02 show logging buffer
26/01/2004 11:55:22 15 UsS-02 show port

26/01/2004 11:56:47 15 US-02 show proc cpu
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26/01/2004 12:01:17 15 PS-01 set port speed 2/16 10
26/01/2004 12:01:28 15 PS-01 set port duplex 2/16 half
26/01/2004 12:01:45 15 Us-02 show port

26/01/2004 12:04:40 15 Us-02 show proc cpu
26/01/2004 12:05:07 15 Us-02 show port 2/16
26/01/2004 12:06:34 15 Us-02 show port 3/23
26/01/2004 12:20:51 15 PS-01 set port speed 3/23 10
26/01/2004 12:21:06 15 PS-01 set port duplex 3/283 half
26/01/2004 12:21:11 15 Us-02 show port 3/23
26/01/2004 12:21:21 15 US-02 show port

26/01/2004 12:22:29 15 US-02 show proc cpu
26/01/2004 12:23:49 15 UsS-02 show proc cpu
26/01/2004 12:24:10 15 Us-02 show logging buffier
26/01/2004 12:24:21 15 Us-02 show logging buffer
26/01/2004 12:24:32 15 Us-02 show port

26/01/2004 12:25:24 15 Us-02 show version
26/01/2004 12:26:25 15 Us-02 show proc cpu
26/01/2004 12:26:40 15 Us-02 show proc mem
26/01/2004 16:54:55 15 Us-02 show proc cpu
26/01/2004 16:55:11 15 Us-02 show logging buffer
26/01/2004 16:55:40 15 Us-02 show port

26/01/2004 17:04:20 15 Us-02 clear counters
26/01/2004 17:04:44 15 Us-02 show proc cpu
27/01/2004 09:51:35 15 USs-02 show logging buffer
27/01/2004 09:51:51 15 USs-02 show proc cpu
27/01/2004 09:52:13 15 US-02 show proc cpu
27/01/2004  09:52:43 15 Us-02 show proc

27/01/2004 09:53:14 15 Us-02 show proc mem
27/01/2004 09:53:25 15 Us-02 show proc

27/01/2004 09:53:33 15 Us-02 show port

27/01/2004 09:55:24 15 Us-02 show version
27/01/2004 09:56:35 15 Us-02 show proc

27/01/2004 09:56:46 15 Us-02 show proc cpu
28/01/2004 10:48:51 15 Us-02 show proc

28/01/2004 10:49:05 15 Us-02 show proc cpu
28/01/2004 10:49:38 15 Us-02 show logging buffer
28/01/2004 10:49:58 15 Us-02 show port 6/30
28/01/2004 10:50:28 15 Us-02 show port 2/23
28/01/2004 10:51:16 15 US-02 show logging buffers
28/01/2004 10:51:56 15 us-02 show logging buffer
28/01/2004 10:52:08 15 Us-02 show port 6/30
28/01/2004 10:52:23 15 Us-02 show proc cpu
09/02/2004 17:08:19 15 Us-02 configure terminal <cr>
09/02/2004 17:08:47 15 Us-02 interface Ethernet 0 0 6
09/02/2004  17:09:38 15 uUs-02 shutdown <cr>
09/02/2004 17:10:32 15 Us-02 configure terminal <cr>
09/02/2004 17:10:48 15 uUs-02 interface Ethernet 0 0 7
09/02/2004 17:10:52 15 Us-02 shutdown <cr>
09/02/2004 17:11:45 15 Us-02 write terminal <cr>
09/02/2004 17:12:20 15 PS-01 show configuration <cr>
09/02/2004  17:13:31 15 Us-02 copy running-config start
09/02/2004 17:13:52 15 PS-01 show configuration <cr>
09/02/2004 17:14:08 15 PS-01 show configuration <cr>
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cskinner (Group 2)

Date Time Priv-lvl Access Device Cmd

24/01/2004 10:48:22 15 DE-01 show cam

24/01/2004 10:48:34 15 DE-01 show cam dynamic 214
24/01/2004 10:49:17 15 DE-01 show cam dynamic 214
24/01/2004 10:49:56 15  SW-01 show port 2/1
24/01/2004  10:50:31 15 DE-01 set vlan 66 2/1
24/01/2004  10:50:40 15  SW-01 show port 2/1
24/01/2004 10:50:56 15 DE-01 ping 192.712.66.235
24/01/2004 10:51:13 15  SW-01 clear arp all
24/01/2004 10:51:19 15 SW-01 clear arp all
24/01/2004 10:51:32 15 DE-01 ping 192.712.66.235
24/01/2004 10:51:51 15 SW-01 show port 2/1
24/01/2004 10:52:46 15 DE-01 ping 192.712.66.235
24/01/2004  10:54:50 15 DE-01 ping 192.712.66.235
24/01/2004 10:55:08 15 DE-01 set vlan 214 2/1
24/01/2004 11:06:12 15 DE-01 set vlan 66 2/1
24/01/2004 11:08:24 15 SW-01 clear arp all
24/01/2004 11:10:20 15 DE-01 show cam dynamic 214
24/01/2004  11:10:51 15 DE-01 show cam dynamic 66
24/01/2004 11:11:26 15 DE-01 ping 192.712.66.235
24/01/2004 11:11:52 15 DE-01 ping 192.712.66.234
24/01/2004 11:12:58 15  SW-01 telnet 192.111.66.253
24/01/2004 11:14:29 15 SW-01 clear arp-cache <cr>
24/01/2004 11:14:34 15 SW-01 clear arp-cache <cr>
24/01/2004 11:15:47 15 DE-01 ping 192.712.66.235
24/01/2004 11:16:05 15 SW-01 clear arp all
24/01/2004 11:16:11 15 SW-01 clear arp all
24/01/2004 11:16:24 15 DE-01 ping 192.712.66.235
24/01/2004 11:16:47 15 DE-01 ping 192.712.66.234
24/01/2004 11:17:12 15  SW-01 telnet 192.111.64.28
24/01/2004 11:18:04 15  SW-01 show port 2/1
24/01/2004 11:18:16 15 DE-01 ping 192.712.66.235
24/01/2004 11:18:45 15 DE-01 set vlan 214 2/1
24/01/2004 11:21:23 15 SW-01 exit

26/01/2004 06:51:09 15  SW-01 show port 2/1
26/01/2004 06:52:44 15 DE-01 show cam dynamic 214
26/01/2004 06:53:16 15 DE-01 show cam dynamic 214
26/01/2004 06:53:39 15 DE-01 show cam dynamic
26/01/2004 06:54:10 15 SW-01 exit

26/01/2004 07:10:34 15 SW-01 telnet 192.111.78.1
26/01/2004 07:19:04 15 SW-01 exit

26/01/2004 07:36:05 15 EU-02 clear counters <cr>
26/01/2004 07:49:53 15 SW-01 clear counters <cr>
26/01/2004 08:24:55 15 SW-01 telnet 192.111.78.1
26/01/2004 08:28:05 15 SW-01 exit

26/01/2004 09:42:22 15 SW-01 show port 2/29
26/01/2004 09:42:36 15  SW-01 show port 2/28
26/01/2004 09:42:51 15 DE-01 ping 192.712.36.200
26/01/2004 09:43:07 15 DE-01 show arp

26/01/2004 09:49:38 15 DE-01 ping 192.712.36.200
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26/01/2004 09:49:49 15 SW-01 clear arp all
26/01/2004 09:49:58 15 SW-01 clear arp all
26/01/2004  09:50:07 15 DE-01 ping 192.712.36.200
26/01/2004 09:50:23 15 SW-01 show port 2/14
26/01/2004  09:50:35 15 SW-01 clear arp all
26/01/2004 09:50:47 15 DE-01 ping 192.712.36.200
26/01/2004 09:51:58 15  SW-01 exit

26/01/2004 09:54:21 15  SW-01 show port 2/14
26/01/2004 09:55:10 15  SW-01 show port 2/28
26/01/2004 09:55:37 15 SW-01 clear counters
26/01/2004  09:55:51 15  SW-01 show port 2/14
26/01/2004 09:56:21 15 DE-01 ping 192.712.36.200
26/01/2004 09:56:44 15  SW-01 show port 2/14
26/01/2004 09:56:56 15 SW-01 show proc cpu
26/01/2004 09:57:08 15 SW-01 show version
26/01/2004  09:59:40 15 DE-01 ping 192.712.36.200
26/01/2004 09:59:57 15 DE-01 ping 192.712.36.215
26/01/2004  10:00:36 15 SW-01 show port 2/14
26/01/2004 10:12:11 15 SW-01 show port 2/14
26/01/2004 10:13:43 15 DE-01 show cam dynamic 214
26/01/2004 10:14:17 15 DE-01 ping 192.712.36.200
26/01/2004 10:14:22 15 DE-01 show arp
26/01/2004 10:14:59 15  SW-01 show port 2
26/01/2004 10:15:26 15 DE-01 set span 2/14 2/29
26/01/2004 10:15:34 15  SW-01 show span
26/01/2004 10:16:11 15 DE-01 ping 192.712.36.200
26/01/2004 10:16:35 15  SW-01 exit

26/01/2004 10:24:15 15  SW-01 show port 2/14
26/01/2004 11:46:47 15  SW-01 show port 4/40
26/01/2004 11:47:13 15 DE-01 ping 192.712.192.167
26/01/2004  11:48:03 15 DE-01 show cam dynamic 208
26/01/2004  13:28:33 15 DE-01 ping 192.712.36.200
26/01/2004 13:28:47 15 SW-01 show port 2/14
26/01/2004 13:29:03 15 DE-01 show arp
26/01/2004 13:29:38 15  SW-01 exit

26/01/2004  13:39:53 15 DE-01 ping 192.712.36.200
26/01/2004 13:40:09 15 DE-01 show arp
26/01/2004  13:41:11 15 SW-01 exit

26/01/2004  13:54:27 15 EU-02 dir

26/01/2004  13:54:50 15 EU-02 cd slot0:

26/01/2004 13:54:52 15 EU-02 dir

26/01/2004 13:55:35 15 EU-02 dir

26/01/2004 14:03:07 15 EU-02 format slot0:
26/01/2004 14:05:34 15 EU-02 show proc cpu
26/01/2004 14:06:23 15 EU-02 cd slot0:

26/01/2004 14:06:26 15 EU-02 dir

26/01/2004 14:07:02 15 EU-02 exit

26/01/2004 14:39:58 15 SW-01 show span
26/01/2004 14:40:29 15 SW-01 show span
26/01/2004 14:40:49 15 DE-01 set span disable
26/01/2004 14:40:58 15 SW-01 show span
26/01/2004 14:41:10 15 SW-01 show port 2/29
26/01/2004 14:41:30 15 SW-01 show port 2/14
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26/01/2004 15:22:17 15  SW-01 show port 2/14
27/01/2004  06:37:00 15  SW-01 show port 2/14
27/01/2004 06:48:21 15 DE-01 ping 192.712.36.200
27/01/2004 06:48:38 15 SW-01 show port 2/14
27/01/2004 06:48:57 15 DE-01 set port 2/14 disable
27/01/2004 06:49:10 15 DE-01 set port disable 2/14
27/01/2004 06:49:34 15 DE-01 set port enable 2/14
27/01/2004 06:49:47 15 DE-01 ping 192.712.36.200
27/01/2004 06:51:03 15 DE-01 ping 192.712.36.200
27/01/2004 06:51:21 15 SW-01 show span

27/01/2004 06:51:46 15  SW-01 show vlan

27/01/2004 06:52:28 15 DE-01 set span 2/14 2/29
27/01/2004 06:55:12 15 DE-01 ping 192.712.36.200
27/01/2004 06:56:38 15  SW-01 exit

27/01/2004 07:44:00 15 EU-02 clear counters <cr>
27/01/2004 08:12:13 15 US-01 ping 192.712.192.152
27/01/2004 08:12:19 15 Us-01 show arp

27/01/2004 08:12:30 15 EU-02 show port 4/2
27/01/2004 08:12:53 15 US-01 set port duplex 4/2 half
27/01/2004  08:13:01 15 EU-02 show port 4/2
27/01/2004 08:13:31 15 Us-01 ping 192.712.36.200
27/01/2004  08:30:10 15  SW-01 telnet 192.111.77.254
27/01/2004  08:30:50 15  SW-01 ping <cr>

27/01/2004 08:32:11 15 SW-01 show port 2/14
27/01/2004 08:32:41 15 SW-01 exit

27/01/2004 08:47:54 15 DE-01 set span disable
27/01/2004 08:48:14 15 SW-01 show port 2/29
27/01/2004  08:49:00 15 DE-01 set port disable 2/29
27/01/2004 08:49:19 15 DE-01 set port enable 2/29
27/01/2004 08:56:44 15  SW-01 exit

27/01/2004 10:19:17 15 SW-01 show spantree
27/01/2004  10:20:03 15 SW-01 show port 2/14
27/01/2004 10:20:28 15 SW-01 show spantree statistics
27/01/2004 10:20:54 15 SW-01 show spantree statistics
27/01/2004 10:21:30 15 SW-01 show spantree statistics
27/01/2004 10:21:49 15 SW-01 show trunk

27/01/2004 10:22:12 15 DE-01 show cdp neighbors
27/01/2004 10:31:32 15 EU-02 show spantree
27/01/2004 10:31:47 15 EU-02 show spantree 209
27/01/2004 10:32:53 15 EU-02 show spantree
27/01/2004 10:33:47 15 SW-01 show spantree
27/01/2004 10:34:08 15 SW-01 show spantree
27/01/2004  10:35:33 15 DE-01 set spantree 213
27/01/2004  10:35:55 15 SW-01 show spantree 213
27/01/2004 10:36:47 15 SW-01 show spantree 208
27/01/2004 10:37:34 15 SW-01 disable

28/01/2004 10:48:44 15 SW-01 clear spantree statistics
28/01/2004 10:49:03 15 SW-01 show spantree statistics
28/01/2004 10:51:46 15 SW-01 show spantree
28/01/2004 11:28:25 15 EU-02 show proc cpu
28/01/2004 11:29:57 15 SW-01 show proc cpu
28/01/2004 13:11:03 15  SW-01 show module
28/01/2004 13:13:15 15 SW-01 show submodule
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28/01/2004 13:13:30 15 SW-01 show memory

28/01/2004 13:14:16 15 SW-01 show module 1
28/01/2004 13:14:51 15 SW-01 show port 2/14
28/01/2004 13:15:04 15 SW-01 show port 2/14
28/01/2004 13:20:44 15 SW-01 show traffic

28/01/2004 13:21:44 15 Us-02 show traffic

28/01/2004 13:23:04 15 SW-01 show traffic

28/01/2004 13:23:48 15 SW-01 show version

28/01/2004 13:24:21 15 DE-01 show flash

28/01/2004 13:24:36 15 SW-01 dir

28/01/2004 13:25:40 15 SW-01 show proc cpu

28/01/2004 13:26:56 15 EU-02 show traffic

28/01/2004 13:27:13 15 EU-02 show version

28/01/2004 13:30:54 15 Us-02 show version

28/01/2004 13:34:17 15 Us-02 show module

28/01/2004 13:46:34 15 SW-01 show running-config <cr>
28/01/2004 13:48:19 15 Us-02 show running-config <cr>
28/01/2004 14:59:54 15 DE-01 ping 192.712.213.10
28/01/2004 15:00:00 15 DE-01 show arp

28/01/2004 15:00:15 15 SW-01 show proc cpu

28/01/2004 15:08:33 15 DE-01 show cam dynamic 213
28/01/2004  15:09:23 15 SW-01 show port 5/37
28/01/2004 15:09:52 15 SW-01 clear counters

28/01/2004 15:12:09 15 SW-01 ping <cr>

28/01/2004 15:12:34 15  SW-01 ping <cr>

28/01/2004 15:16:48 15 SW-01 traceroute 192.111.192.152
28/01/2004 15:17:36 15 SW-01 traceroute 192.111.213.10
28/01/2004 15:18:55 15 EU-02 traceroute 192.111.192.152
29/01/2004  07:00:21 15 Us-o01 ping 192.712.192.152
29/01/2004 07:00:26 15 Us-01 show arp

29/01/2004 07:00:57 15 Us-01 show cam dynamic
29/01/2004 07:01:41 15 US-01 show cam dynamic
29/01/2004 07:02:02 15 Us-01 show arp

29/01/2004 07:58:29 15 Us-01 ping 192.712.192.152
29/01/2004 07:59:06 15 US-01 show arp

29/01/2004 08:00:17 15 EU-02 clear arp all

29/01/2004 08:00:23 15 US-01 show arp

29/01/2004  08:00:51 15 Us-01 ping 192.712.192.152
29/01/2004  08:00:56 15 Us-o01 show arp

29/01/2004 08:01:41 15 EU-02 traceroute 192.111.192.152
29/01/2004 08:10:48 15 DE-01 ping 192.712.213.213
29/01/2004 08:10:54 15 DE-01 show arp

29/01/2004 08:11:15 15 SW-01 traceroute 192.111.213.213
29/01/2004 08:26:49 15 DE-01 ping 192.712.213.8
29/01/2004 08:27:11 15 DE-01 ping 192.712.213.120
29/01/2004 08:27:28 15 DE-01 show arp

29/01/2004 08:28:09 15 DE-01 ping 192.712.211.78
29/01/2004 08:28:48 15 DE-01 ping 192.712.211.77
29/01/2004 08:29:18 15 DE-01 ping 192.712.211.145
29/01/2004  08:30:48 15 DE-01 ping 192.712.192.68
29/01/2004 08:31:11 15 DE-01 ping 192.712.192.44
29/01/2004 08:31:29 15 DE-01 show arp

29/01/2004 08:32:18 15 DE-01 show cam dynamic
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29/01/2004 08:34:05 15 DE-01 show cam dynamic
29/01/2004  13:08:13 15 DE-01 show flash

29/01/2004  13:08:32 15 SW-01 dir

29/01/2004  13:09:09 15 SW-01 show version

29/01/2004 13:09:16 15 SW-01 dir

29/01/2004 13:10:27 15 SW-01 delete cat4000.5-5.4b.bin
29/01/2004 13:10:53 15  SW-01 delete cat4000.5-5-4b.bin
29/01/2004 13:10:57 15  SW-01 dir

29/01/2004 13:11:16 15 SW-01 show proc cpu
29/01/2004 13:12:02 15  SW-01 squeeze flash:
29/01/2004 13:12:32 15 SW-01 cd bootflash:

29/01/2004 13:12:35 15  SW-01 dir

29/01/2004  13:12:52 15  SW-01 squeeze bootflash:
29/01/2004 13:13:46 15  SW-01 dir

29/01/2004 13:14:09 15 DE-01 show boot

29/01/2004 13:14:24 15  SW-01 dir

29/01/2004 13:14:42 15 SW-01 show proc cpu
29/01/2004 13:29:20 15 Us-02 telnet 192.111.36.246
29/01/2004  13:30:25 15 DE-01 ping 192.712.192.228
29/01/2004 13:31:10 15 SW-01 copy config tftp
29/01/2004  13:32:41 15 SW-01 copy config tftp all
29/01/2004  13:34:31 15 SW-01 dir

29/01/2004 13:34:52 15 SW-01 copy config flash
29/01/2004  13:35:50 15  SW-01 dir

29/01/2004 13:36:45 15 SW-01 copy config tftp all
29/01/2004  13:37:27 15 SW-01 copy config flash all
29/01/2004  13:38:09 15  SW-01 dir

29/01/2004 13:38:26 15 DE-01 show flash

29/01/2004 13:38:43 15 SW-01 squeeze bootflash:
29/01/2004  13:39:15 15 SW-01 show proc cpu
29/01/2004  13:39:30 15 SW-01 dir

29/01/2004 13:41:37 15 SW-01 copy tftp flash
29/01/2004 13:47:43 15 SW-01 dir

29/01/2004 13:48:08 15 SW-01 show proc cpu
29/01/2004 13:48:29 15 SW-01 squeeze bootflash:
29/01/2004 13:49:24 15  SW-01 dir

29/01/2004 13:49:47 15 SW-01 copy tftp flash
30/01/2004 06:47:51 15 DE-01 show boot

30/01/2004 06:48:03 15  SW-01 dir

30/01/2004 06:49:42 15 DE-01 set boot system flash boo
30/01/2004  06:50:04 15 DE-01 show boot

30/01/2004  06:50:29 15  SW-01 dir

30/01/2004 06:50:58 15 SW-01 show proc cpu
30/01/2004 06:54:53 15 SW-01 show version

30/01/2004 06:55:17 15 SW-01 dir

30/01/2004 06:56:51 15 SW-01 delete bootflash:cat4000.
30/01/2004 06:56:59 15 DE-01 show boot

30/01/2004  06:58:00 15 SW-01 clear boot system all
30/01/2004 06:58:10 15  SW-01 dir

30/01/2004 06:59:16 15 DE-01 set boot system flash boo
30/01/2004 06:59:27 15 DE-01 show boot

30/01/2004 06:59:34 15  SW-01 dir

30/01/2004  07:00:02 15  SW-01 copy config flash all
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30/01/2004  07:00:20 15  SW-01 dir

30/01/2004  07:00:39 15  SW-01 squeeze bootflash:
30/01/2004 07:04:46 15 SW-01 dir

30/01/2004 07:05:52 15 SW-01 dir

30/01/2004 07:06:12 15  DE-01 show boot

30/01/2004 07:07:03 15 SW-01 copy config flash all
30/01/2004 07:07:17 15  SW-01 dir

02/02/2004 09:18:34 15 Us-02 show trunk

02/02/2004 09:19:05 15 PS-01 show cdp neighbors
02/02/2004  15:24:20 15 DE-01 ping 192.712.70.216
02/02/2004  15:29:48 15  SW-01 show port 2
02/02/2004  15:30:37 15 DE-01 ping 192.712.36.215
03/02/2004 11:25:40 15  SW-01 show running-config <cr>
03/02/2004 11:28:20 15 SW-01 ping <cr>

08/02/2004 08:26:48 15 Us-02 show proc cpu
08/02/2004 08:34:48 15  DE-01 show flash

08/02/2004 08:34:58 15 SW-01 dir

08/02/2004 08:35:46 15 SW-01 show proc cpu
08/02/2004 08:36:39 15 SW-01 show proc cpu
08/02/2004 08:36:49 15 SW-01 show version
08/02/2004 09:53:37 15 Us-02 show proc cpu
08/02/2004 09:54:14 15  US-02 telnet 192.111.211.246
08/02/2004 09:54:38 15  SW-01 dir

08/02/2004 09:55:21 15  SW-01 copy tftp flash
08/02/2004 10:01:22 15 SW-01 show proc cpu
08/02/2004 10:01:53 15  SW-01 verify cat4000.6-2-2.bin
08/02/2004 10:02:30 15 SW-01 show proc cpu
08/02/2004  10:02:43 15  SW-01 dir

08/02/2004  10:03:20 15  US-02 telnet 192.111.211.247
08/02/2004  10:03:37 15  SW-01 dir

08/02/2004 10:03:58 15 SW-01 show proc

08/02/2004  10:04:33 15 SW-01 copy tftp flash
08/02/2004 10:12:02 15 SW-01 show proc cpu
08/02/2004 10:12:11 15  SW-01 dir

08/02/2004 10:12:38 15  SW-01 verify cat4000.6-2-2.bin
08/02/2004 10:13:14 15  DE-01 show flash

08/02/2004 10:13:23 15  DE-01 show boot

08/02/2004 10:14:23 15 DE-01 set boot system flash boo
08/02/2004 10:14:38 15  DE-01 show boot

08/02/2004 10:15:05 15  SW-01 copy config tftp all
08/02/2004 10:15:43 15  SW-01 dir

08/02/2004 10:16:40 15 SW-01 copy config flash all
08/02/2004 10:16:56 15  SW-01 dir

08/02/2004 10:17:13 15 SW-01 show port 4/12
08/02/2004 10:17:57 15 US-02 telnet 192.111.211.246
08/02/2004 10:18:15 15 SW-01 dir

08/02/2004 10:18:21 15  DE-01 show boot

08/02/2004 10:19:06 15 DE-01 set boot system flash boo
08/02/2004 10:19:19 15  DE-01 show boot

08/02/2004 10:19:34 15  SW-01 dir

08/02/2004 10:19:59 15 SW-01 copy config flash all
08/02/2004 10:20:18 15  SW-01 dir

08/02/2004 10:20:51 15  SW-01 copy config tftp all
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08/02/2004 10:21:35 15 SW-01 dir

08/02/2004 10:22:02 15 Us-02 exit
08/02/2004 10:28:18 15 SW-01 show log
08/02/2004  10:28:31 15 SW-01 show version
08/02/2004 10:28:45 15 DE-01 show boot
08/02/2004 10:45:11 15 SW-01 show version
08/02/2004 10:47:11 15 SW-01 show version
08/02/2004 13:23:33 15 Us-01 show flash
08/02/2004 13:23:51 15 Us-01 show boot
08/02/2004 13:24:10 15 Us-01 show flash
08/02/2004 13:24:28 15 EU-02 cd bootflash:
08/02/2004  13:24:31 15 EU-02 dir

08/02/2004 13:25:06 15 EU-02 show mem
08/02/2004 13:25:17 15 EU-02 show proc mem
08/02/2004 13:25:38 15 EU-02 show module
08/02/2004 13:27:09 15 EU-02 show users
08/02/2004 13:27:26 15 EU-02 show system
08/02/2004  13:28:00 15 EU-02 exit
08/02/2004  13:39:41 15 EU-02 show users
08/02/2004  13:39:56 15 EU-02 show module
08/02/2004 13:41:12 15 Us-01 show flash
08/02/2004 13:41:24 15 EU-02 dir

08/02/2004 13:44:18 15 EU-02 show sho module 1
08/02/2004  13:44:27 15 EU-02 show module 1
08/02/2004 13:45:26 15 Us-01 show flash all
08/02/2004  14:34:23 15 EU-02 show version
08/02/2004 15:37:02 15 SW-01 clear counters <cr>
11/02/2004  08:05:40 15 SW-01 show log
klenham (Group 2)

Date Time Priv-lvl Access Device Cmd

26/01/2004 13:54:58
26/01/2004 14:56:42
26/01/2004 16:59:14
26/01/2004  16:59:41
26/01/2004 17:01:28
26/01/2004  17:01:43
26/01/2004  17:02:20
26/01/2004  17:03:10
26/01/2004  17:03:41
26/01/2004  17:04:11
26/01/2004  17:04:25
26/01/2004 17:04:34
26/01/2004 17:07:06
27/01/2004 10:33:48
27/01/2004  10:34:11
27/01/2004  10:34:21
27/01/2004 10:36:18
27/01/2004  10:37:30
27/01/2004  10:37:51
27/01/2004  10:38:07
27/01/2004  10:38:50

15 US-01
15 US-01
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 US-01
15 EU-02
15 US-01
15 uUs-01
15 EU-02
15 EU-02
15 US-01
15 EU-02

show buffers <cr>

show buffers <cr>
configure terminal <cr>
buffers small permanent 1
buffers small min-free 30
buffers small max-free 20
buffers middle permanent
buffers middle min-free 5
buffers middle max-free 2
buffers big permanent 100
buffers big min-free 50 <
buffers big max-free 250
write memory <cr>

show buffers <cr>

clear counters <cr>

show buffers <cr>

show buffers <cr>
configure terminal <cr>
buffers big permanent 150
show buffers <cr>
configure terminal <cr>
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27/01/2004 10:39:26 15 EU-02 buffers middle permanent
27/01/2004 10:39:34 15 US-01 show buffers <cr>
27/01/2004 10:39:44 15 EU-02 write memory <cr>
29/01/2004 17:47:07 15 Us-02 enable

29/01/2004 17:47:09 15 DE-01 session 3

29/01/2004 17:47:10 15 EU-02 enable

29/01/2004 17:47:12 15 US-01 session 3

29/01/2004 17:50:15 15 Us-02 enable

29/01/2004 17:50:16 15 PS-01 session 3

29/01/2004 18:11:22 15 EU-02 enable

29/01/2004 18:11:23 15 US-01 session 15

29/01/2004 18:13:52 15 SW-01 enable

29/01/2004 18:13:53 15 DE-01 session 3

29/01/2004 18:19:54 15 EU-02 write terminal <cr>
29/01/2004 18:20:02 15 Us-01 show configuration <cr>
29/01/2004 18:44:17 15 EU-02 enable

29/01/2004 18:44:19 15 Us-01 session 15

29/01/2004 18:47:59 15 PS-01 write terminal <cr>
29/01/2004 18:48:43 15 PS-01 show configuration <cr>
30/01/2004 03:12:16 15 uUs-02 enable

30/01/2004 03:12:17 15 DE-01 session 3

30/01/2004 03:12:20 15 EU-02 enable

30/01/2004 03:12:21 15 US-01 session 3

30/01/2004 03:13:42 15 Us-02 enable

30/01/2004  03:13:43 15 PS-01 session 3

30/01/2004  03:20:34 15 EU-02 enable

30/01/2004  03:20:35 15 Us-01 session 15

30/01/2004  03:20:56 15 SW-01 enable

30/01/2004 03:20:57 15 DE-01 session 3

30/01/2004 03:22:42 15 EU-02 write terminal <cr>
30/01/2004 03:22:49 15 Us-01 show configuration <cr>
30/01/2004 03:24:42 15 EU-02 enable

30/01/2004 03:24:43 15 US-01 session 15

30/01/2004 03:25:28 15 PS-01 write terminal <cr>
30/01/2004 03:26:13 15 PS-01 show configuration <cr>
30/01/2004 15:56:20 15 EU-01 enable

30/01/2004 15:56:21 15 EU-01 set length 0

30/01/2004 15:56:22 15 EU-01 write terminal all
01/02/2004 03:12:59 15 Us-02 enable

01/02/2004  03:13:00 15 DE-01 session 3

01/02/2004 03:13:03 15 EU-02 enable

01/02/2004 03:13:05 15 Us-01 session 3

01/02/2004 03:14:41 15 Us-02 enable

01/02/2004 03:14:43 15 PS-01 session 3

01/02/2004 03:21:42 15 EU-02 enable

01/02/2004 03:21:43 15 Us-01 session 15

01/02/2004 03:22:05 15 SW-01 enable

01/02/2004 03:22:06 15 DE-01 session 3

01/02/2004 03:22:43 15 EU-02 enable

01/02/2004 03:22:44 15 US-01 session 15

01/02/2004 03:24:03 15 EU-02 write terminal <cr>
01/02/2004 03:24:10 15 us-01 show configuration <cr>
01/02/2004 03:26:36 15 EU-02 enable
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01/02/2004 03:26:37 15 Us-o1 session 15

01/02/2004 03:27:24 15 PS-01 write terminal <cr>
01/02/2004 03:28:10 15 PS-01 show configuration <cr>
01/02/2004  03:29:49 15 EU-01 enable

01/02/2004  03:29:50 15 EU-01 set length 0

01/02/2004 03:29:51 15 EU-01 write terminal all
02/02/2004  00:08:20 15 EU-01 enable

02/02/2004  00:08:23 15 EU-02 enable

02/02/2004 12:04:11 15 US-01 show configuration <cr>
02/02/2004 15:32:20 15 EU-02 write terminal <cr>
02/02/2004 15:32:44 15 uUs-01 show configuration <cr>
02/02/2004 15:34:42 15 EU-02 enable

02/02/2004  15:34:43 15 Us-01 session 15

03/02/2004  00:08:55 15 EU-02 enable

03/02/2004  00:09:10 15 EU-02 enable

04/02/2004  00:08:51 15 EU-02 enable

04/02/2004  00:09:31 15 EU-01 enable

04/02/2004  00:09:33 15 EU-02 enable

04/02/2004 00:11:21 15 SW-01 enable

06/02/2004  00:08:56 15 EU-02 enable

06/02/2004  00:09:56 15 EU-02 enable

06/02/2004 00:10:16 15 EU-02 enable

06/02/2004 00:19:56 15 EU-02 enable

06/02/2004  00:20:03 15 EU-02 enable

06/02/2004  00:23:35 15 SW-01 enable

06/02/2004  03:13:51 15 Us-02 enable

06/02/2004  03:13:51 15 EU-02 enable

06/02/2004 03:13:52 15 DE-01 session 3

06/02/2004 03:13:52 15 Us-o1 session 3

06/02/2004  03:15:20 15 uUs-02 enable

06/02/2004 03:15:21 15 PS-01 session 3

06/02/2004 03:22:19 15 EU-02 enable

06/02/2004 03:22:21 15 Us-01 session 15

06/02/2004 03:22:45 15 SW-01 enable

06/02/2004 03:22:47 15 DE-01 session 3

06/02/2004 03:22:54 15 EU-02 enable

06/02/2004 03:22:55 15 US-01 session 15

06/02/2004 03:24:49 15 EU-02 write terminal <cr>
06/02/2004  03:25:29 15 uUs-01 show configuration <cr>
06/02/2004  03:27:02 15 EU-02 enable

06/02/2004 03:27:03 15 Us-01 session 15

06/02/2004 03:27:47 15 PS-01 write terminal <cr>
06/02/2004 03:28:33 15 PS-01 show configuration <cr>
06/02/2004  03:30:00 15 EU-01 enable

06/02/2004  03:30:02 15 EU-01 set length 0

06/02/2004  03:30:03 15 EU-01 write terminal all
06/02/2004 03:31:34 15 EU-02 write terminal <cr>
06/02/2004  03:31:37 15 EU-02 enable

06/02/2004  03:31:37 15 EU-02 enable

06/02/2004 03:31:39 15 US-01 session 3

06/02/2004 03:31:39 15 US-01 session 15

06/02/2004 03:31:58 15 uUs-01 show configuration <cr>
06/02/2004 03:33:06 15 US-02 write terminal <cr>
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06/02/2004  03:33:31 15 DE-01 show configuration <cr>
06/02/2004  03:38:57 15 EU-02 enable
06/02/2004  03:39:01 15 Us-01 session 15
06/02/2004 03:41:07 15 EU-02 write terminal <cr>
06/02/2004 03:41:15 15 US-01 show configuration <cr>
06/02/2004  03:42:45 15 EU-02 enable
06/02/2004 03:42:46 15 US-01 session 15
06/02/2004  03:43:03 15 EU-01 enable
06/02/2004 03:43:07 15 EU-01 write terminal all
06/02/2004 03:43:10 15 EU-01 set length 0
06/02/2004 03:43:29 15 PS-01 write terminal <cr>
06/02/2004  03:44:15 15 PS-01 show configuration <cr>
06/02/2004  11:48:09 15  SW-01 enable
06/02/2004  11:49:35 15 Us-02 enable
06/02/2004  11:49:45 15  SW-01 enable
06/02/2004  11:49:57 15 SW-01 enable
06/02/2004  11:50:43 15 SW-01 enable
07/02/2004  00:09:04 15 EU-02 enable
07/02/2004 00:10:12 15 SW-01 enable

07/02/2004 00:13:36 15 EU-02 enable
08/02/2004 04:13:24 15 EU-02 enable
08/02/2004 04:13:34 15 Us-02 enable
08/02/2004 04:13:38 15 EU-02 enable
08/02/2004 04:13:39 15 EU-02 enable
08/02/2004 04:14:15 15 EU-02 enable
08/02/2004  04:14:30 15 EU-02 enable
08/02/2004 04:14:38 15 EU-02 enable
08/02/2004 04:14:38 15 EU-02 enable
08/02/2004 04:14:41 15 EU-02 enable
08/02/2004 04:14:43 15 uUs-02 enable
08/02/2004 04:15:01 15 SW-01 enable

08/02/2004 04:16:03 15 uUs-02 enable

11/02/2004  00:07:49 15 EU-02 enable

11/02/2004  00:07:56 15 SW-01 enable

11/02/2004  00:08:44 15 EU-02 enable

11/02/2004  00:09:04 15 EU-02 enable

11/02/2004  00:10:55 15 EU-02 enable

11/02/2004 00:11:13 15 EU-02 enable

ppattenden (Group 2)

Date Time Priv-lvl Access Device Cmd

24/01/2004  08:00:31 15  EU-02 show port
24/01/2004  08:00:59 15 EU-02 show port channel 3
24/01/2004 08:01:14 15 EU-02 show port fast
24/01/2004 08:01:23 15 EU-02 show port trunk
24/01/2004 08:01:39 15  EU-02 show port
24/01/2004 08:01:57 15 EU-02 show port capabilities
24/01/2004 08:03:23 15 EU-02 show port protocol
24/01/2004  08:03:35 15  EU-02 show port cdp
27/01/2004 09:49:27 15 EU-02 show port
27/01/2004  09:53:37 15  EU-02 show port 1
27/01/2004 09:53:48 15  EU-02 show port 2
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27/01/2004 09:54:32 15  EU-02 show port 2
27/01/2004  10:08:30 15  EU-02 show port 3
27/01/2004 10:10:34 15  EU-02 show port 4
27/01/2004 10:11:26 15  EU-02 show port 5
27/01/2004 10:12:05 15  EU-02 show port 6
28/01/2004 13:01:47 15  EU-02 show top 240
28/01/2004 13:23:13 15  EU-02 show port 2/16
28/01/2004 13:26:17 15  EU-02 show port 2/1
28/01/2004 13:26:27 15  EU-02 show port 2/10
28/01/2004 13:27:45 15 DE-01 pwd

29/01/2004 12:52:10 15 EU-02 show top

29/01/2004 12:53:22 15 EU-02 show top 240
02/02/2004  13:47:31 15 EU-02 show port 5
02/02/2004 14:42:07 15  EU-02 show top 240
02/02/2004 16:14:02 15  EU-02 show port 11
02/02/2004 16:14:59 15 DE-01 show cdp neighbors 11/2
02/02/2004 16:21:24 15 DE-01 set port speed 11/2 10
02/02/2004 16:21:35 15 DE-01 set port duplex 11/2 half
02/02/2004 16:21:40 15  EU-02 show port 11
02/02/2004 16:21:58 15  EU-02 disable

02/02/2004 16:22:28 15  EU-02 show port 11
06/02/2004 14:16:40 15  EU-02 show top 240
06/02/2004 14:16:54 15  EU-02 show top 240
08/02/2004  14:32:10 15 EU-02 show port channel
08/02/2004 14:32:15 15 EU-02 show port channel 2
08/02/2004  14:32:25 15 EU-02 show port channel 1
08/02/2004  14:32:31 15 EU-02 show port channel 3
08/02/2004 14:32:37 15 EU-02 show port channel 4
08/02/2004 14:32:42 15 EU-02 show port channel 5
08/02/2004  14:33:07 15  EU-02 show port channel
08/02/2004 14:33:16 15 EU-02 show port spantree
09/02/2004  15:06:21 15  EU-02 show port 5/7
09/02/2004 15:06:38 15 DE-01 set port name 5/7
09/02/2004 15:06:42 15  EU-02 show port 5/7
09/02/2004  15:06:55 15  EU-02 show port 5/8
09/02/2004 15:07:18 15 DE-01 set port name 5/8
09/02/2004 15:07:24 15  EU-02 show port 5/8
09/02/2004  15:07:32 15  EU-02 show port 5/9
09/02/2004  15:07:41 15 DE-01 set port name 5/9
09/02/2004  15:07:45 15  EU-02 show port

09/02/2004  15:07:51 15  EU-02 show port 5/98
09/02/2004  15:07:55 15  EU-02 show port 5/9
09/02/2004  15:08:19 15  EU-02 show port 2/7
09/02/2004 15:08:30 15 DE-01 set port name 2/7
09/02/2004  15:08:35 15  EU-02 show port 2/7
09/02/2004  15:08:52 15 DE-01 set port speed 2/7 auto
09/02/2004  15:08:57 15  EU-02 show port 2/7
09/02/2004  15:09:26 15 EU-02 show port 2/22
09/02/2004 15:09:57 15 DE-01 set port speed 2/22 auto
09/02/2004  15:10:01 15  EU-02 show port 2/22
09/02/2004  15:10:20 15  EU-02 show port 2/25
09/02/2004 15:10:35 15 DE-01 set port speed 2/25 auto
09/02/2004  15:10:40 15  EU-02 show port 2/25
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09/02/2004  15:10:59 15 EU-02 show port 4/48

09/02/2004  15:11:11 15 DE-01 set port name 4/48
09/02/2004  15:11:23 15 EU-02 show port 5/8

10/02/2004  08:44:56 15 EU-02 show port

10/02/2004  08:45:12 15 EU-02 show port

10/02/2004 08:45:36 15 EU-02 show port

10/02/2004  08:46:02 15 US-01 show cdp neighbors detail
10/02/2004 08:46:15 15 EU-02 show port 3/2

10/02/2004  09:25:20 15 EU-02 show port

10/02/2004  09:25:25 15 DE-01 show cdp neighbors detail
10/02/2004  09:29:00 15 DE-01 show cdp neighbors detail
11/02/2004  08:07:09 15 DE-01 show cam 00-50-8b444-44-d
11/02/2004 08:07:32 15 DE-01 show cam 00-50-8b-44-db-f
11/02/2004  08:09:21 15 DE-01 show cam 00-80-5f-19-ae-7
11/02/2004 08:09:43 15 DE-01 show cam dynamic 00-80-5f
11/02/2004  08:10:05 15 EU-02 disable

11/02/2004 08:16:51 15 DE-01 show cam 00-08-c7-5d-0b-d

rchapman (Group 2)

Date Time Priv-lvl Access Device Cmd

27/01/2004 10:22:47 15 EU-02 enable

27/01/2004  10:23:03 15 EU-02 show top 240

30/01/2004 09:14:26 15 EU-01 show port

30/01/2004 09:22:57 15 EU-01 show port

30/01/2004  11:12:51 15 EU-02 show port

30/01/2004 11:14:29 15 EU-02 show trunk 3/11
30/01/2004 11:16:34 15 EU-02 enable

30/01/2004 11:16:49 15 EU-02 enable

30/01/2004 11:16:59 15 Us-01 show config

30/01/2004 12:35:49 15 EU-02 show port

30/01/2004 12:36:29 15 EU-02 show port

30/01/2004 12:37:29 15 EU-02 show port

02/02/2004 09:45:11 15 EU-02 show port

02/02/2004 09:45:53 15 DE-01 set vlan 48 5/22-24
02/02/2004 09:46:14 15 DE-01 set port speed 5/22-24 10
02/02/2004 09:46:34 15 DE-01 set port duplex 5/22-24 h
02/02/2004  09:47:01 15 DE-01 set port name 5/22 pya-ms
02/02/2004 09:47:14 15 DE-01 set port name 5/23 pya-ms
02/02/2004 09:47:26 15 DE-01 set port name 5/24 pya-ms
02/02/2004 09:50:23 15 EU-02 show port

03/02/2004  15:07:23 15 EU-02 show port

05/02/2004 14:23:17 15 EU-02 show port

05/02/2004 14:26:19 15 US-01 set port name 3/12 PYA-10
05/02/2004 14:26:34 15 US-01 set port name 3/13 PYA-11
05/02/2004 14:27:16 15 US-01 set port name 3/13 PYA-11
05/02/2004 14:27:55 15 US-01 set port name 3/12 PYA-10
05/02/2004 14:28:16 15 US-01 set port name 3/14 PYA-11
05/02/2004  14:28:20 15 EU-02 show port

05/02/2004  14:28:37 15 EU-02 show port

09/02/2004 08:32:27 15 EU-02 show port

09/02/2004  08:37:41 15 EU-02 show port

09/02/2004 08:38:56 15 DE-01 set port name 6/1 juracan
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09/02/2004 08:39:13 15 DE-01 set port name 6/2 maboya
09/02/2004  08:39:30 15 DE-01 set port name 6/3 turey
09/02/2004  08:39:48 15 DE-01 set port name 6/4 choreto
09/02/2004  08:40:08 15 DE-01 set port name 6/5 cacique
09/02/2004 08:40:13 15 EU-02 show port

09/02/2004  08:40:52 15 DE-01 set vlan 48 6/1-5
09/02/2004  08:40:57 15 EU-02 show port

09/02/2004 08:41:42 15 DE-01 set port speed 6/1-5 10
09/02/2004 08:41:59 15 DE-01 set port duplex 6/1-5 hal
09/02/2004 08:42:03 15 EU-02 show port

11/02/2004  09:20:59 15 EU-02 show port

rhales (Group 2)

Date Time Priv-lvl Access Device Cmd

26/01/2004 10:32:12 15 EU-02 show ip route 192.111.143.
26/01/2004 10:33:19 15 US-01 session 3

26/01/2004 10:58:38 15 Us-01 show cam 08-00-20-86-db-a
26/01/2004 11:00:16 15 Us-01 show cam 08-00-20-8c-f2-c
26/01/2004 11:01:04 15 US-01 show cam 08-00-20-aa-fb-d
26/01/2004 11:02:23 15 Us-o01 show cam 08-00-20-b6-4d-b
26/01/2004  11:02:47 15 US-01 show cam 08-00-20-b1-90-a
26/01/2004  11:03:31 15 Us-o01 show cam 08-00-20-b6-4d-b
26/01/2004  11:04:05 15 Us-o01 show cam 08-00-20-8d-a7-b
26/01/2004  11:04:55 15 US-01 show cam 08-00-20-e6-c2-4
26/01/2004  11:05:31 15 Us-01 show cam 08-00-20-ad-4c-5
26/01/2004 11:07:08 15 Us-01 show cam 08-00-20-ad-02-8
26/01/2004 11:07:46 15 US-01 show cam 08-00-20-ad-02-8
26/01/2004 11:08:10 15 Us-01 show cam 08-00-20-e6-88-1
26/01/2004 11:09:05 15 US-01 show cam 08-00-20-ad-2-83
26/01/2004  11:09:41 15 Us-01 session 3

26/01/2004 11:14:10 15 Us-01 show cam 08-00-20-ad-02-8
26/01/2004 11:14:52 15 Us-01 show cam 08-00-20-e6-88-1
26/01/2004 11:15:16 15 Us-01 show cam 08-00-20-ad-02-8
26/01/2004 11:15:42 15 US-01 show cam 08-00-20-ad-4c-5
26/01/2004 11:16:15 15 Us-01 show cam 08-00-20-e6-c2-4
26/01/2004 11:17:00 15 US-01 show cam 08-00-20-ad-4c-5
26/01/2004 11:17:25 15 US-01 show cam 08-00-20-e6-c2-4
26/01/2004 11:18:14 15 Us-o01 show cam 08-00-20-8d-a7-0
26/01/2004 11:18:56 15 Us-o01 show cam 08-00-20-b6-4d-b
26/01/2004  11:31:09 15 Us-o01 show cam 08-00-20-e6-c2-4
26/01/2004 11:33:03 15 Us-01 show cam 08-00-20-86-db-a
26/01/2004 11:33:25 15 Us-01 show cam 08-00-20-8c-f2-c
26/01/2004 11:33:47 15 US-01 show cam 08-00-20-aa-fb-d
26/01/2004  11:34:07 15 Us-01 show cam 08-00-20-b1-90-a
26/01/2004 11:34:28 15 Us-01 show cam 08-00-20-b6-4d-b
26/01/2004 11:34:47 15 Us-01 show cam 08-00-20-8d-a7-0
26/01/2004 11:35:06 15 Us-01 show cam 08-00-20-e6-c2-4
26/01/2004 11:35:57 15 Us-o01 show cam 08-00-20-ad-4c-5
26/01/2004 11:36:15 15 Us-01 show cam 08-00-20-ad-02-8
26/01/2004 11:36:41 15 Us-01 show cam 08-00-20-e6-88-1
26/01/2004 11:37:57 15 US-01 show cam 08-00-20-e6-c2-4
26/01/2004 11:38:26 15 Us-o01 show cam 08-00-20-ad-02-8
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02/02/2004 09:35:18 15 Us-o1 show config

03/02/2004 09:12:23 15 Us-01 set port enable 3/35
03/02/2004 09:12:32 15 EU-02 show port

03/02/2004 09:12:44 15 EU-02 show port 3/35

03/02/2004 09:15:23 15 US-01 set port duplex 3/35 half
03/02/2004 09:15:46 15 US-01 set port

03/02/2004 09:15:59 15 US-01 set port duplex 3/35 half
03/02/2004 09:16:16 15 US-01 set port speed 3/35 10
03/02/2004 09:16:41 15 US-01 set port duplex 3/35 half
03/02/2004 09:16:57 15 EU-02 show port

03/02/2004 16:19:14 15 EU-02 show ip route 192.111.176.
03/02/2004 16:19:29 15 Us-o01 session 3

03/02/2004 16:21:09 15 Us-01 show cam 00d0-b752-cfa2
03/02/2004 16:21:46 15 Us-o01 show cam 00d0-b752-cfa2
03/02/2004 16:22:21 15 US-01 show cam mac_addr
03/02/2004 16:22:38 15 US-01 show cam mac_addr 00d0-b7
03/02/2004 16:23:16 15 Us-01 show cam 00-d0-b7-52-cf-a
03/02/2004 16:24:24 15 EU-02 show port 7/8

03/02/2004 16:25:00 15 EU-02 show port 8/3

03/02/2004 16:25:34 15 EU-02 show port 7/8

03/02/2004 16:26:12 15 EU-02 show port 7/8

03/02/2004 16:26:32 15 US-01 show cam 00-d0-b7-52-cf-a
03/02/2004 16:27:06 15 US-01 set port speed 7/8 100
03/02/2004 16:27:24 15 Us-01 set port duplex 7/8 full
03/02/2004 16:27:31 15 EU-02 show port 7/8

05/02/2004 11:58:14 15 EU-02 show port

05/02/2004  12:04:45 15 Us-o01 show config

05/02/2004 12:16:27 15 EU-02 show ip route 192.111.712.
05/02/2004 12:17:06 15 EU-02 show ip route ftpblake.in
05/02/2004 12:17:30 15 EU-02 show ip route noalias
05/02/2004 12:18:14 15 Us-01 show

06/02/2004 16:52:16 15 EU-02 show port

06/02/2004 16:52:58 15 US-01 ping notes460

06/02/2004 16:53:26 15 US-01 ping 192.712.176.12
06/02/2004 16:55:45 15 US-01 show history

06/02/2004 16:55:54 15 EU-02 history

06/02/2004 16:56:45 15 EU-02 show port

06/02/2004 17:05:16 15 Us-o01 show cam

06/02/2004 17:06:13 15 EU-02 show port

06/02/2004  17:09:11 15 Us-01 session 3

06/02/2004  17:09:20 15 Us-01 session 3

06/02/2004 17:10:21 15 Us-01 session 3

06/02/2004 17:12:06 15 Us-01 show cam 00-03-6b-d0-ea-7
06/02/2004 17:12:23 15 EU-02 show port

06/02/2004 17:13:42 15 US-01 set port disable 3/18
06/02/2004 17:13:59 15 EU-02 show port

06/02/2004 17:14:18 15 US-01 set port disable 3/18
06/02/2004 17:14:26 15 Us-01 show

06/02/2004 17:14:34 15 EU-02 show port 3/18

10/02/2004  09:31:06 15 EU-02 show version

10/02/2004 09:32:26 15 EU-02 show version
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05/02/2004 14:37:44 15 EU-02 configure terminal <cr>
05/02/2004  14:38:34 15  EU-02 line aux 0 <cr>
05/02/2004 14:52:18 15 EU-02 show running-config <cr>
05/02/2004 14:54:49 15 PS-01 show running-config <cr>
05/02/2004 14:54:56 15 PS-01 show running-config <cr>
05/02/2004 14:56:45 15 PS-01 configure terminal <cr>
05/02/2004 14:57:00 15 PS-01 aaa authentication enable
05/02/2004 14:57:13 15 PS-01 copy running-config start
05/02/2004 14:57:35 15 PS-01 show running-config <cr>
05/02/2004  14:59:29 15 PS-01 configure terminal <cr>
05/02/2004 14:59:35 15  PS-01 line aux 0 <cr>
05/02/2004  14:59:39 15 PS-01 exec-timeout 0 0 <cr>
05/02/2004  15:13:39 15 PS-01 show running-config <cr>
05/02/2004 15:13:47 15 PS-01 configure terminal <cr>
05/02/2004 15:13:50 15 PS-01 enable password 7 0101130
06/02/2004 08:21:20 15 Us-02 show running-config <cr>
10/02/2004  09:28:02 15 Us-02 show running-config <cr>
10/02/2004  13:25:11 15 Us-02 show running-config <cr>
11/02/2004  09:54:02 15 Us-02 show running-config <cr>
rkett (Group 2)

Date Time Priv-lvl Access Device Cmd

28/01/2004 10:31:24 15 us-02 show running-config <cr>
28/01/2004  10:33:55 15  US-02 show isdn active <cr>
28/01/2004 10:37:12 15 uUs-02 show running-config <cr>
28/01/2004 10:37:37 15 Us-02 copy startup-config tftp
29/01/2004  09:34:09 15 Us-02 copy tftp flash:c3660-ds-
29/01/2004  09:37:35 15 Us-02 show startup-config <cr>
29/01/2004 09:37:49 15 Us-02 show running-config <cr>
29/01/2004 09:37:57 15 Us-02 configure terminal <cr>
29/01/2004 09:38:16 15 Us-02 no boot system flash:1:c3
29/01/2004  09:38:21 15 Us-02 show running-config <cr>
29/01/2004 09:38:47 15 Us-02 copy running-config start
29/01/2004  09:38:52 15 us-02 copy startup-config tftp
29/01/2004  09:39:00 15 us-02 show running-config <cr>
29/01/2004  09:39:19 15 us-02 show running-config <cr>
29/01/2004 09:43:31 15 UsS-02 show isdn active <cr>
29/01/2004  10:58:01 15  US-02 show isdn active <cr>
29/01/2004 11:40:33 15 Us-02 copy tftp flash:c3660-ds-
29/01/2004 11:45:21 15 Us-02 show running-config <cr>
29/01/2004 11:45:35 15 Us-02 configure terminal <cr>
29/01/2004 11:45:39 15 Us-02 no boot system flash:1:c3
29/01/2004 11:45:45 15 Us-02 boot system flash:1:c3660
29/01/2004 11:45:51 15 Us-02 copy running-config start
30/01/2004 12:03:19 15 PS-01 show running-config <cr>
30/01/2004 14:27:12 15 us-02 show startup-config <cr>
05/02/2004  10:30:24 15 PS-01 show running-config <cr>
08/02/2004  09:32:25 15 EU-01 show running-config <cr>
08/02/2004 09:37:48 15 EU-01 terminal monitor <cr>
08/02/2004  09:49:06 15 EU-01 configure terminal <cr>
08/02/2004  09:49:10 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 09:49:26 15  EU-01 isdn spid1 94596991940101
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08/02/2004 09:49:27 15 EU-01 isdn spid2 94596992530101
08/02/2004  09:49:31 15 EU-01 shutdown <cr>

08/02/2004  09:49:35 15 EU-01 no shutdown <cr>
08/02/2004  09:49:47 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 09:49:56 15 EU-01 isdn spid1 94596990950101
08/02/2004 09:49:58 15 EU-01 isdn spid2 94596991440101
08/02/2004 09:49:59 15 EU-01 shutdown <cr>

08/02/2004 09:50:04 15 EU-01 no shutdown <cr>
08/02/2004  09:51:00 15 EU-01 show running-config <cr>
08/02/2004 09:51:54 15 EU-01 configure terminal <cr>
08/02/2004 09:51:58 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 09:51:59 15 EU-01 shutdown <cr>

08/02/2004 09:52:07 15 EU-01 interface BRI 4 1 <cr>
08/02/2004  09:52:09 15 EU-01 shutdown <cr>

08/02/2004  09:52:17 15 EU-01 interface BRI 2 1 <cr>
08/02/2004  09:52:20 15 EU-01 no shutdown <cr>
08/02/2004  09:52:27 15 EU-01 interface BRI 4 1 <cr>
08/02/2004  09:52:30 15 EU-01 no shutdown <cr>
08/02/2004 09:54:22 15 EU-01 configure terminal <cr>
08/02/2004 09:54:26 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 09:54:46 15 EU-01 shutdown <cr>

08/02/2004 09:54:56 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 09:54:58 15 EU-01 shutdown <cr>

08/02/2004 09:55:07 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 09:55:14 15 EU-01 no shutdown <cr>
08/02/2004 09:55:20 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 09:55:22 15 EU-01 no shutdown <cr>
08/02/2004 09:57:13 15 EU-01 configure terminal <cr>
08/02/2004 09:57:16 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 09:57:18 15 EU-01 shutdown <cr>

08/02/2004 09:57:24 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 09:57:25 15 EU-01 shutdown <cr>

08/02/2004 09:57:33 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 09:57:36 15 EU-01 no shutdown <cr>
08/02/2004 09:57:44 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 09:57:45 15 EU-01 no shutdown <cr>
08/02/2004  09:58:01 15 EU-01 configure terminal <cr>
08/02/2004 09:58:05 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 09:58:16 15 EU-01 isdn spid1 94596990950101
08/02/2004 09:58:17 15 EU-01 isdn spid2 94596991440101
08/02/2004 09:58:20 15 EU-01 shutdown <cr>

08/02/2004 09:58:24 15 EU-01 no shutdown <cr>
08/02/2004  09:58:31 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 09:58:54 15 EU-01 isdn spid1 94596991940101
08/02/2004  09:58:55 15 EU-01 isdn spid2 94596992530101
08/02/2004 09:58:57 15 EU-01 shutdown <cr>

08/02/2004  09:59:00 15 EU-01 no shutdown <cr>
08/02/2004  09:59:45 15 EU-01 show running-config <cr>
08/02/2004 10:00:14 15 EU-01 configure terminal <cr>
08/02/2004 10:00:17 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 10:00:19 15 EU-01 shutdown <cr>

08/02/2004 10:00:26 15 EU-01 interface BRI 4 1 <cr>
08/02/2004  10:00:28 15 EU-01 shutdown <cr>
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08/02/2004 10:00:35 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 10:00:37 15 EU-01 no shutdown <cr>
08/02/2004 10:00:44 15 EU-01 interface BRI 4 1 <cr>
08/02/2004  10:00:49 15 EU-01 no shutdown <cr>
08/02/2004 10:06:58 15 EU-01 configure terminal <cr>
08/02/2004 10:07:01 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 10:07:03 15 EU-01 shutdown <cr>
08/02/2004 10:07:07 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 10:07:08 15 EU-01 shutdown <cr>
08/02/2004 10:07:16 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 10:07:18 15 EU-01 no shutdown <cr>
08/02/2004 10:07:26 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 10:07:28 15 EU-01 no shutdown <cr>
08/02/2004 10:09:38 15 EU-01 configure terminal <cr>
08/02/2004  10:09:41 15 EU-01 interface BRI 2 1 <cr>
08/02/2004  10:09:43 15 EU-01 shutdown <cr>
08/02/2004 10:09:47 15 EU-01 interface BRI 4 1 <cr>
08/02/2004  10:09:50 15 EU-01 shutdown <cr>
08/02/2004  10:09:55 15 EU-01 interface BRI 2 1 <cr>
08/02/2004  10:09:57 15 EU-01 no shutdown <cr>
08/02/2004 10:10:02 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 10:10:05 15 EU-01 no shutdown <cr>
08/02/2004 10:16:45 15 EU-01 configure terminal <cr>
08/02/2004 10:16:49 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 10:16:54 15 EU-01 no isdn spid1 <cr>
08/02/2004 10:17:09 15 EU-01 no isdn spid2 <cr>
08/02/2004 10:17:11 15 EU-01 shutdown <cr>
08/02/2004 10:17:28 15 EU-01 isdn spid1 94596991940101
08/02/2004 10:17:38 15 EU-01 isdn spid2 94596992530101
08/02/2004 10:17:45 15 EU-01 no shutdown <cr>
08/02/2004 10:18:25 15 EU-01 debug isdn q921 <cr>
08/02/2004  10:31:09 15 EU-01 debug isdn q921 <cr>
08/02/2004  10:31:50 15 EU-01 configure terminal <cr>
08/02/2004 10:31:54 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 10:31:55 15 EU-01 shutdown <cr>
08/02/2004 10:32:09 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 10:32:11 15 EU-01 shutdown <cr>
08/02/2004 10:32:16 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 10:32:19 15 EU-01 no shutdown <cr>
08/02/2004 10:32:22 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 10:32:25 15 EU-01 no shutdown <cr>
08/02/2004 10:43:38 15 EU-01 show running-config <cr>
08/02/2004 10:44:37 15 EU-01 show startup-config <cr>
08/02/2004 10:45:15 15 EU-01 show startup-config <cr>
08/02/2004 11:34:49 15 EU-01 undebug isdn 9921 <cr>
08/02/2004 14:52:13 15 EU-02 configure terminal <cr>
08/02/2004 14:52:18 15 EU-02 interface BRI 2 1 <cr>
08/02/2004 14:52:20 15 EU-02 shutdown <cr>
08/02/2004 14:52:51 15 EU-02 no isdn spid1 <cr>
08/02/2004 14:53:03 15 EU-02 no isdn spid2 <cr>
08/02/2004 14:53:15 15 EU-02 interface BRI 4 1 <cr>
08/02/2004  14:53:29 15 EU-02 no isdn spid1 <cr>
08/02/2004  14:53:41 15 EU-02 no isdn spid2 <cr>
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08/02/2004  14:54:05 15 EU-02 interface BRI 2 1 <cr>
08/02/2004 14:54:08 15 EU-02 no shutdown <cr>
08/02/2004 14:54:17 15 EU-02 interface BRI 4 1 <cr>
08/02/2004 14:54:19 15 EU-02 no shutdown <cr>
08/02/2004 14:54:33 15 EU-02 interface BRI 4 1 <cr>
08/02/2004 14:54:35 15 EU-02 shutdown <cr>

08/02/2004 14:54:40 15 EU-02 no shutdown <cr>
08/02/2004 14:55:41 15 EU-02 configure terminal <cr>
08/02/2004 14:55:47 15 EU-02 interface BRI 4 1 <cr>
08/02/2004  14:55:50 15 EU-02 shutdown <cr>

08/02/2004 14:56:08 15 EU-02 isdn spid1 94596991940101
08/02/2004 14:56:22 15 EU-02 isdn spid2 94596992530101
08/02/2004 14:56:28 15 EU-02 no shutdown <cr>
08/02/2004 14:59:17 15 EU-02 debug isdn q921 <cr>
08/02/2004 14:59:25 15 EU-02 configure terminal <cr>
08/02/2004 14:59:28 15 EU-02 interface BRI 4 1 <cr>
08/02/2004  14:59:31 15 EU-02 shutdown <cr>

08/02/2004  14:59:57 15 EU-02 no shutdown <cr>
08/02/2004 15:02:26 15 EU-02 show running-config <cr>
08/02/2004 15:13:54 15 EU-02 terminal no monitor <cr>
08/02/2004 15:13:57 15 EU-02 show running-config <cr>
08/02/2004 15:14:38 15 EU-02 configure terminal <cr>
08/02/2004 15:14:44 15 EU-02 interface BRI 4 1 <cr>
08/02/2004 15:14:57 15 EU-02 shutdown <cr>

08/02/2004  15:15:39 15 EU-02 no isdn spid1 <cr>
08/02/2004 15:15:55 15 EU-02 isdn spid1 94596991940100
08/02/2004 15:16:11 15 EU-02 no isdn spid2 <cr>
08/02/2004 15:16:31 15 EU-02 isdn spid2 94596992530100
08/02/2004 15:16:46 15 EU-02 no isdn spid1 <cr>
08/02/2004 15:17:07 15 EU-02 isdn spid1 94596991940100
08/02/2004 15:17:16 15 EU-02 no shutdown <cr>
08/02/2004 15:17:20 15 EU-02 terminal monitor <cr>
08/02/2004  15:17:31 15 EU-02 debug isdn q931 <cr>
08/02/2004 15:18:01 15 EU-02 configure terminal <cr>
08/02/2004 15:18:34 15 EU-02 interface BRI 4 1 <cr>
08/02/2004 15:18:36 15 EU-02 shutdown <cr>

08/02/2004 15:18:43 15 EU-02 no shutdown <cr>
08/02/2004 16:17:42 15 EU-02 show running-config <cr>
08/02/2004 16:18:05 15 EU-02 configure terminal <cr>
08/02/2004 16:18:28 15 EU-02 interface BRI 2 1 <cr>
08/02/2004 16:18:31 15 EU-02 isdn spid1 94596990950101
08/02/2004 16:18:42 15 EU-02 isdn spid2 94596991440101
08/02/2004 16:18:44 15 EU-02 shutdown <cr>

08/02/2004 16:18:52 15 EU-02 no shutdown <cr>
08/02/2004  16:20:50 15 EU-02 undebug isdn g921 <cr>
08/02/2004 16:20:53 15 EU-02 show startup-config <cr>
08/02/2004 17:07:31 15 EU-02 undebug isdn q931 <cr>
08/02/2004 21:54:46 15 EU-01 show startup-config <cr>
08/02/2004 21:59:14 15 EU-01 reload <cr>

08/02/2004 22:07:40 15 EU-01 configure terminal <cr>
08/02/2004 22:07:43 15 EU-01 interface BRI 4 1 <cr>
08/02/2004 22:07:45 15 EU-01 shutdown <cr>

08/02/2004 22:07:51 15 EU-01 no shutdown <cr>
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08/02/2004 22:07:57 15 EU-01 interface BRI 2 1 <cr>
08/02/2004 22:07:59 15 EU-01 shutdown <cr>
08/02/2004 22:08:05 15 EU-01 no shutdown <cr>
09/02/2004 13:18:15 15 EU-01 terminal monitor <cr>
09/02/2004  15:00:08 15 EU-01 show dialplan number 7327
09/02/2004 15:01:06 15 EU-01 debug vtsp session <cr>
09/02/2004 15:01:09 15 EU-01 terminal monitor <cr>
09/02/2004 16:43:33 15 PS-01 terminal monitor <cr>
10/02/2004 14:48:34 15 EU-01 debug voip ccapi inout <c
10/02/2004  14:48:38 15 EU-01 terminal monitor <cr>

rmartin (Group 2)

Date Time Priv-lvl Access Device Cmd

26/01/2004  09:39:02 15 Us-02 show logging buffer
26/01/2004 09:39:14 15 US-02 show port 4/9
26/01/2004 09:40:32 15 US-02 show port

26/01/2004 09:41:15 15 Us-02 show proc cpu
26/01/2004 09:41:45 15  US-02 show port

26/01/2004 09:42:38 15  US-02 show port

26/01/2004 09:44:19 15  US-02 show module

26/01/2004  10:13:00 15 us-02 show logging buffer
26/01/2004 10:57:49 15 EU-02 show running-config <cr>
28/01/2004 12:41:14 15 UsS-02 clear ip route 192.132.3.
28/01/2004 12:42:44 15 Us-02 clear ip route 192.132.3.
28/01/2004 12:45:04 15 Us-02 clear ip route 192.132.3.
02/02/2004  16:08:32 15  EU-02 show port 11/2
02/02/2004  16:08:43 15  EU-02 show log buffer
02/02/2004  16:08:47 15  EU-02 show log

05/02/2004 14:07:28 15 EU-02 clear ip route * <cr>
05/02/2004  14:08:37 15 EU-02 clear ip route * <cr>
05/02/2004 14:09:58 15 EU-02 clear ip route * <cr>
05/02/2004  14:13:00 15 USs-02 clear ip route * <cr>
05/02/2004 14:13:48 15 EU-02 clear ip route 192.712.0.
05/02/2004 14:14:18 15 EU-02 show running-config <cr>
05/02/2004  14:19:00 15 EU-02 clear ip route * <cr>
05/02/2004  14:19:06 15 us-02 clear ip route * <cr>
05/02/2004  14:20:01 15 EU-02 configure terminal <cr>
05/02/2004 14:20:15 15 EU-02 interface Virtual-Templat
05/02/2004 14:20:26 15 EU-02 show running-config <cr>
05/02/2004 14:21:20 15 EU-02 show running-config <cr>
05/02/2004 14:22:06 15 EU-02 show running-config <cr>
05/02/2004 14:24:26 15 EU-02 configure terminal <cr>
05/02/2004 14:24:28 15 EU-02 access-list 21 permit 10.
05/02/2004 14:24:29 15 EU-02 access-list 21 permit 10.
05/02/2004 14:24:29 15 EU-02 access-list 21 permit 10.
05/02/2004 14:24:30 15 EU-02 access-list 21 deny 10.0.
05/02/2004 14:24:30 15 EU-02 access-list 21 permit 10.
05/02/2004  14:24:31 15 EU-02 access-list 21 deny 139.1
05/02/2004  14:24:31 15 EU-02 access-list 21 deny 149.8
05/02/2004 14:24:32 15 EU-02 access-list 21 permit any
05/02/2004 14:24:37 15 Us-o01 router rip <cr>
05/02/2004 14:24:47 15  EU-02 distribute-list 21 out VI
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05/02/2004  14:24:50 15  EU-02 distribute-list 21 out VI
05/02/2004 14:24:56 15  EU-02 clear ip route * <cr>
05/02/2004  14:25:01 15 EU-02 copy running-config start
05/02/2004 14:25:16 15 uUs-02 clear ip route 192.712.25
05/02/2004 14:25:47 15 EU-02 show running-config <cr>
05/02/2004 14:26:34 15 EU-02 configure terminal <cr>
05/02/2004 14:26:39 15 EU-02 interface Virtual-Templat
05/02/2004 14:27:01 15 EU-02 show running-config <cr>
05/02/2004 14:29:48 15 EU-02 clear ip route * <cr>
05/02/2004  14:30:03 15 EU-02 clear ip route 192.712.0.
05/02/2004  14:30:15 15 us-02 clear ip route 192.712.0.
05/02/2004  14:31:09 15 EU-02 show running-config <cr>
05/02/2004  14:31:35 15 EU-02 show running-config <cr>
05/02/2004  14:32:39 15  EU-02 show port 6/6
05/02/2004  14:32:53 15 EU-02 show logging buffer
05/02/2004  14:33:11 15  EU-02 show time

05/02/2004  14:33:26 15  US-01 set port disable 6/6
05/02/2004  14:33:40 15 EU-02 clear ip route 192.712.0.
05/02/2004  14:35:33 15 Us-02 configure terminal <cr>
05/02/2004  14:35:56 15 US-02 ip route 192.712.0.0 255.
05/02/2004 14:36:59 15 EU-02 configure terminal <cr>
05/02/2004 14:37:03 15 EU-02 interface Virtual-Templat
05/02/2004 14:37:08 15 EU-02 shutdown <cr>
05/02/2004 14:37:16 15 EU-02 clear ip route 192.712.0.
05/02/2004 14:38:15 15 EU-02 configure terminal <cr>
05/02/2004  14:38:21 15 EU-02 interface Virtual-Templat
05/02/2004  14:38:23 15 EU-02 no shutdown <cr>
05/02/2004 14:38:27 15 EU-02 copy running-config start
05/02/2004  14:39:52 15 EU-02 configure terminal <cr>
05/02/2004  14:39:55 15  EU-02 interface Virtual-Templat
05/02/2004  14:39:57 15  EU-02 shutdown <cr>
05/02/2004  14:40:03 15 EU-02 copy running-config start
05/02/2004 14:40:12 15 EU-02 clear ip route 192.712.0.
05/02/2004 14:44:11 15 Us-01 set port enable 6/6
05/02/2004 14:48:44 15 Us-02 show running-config <cr>
05/02/2004 14:49:00 15 Us-02 configure terminal <cr>
05/02/2004 14:49:07 15  US-02 no ip route 192.712.0.0 2
05/02/2004  14:49:10 15 us-02 copy running-config start
05/02/2004 14:55:12 15 EU-02 configure terminal <cr>
05/02/2004  14:55:15 15 EU-02 interface Virtual-Templat
05/02/2004 14:55:17 15 EU-02 no shutdown <cr>
05/02/2004  14:55:21 15 EU-02 copy running-config start
05/02/2004 14:55:43 15 EU-02 copy running-config start
05/02/2004 14:56:19 15  US-02 ping <cr>

05/02/2004 15:15:49 15 EU-02 show running-config <cr>
05/02/2004 15:28:32 15 uUs-02 configure terminal <cr>
05/02/2004  15:31:53 15 EU-02 configure terminal <cr>
05/02/2004  15:32:13 15  EU-02 ip route 192.712.25.2 255
05/02/2004  15:32:41 15 EU-02 show running-config <cr>
05/02/2004 15:32:57 15 EU-02 configure terminal <cr>
05/02/2004  15:33:09 15  EU-02 no ip route 192.712.25.2
05/02/2004  15:33:13 15 EU-02 copy running-config start
05/02/2004  15:34:46 15 EU-02 clear ip route 192.712.25
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05/02/2004 15:42:25 15 EU-02 ping <cr>

05/02/2004  16:34:52 15 EU-02 show running-config <cr>
08/02/2004  11:54:39 15 Us-02 show running-config <cr>
08/02/2004 11:55:05 15 Us-02 configure terminal <cr>
08/02/2004 11:56:28 15 Us-02 configure terminal <cr>
08/02/2004 11:58:15 15 Us-02 show running-config <cr>
08/02/2004 11:58:22 15 USs-02 configure terminal <cr>
08/02/2004 11:58:29 15 uUs-02 interface Hssi 2 0 0 36 <
08/02/2004 11:58:39 15 US-02 no ip pim sparse-dense-mo
08/02/2004  11:59:21 15 us-02 configure terminal <cr>
08/02/2004 11:59:23 15  US-02 interface Hssi2 0 0 36 <
08/02/2004  11:59:29 15 uUs-02 no ip igmp version <cr>
08/02/2004  11:59:32 15 us-02 show running-config <cr>
08/02/2004 12:06:56 15 Us-02 configure terminal <cr>
08/02/2004 12:07:07 15 uUs-02 interface Hssi 2 0 0 36 <
08/02/2004 12:07:12 15 Us-02 ip pim sparse-dense-mode
08/02/2004 12:07:17 15 uUs-02 ip igmp version 2 <cr>
08/02/2004 12:07:23 15 Us-02 copy running-config start
08/02/2004 12:28:24 15  EU-02 show port

08/02/2004 12:29:09 15  EU-02 show port 8/1

08/02/2004 12:29:15 15  EU-02 show port 8/1

08/02/2004 12:29:19 15  EU-02 show port 8/1

08/02/2004 12:29:27 15  EU-02 show port 8/1

08/02/2004 12:29:30 15  EU-02 show port 8/1

08/02/2004 12:29:32 15  EU-02 show port 8/1

08/02/2004 12:29:35 15  EU-02 show port 8/1

08/02/2004  12:29:37 15  EU-02 show port 8/1

08/02/2004 12:29:41 15  EU-02 show port 8/1

08/02/2004 12:29:45 15  EU-02 show port 8/1

08/02/2004  12:29:49 15  EU-02 show port 8/1

08/02/2004  12:29:52 15  EU-02 show port 8/1

08/02/2004  12:29:55 15  EU-02 show port 8/1

08/02/2004 12:30:51 15 EU-02 show port 8/1

08/02/2004 12:31:08 15 EU-02 show port 8/1

08/02/2004 12:31:24 15  EU-02 show port

08/02/2004  12:31:41 15  EU-02 show port 4/5
08/02/2004 12:31:54 15  EU-02 show port

08/02/2004 12:32:21 15 EU-02 show port 8/13
08/02/2004 12:32:28 15  EU-02 show port

08/02/2004 12:32:44 15 EU-02 show port 4/13
08/02/2004  12:33:20 15  EU-02 show port

08/02/2004 12:33:48 15  EU-02 show port 8/6
08/02/2004 12:34:10 15  EU-02 show port 8/20
08/02/2004 12:34:14 15  EU-02 show port

08/02/2004 12:34:36 15  EU-02 show port 8/1

08/02/2004 12:34:42 15  EU-02 show port 8/2
08/02/2004 12:34:48 15  EU-02 show port 8/3
08/02/2004 12:34:54 15 EU-02 show port 8/4
08/02/2004 12:34:59 15  EU-02 show port 8/5
08/02/2004 12:35:03 15  EU-02 show port 8/6
08/02/2004 12:35:07 15  EU-02 show port 8/7
08/02/2004 12:35:11 15  EU-02 show port 8/8
08/02/2004 12:35:17 15  EU-02 show port 8/9
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08/02/2004 12:37:28 15 Us-02 show running-config <cr>
08/02/2004 12:37:46 15 Us-02 show running-config <cr>
08/02/2004 12:38:23 15 Us-02 show running-config <cr>
08/02/2004 12:39:25 15 Us-02 show running-config <cr>
08/02/2004 12:39:36 15 Us-02 show running-config <cr>
08/02/2004 12:40:05 15 Us-02 show running-config <cr>
08/02/2004 12:40:19 15 USs-02 show running-config <cr>
08/02/2004 13:34:56 15 Us-02 show running-config <cr>
09/02/2004 11:45:02 15 Us-02 show running-config <cr>
09/02/2004 11:45:27 15 uUs-02 show running-config <cr>
09/02/2004  11:45:37 15 us-02 configure terminal <cr>
09/02/2004  11:45:39 15 us-02 interface FastEthernet 1
09/02/2004  11:45:50 15 us-02 description Intranet conn
09/02/2004 11:45:54 15 Us-02 show running-config <cr>
09/02/2004 12:27:32 15 EU-02 show port

09/02/2004 13:25:16 15 EU-02 show port 8/13
09/02/2004 13:25:23 15 EU-02 show port 8/1

09/02/2004 13:25:56 15 EU-02 show spantree 8/1
09/02/2004 13:26:08 15 EU-02 show spantree statistics
09/02/2004 13:26:22 15 EU-02 show port 4/22
09/02/2004 15:00:48 15 Us-02 configure terminal <cr>
09/02/2004 15:03:12 15 Us-02 show running-config <cr>
10/02/2004  11:41:25 15 EU-02 show port 8/1

10/02/2004 11:41:34 15 EU-02 show port 8/13
10/02/2004 11:41:48 15 EU-02 show port

10/02/2004  11:42:20 15 EU-02 show port 8/16
10/02/2004  11:42:27 15 EU-02 show port 8/16
10/02/2004  11:42:47 15 EU-02 clear counters
10/02/2004  11:42:55 15 EU-02 show port 8/16
10/02/2004 11:43:06 15 EU-02 show port 8/16
10/02/2004 11:43:09 15 EU-02 show port 8/16
10/02/2004  11:43:11 15 EU-02 show port 8/16
10/02/2004  11:43:24 15 EU-02 show module

10/02/2004  11:43:40 15 EU-02 show spantree statistics
10/02/2004  11:43:57 15 EU-02 show port 5

10/02/2004  11:44:05 15 EU-02 show port

10/02/2004  11:44:20 15 EU-02 show spantree statistics
10/02/2004  11:44:29 15 EU-02 show spantree statistics
10/02/2004  11:45:48 15 EU-02 show logging buffer
10/02/2004  11:46:20 15 DE-01 set spantree portfast 8/1
10/02/2004 11:46:28 15 EU-02 show port 8

10/02/2004  11:46:41 15 EU-02 show spantree 8/1
10/02/2004 11:46:46 15 EU-02 show spantree 8/16
10/02/2004  11:46:59 15 EU-02 show logging buffer
10/02/2004 11:47:24 15 EU-02 show spantree 8/13
10/02/2004 11:53:36 15 EU-02 show port

10/02/2004  15:24:47 15 EU-02 show port 8/1

10/02/2004  15:24:51 15 EU-02 show port 8/1

10/02/2004  15:24:55 15 EU-02 show port 8/13
10/02/2004  15:24:59 15 EU-02 show port 8/16
10/02/2004  15:25:08 15 EU-02 show port 8/16
10/02/2004 15:25:15 15 EU-02 show port 8/1
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28/01/2004 09:58:15 15 DE-01 show configuration <cr>
rpearce (Group 2)

Date Time Priv-lvl Access Device Cmd

28/01/2004 13:46:29 15 EU-02 show log vtpvip
28/01/2004 13:47:33 15  EU-02 show vip

28/01/2004 13:47:55 15  US-01 show cdp

28/01/2004 13:48:07 15 US-01 show cdp neighbors
28/01/2004 13:48:24 15 EU-02 show trunk

29/01/2004 08:02:28 15  US-01 ping 192.712.191.51
29/01/2004 08:03:32 15  US-01 show cdp entry
29/01/2004 08:03:43 15  US-01 show cdp details
29/01/2004 08:03:54 15 US-01 show cdp entry
29/01/2004 08:04:04 15 Us-01 show cdp neighbors detail
29/01/2004 08:04:13 15 US-01 show cdp neighbors detail
02/02/2004 15:38:32 15 US-01 show cam dynamic 179
09/02/2004 08:45:59 15  US-01 set et

09/02/2004 08:46:03 15 US-01 set logging

09/02/2004 08:47:54 15 US-01 set logging server
09/02/2004  08:48:10 15 uUs-01 set logging server enable
09/02/2004 08:48:52 15 uUs-01 set logging server
09/02/2004 08:49:45 15 US-01 set logging server 192.96
09/02/2004  08:50:07 15 uUs-01 set logging severity 7
09/02/2004 08:50:36 15 Us-o01 set logging severit0..7
09/02/2004  08:50:52 15 Us-o01 set logging severity 0.7
09/02/2004 08:51:10 15 Us-o01 set logging severity 7
09/02/2004 08:51:55 15 Us-01 set server severity level
09/02/2004  08:52:51 15 US-01 set server_severity_level
09/02/2004  08:53:30 15 Us-01 set logging

09/02/2004 08:55:07 15 EU-02 show logging server
09/02/2004 08:55:25 15 EU-02 show logging

09/02/2004 08:57:27 15 US-01 set logging

09/02/2004 08:58:32 15 US-01 set logging level severit
09/02/2004  08:59:03 15 uUs-01 set logging level severi=
09/02/2004  08:59:35 15 uUs-01 set logging enable
09/02/2004  09:00:35 15 uUs-01 set logging severity 7
09/02/2004  09:00:45 15 uUs-01 set logging severit= 7
09/02/2004  09:01:10 15  EU-02 clear

09/02/2004  09:01:41 15 EU-02 clear logging server addr
09/02/2004  09:02:15 15 Us-01 set logging server
09/02/2004  09:02:23 15 EU-02 show logging severity
09/02/2004 09:11:42 15 EU-02 clear syslog server
09/02/2004  09:12:05 15 EU-02 clear logging clear loggi
09/02/2004 09:12:27 15 EU-02 clear logging server 192.
09/02/2004  09:19:41 15 US-01 set logging server 192.96
09/02/2004  09:28:31 15 US-01 set logging server
09/02/2004 09:29:57 15 US-01 set syslog logging server
09/02/2004  09:30:35 15 uUs-01 set logging server severi
09/02/2004  09:30:51 15 EU-02 show logging server sever
09/02/2004  09:31:06 15 EU-02 show logging buffer
09/02/2004  09:31:15 15 EU-02 show log

09/02/2004  09:31:39 15 Us-o01 set logging server
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09/02/2004  09:31:51 15 Us-o1 set logging server severi
09/02/2004  09:35:34 15 Us-o01 set logging server severi
09/02/2004  09:36:11 15 Us-01 set logging server
09/02/2004  09:36:51 15 EU-02 show logging buffer
09/02/2004  09:37:00 15  EU-02 show log

09/02/2004  09:38:38 15 US-01 set logging server severi
09/02/2004  09:38:52 15 EU-02 show logging server
09/02/2004  09:40:01 15 EU-02 show logging

09/02/2004  09:40:31 15 EU-02 show logging

09/02/2004  09:41:35 15 uUs-01 set logging server severi
09/02/2004  09:41:40 15  EU-02 show log

09/02/2004  09:41:49 15 EU-02 show logging

09/02/2004  09:42:10 15 uUs-01 set logging server severi
09/02/2004 09:42:24 15 Us-o01 set logging server severi
09/02/2004 09:42:46 15 EU-02 show logging

09/02/2004 09:43:06 15 Us-01 set logging server severi
09/02/2004 09:43:18 15 Us-01 set logging severity
09/02/2004  09:43:27 15 Us-01 set logging server severi
09/02/2004  09:43:33 15  EU-02 show logging

09/02/2004  09:52:55 15 US-01 set logging

09/02/2004 09:53:09 15 EU-02 show logging

09/02/2004 09:54:00 15 US-01 set logging server bbbsev
09/02/2004  09:54:32 15 US-01 set logging server
09/02/2004  09:55:23 15 uUs-01 set logging facility sysl
09/02/2004  09:58:22 15 EU-02 show logging

09/02/2004  10:04:06 15 EU-02 clear syslog server 192.9
09/02/2004  10:04:20 15 EU-02 clear syslog server 192.9
09/02/2004 10:06:07 15 EU-02 clear syslog server 192.9
09/02/2004 10:06:25 15 EU-02 clear logging server
09/02/2004 10:06:49 15 EU-02 clear logging server 192.
09/02/2004  10:07:13 15  EU-02 clear sy

09/02/2004 10:07:21 15 EU-02 show logging

09/02/2004 10:07:53 15 EU-02 show proc cpu
09/02/2004 11:16:41 15 Us-01 set syslog server
09/02/2004 11:16:49 15 US-01 set logging

09/02/2004 11:17:37 15 US-01 set logging server 192.96
09/02/2004 11:17:45 15 EU-02 show logging

09/02/2004 11:19:33 15  EU-02 show vip

09/02/2004  11:19:39 15  EU-02 show vlan

09/02/2004  11:21:33 15 EU-02 show logging

09/02/2004  11:21:58 15 EU-02 show logging buffer
09/02/2004  11:29:21 15  EU-02 show logging

09/02/2004  11:33:41 15 EU-02 show logging

09/02/2004  11:34:50 15 EU-02 clear logging server
09/02/2004 11:35:19 15 EU-02 clear logging server 192.
09/02/2004 11:37:26 15 Us-01 set logging server 192.96
09/02/2004 11:37:32 15 EU-02 show logging

09/02/2004 11:37:49 15 EU-02 show logging

09/02/2004 11:38:03 15 EU-02 show logging buffer
09/02/2004  11:40:00 15 EU-02 show users

09/02/2004  11:40:19 15 EU-02 show sessions
09/02/2004  11:40:27 15 EU-02 show session
09/02/2004  11:40:32 15 EU-02 show sessios
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Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

rpearce (Group 2)

Chronological list of cmds issued by
each user for the selected Priv-Ivl

Date Time Priv-lvl Access Device Cmd

09/02/2004  11:41:56 15  EU-02 disable

09/02/2004 11:43:24 15  EU-02 clear

09/02/2004  11:43:53 15 EU-02 show users show users
09/02/2004  11:44:26 15 EU-02 show users

09/02/2004  11:44:35 15 EU-02 show logging buffer
09/02/2004 11:58:08 15 EU-02 show logging
09/02/2004 12:03:39 15 US-01 set logging server severi
09/02/2004 12:04:23 15 EU-02 show logging buffer
09/02/2004 12:24:13 15 US-01 set logging server severi
09/02/2004 12:24:27 15 uUs-01 set logging server severi
09/02/2004 12:24:36 15 EU-02 show proc cpu
09/02/2004 12:28:44 15 EU-02 show logging
09/02/2004 12:29:22 15 EU-02 clear logging server 192.
09/02/2004 12:31:45 15 Us-o01 set logging server 192.96
09/02/2004 12:37:38 15 EU-02 show session
09/02/2004 12:37:57 15 EU-02 disconnect session
09/02/2004  12:38:37 15  EU-02 clear line

09/02/2004 12:38:42 15 EU-02 show sessions
09/02/2004 12:39:10 15  EU-02 show sessions
09/02/2004  12:48:03 15  EU-02 clear

09/02/2004 12:48:09 15 EU-02 show logging
09/02/2004 13:05:18 15 EU-02 show logging
09/02/2004 13:05:43 15 EU-02 show logging
09/02/2004  13:33:22 15 EU-02 show logging
09/02/2004  13:33:35 15 EU-02 show logging
09/02/2004  13:33:54 15 EU-02 show logging
09/02/2004  13:36:24 15 EU-02 clear logging server 192.
09/02/2004 13:56:19 15 EU-02 show logging
09/02/2004 13:56:49 15 EU-02 show logging
09/02/2004  13:58:27 15 EU-02 show logging
10/02/2004  09:41:55 15 EU-02 show logging
10/02/2004  09:43:27 15 EU-02 show logging buffer
10/02/2004  09:44:13 15 EU-02 show logging
10/02/2004  09:44:49 15 Us-01 set logging server 192.96
10/02/2004  09:44:55 15 EU-02 show logging
10/02/2004  09:46:59 15 US-01 set logging

10/02/2004  09:47:17 15 US-01 set logging server severi
10/02/2004  09:47:26 15 EU-02 show proc cpu
10/02/2004  09:47:37 15 EU-02 show proc cpu
10/02/2004  09:47:48 15 EU-02 show proc cpu
10/02/2004  09:48:02 15 EU-02 show logging
10/02/2004  09:48:42 15 EU-02 show proc cpu
10/02/2004  09:48:46 15 EU-02 show proc cpu
10/02/2004  09:50:30 15 EU-02 show proc cpu
10/02/2004  09:51:35 15 EU-02 show loggingbuffer
10/02/2004 09:51:44 15 EU-02 show logging buffer
10/02/2004 09:52:21 15 EU-02 show logging
10/02/2004  09:53:04 15 EU-02 show logging buffer
10/02/2004  09:54:15 15  EU-02 show port

10/02/2004  09:54:28 15  EU-02 show port 5

10/02/2004  09:54:49 15  EU-02 show port

10/02/2004 09:56:14 15  EU-02 show port 5/45
10/02/2004  09:56:23 15  EU-02 show port 4
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10/02/2004 09:56:31 15 EU-02 show port 5

10/02/2004 09:56:57 15 Us-01 set port enable 5/45
10/02/2004 09:57:15 15 EU-02 show port 5/45
10/02/2004 09:57:33 15 EU-02 show port 5

10/02/2004  09:58:09 15 US-01 set port enable
10/02/2004 09:58:21 15 US-01 set port disable 5/45
10/02/2004 09:58:31 15 EU-02 show port 5

10/02/2004  09:59:48 15 EU-02 show proc cpu

10/02/2004 10:00:23 15 EU-02 show logging

10/02/2004  10:00:43 15 US-01 set logging server severi
10/02/2004  10:00:48 15 EU-02 show logging

rweaver (Group 1)

Date Time Priv-lvl Access Device Cmd

05/02/2004 13:56:19 15 EU-02 show port

rwoodley (Group 2)

Date Time Priv-lvl Access Device Cmd

24/01/2004 07:33:29 15 EU-02 aaa accounting update per
24/01/2004 07:33:30 15 EU-02 line console 0 <cr>
24/01/2004 07:34:57 15 EU-02 login authentication no_t
24/01/2004 07:36:15 15 EU-02 copy running-config start
27/01/2004 07:34:13 15 Us-02 line console 0 <cr>
27/01/2004 07:34:13 15 Us-02 aaa accounting update per
27/01/2004 07:34:15 15 Us-02 login authentication no_t
27/01/2004 07:34:32 15 Us-02 copy running-config start
28/01/2004 07:31:19 15 Us-02 line console 0 <cr>
28/01/2004 07:31:19 15 USs-02 aaa accounting update per
28/01/2004 07:31:21 15 US-02 login authentication no_t
28/01/2004 07:31:28 15 US-02 copy running-config start
28/01/2004 07:32:27 15 Us-02 line console 0 <cr>
28/01/2004 07:32:27 15 Us-02 aaa accounting update per
28/01/2004 07:32:29 15 Us-02 login authentication no_t
28/01/2004 07:32:36 15 Us-02 copy running-config start
29/01/2004 07:35:59 15 Us-o01 set accounting suppress n
29/01/2004 07:36:00 15 US-01 set accounting update per
29/01/2004 07:38:46 15 DE-01 set accounting suppress n
29/01/2004 07:38:49 15 DE-01 set accounting update per
29/01/2004 07:41:20 15 DE-01 set accounting suppress n
29/01/2004 07:41:23 15 DE-01 set accounting update per
29/01/2004 07:44:01 15 DE-01 set accounting suppress n
29/01/2004 07:44:04 15 DE-01 set accounting update per
30/01/2004 07:29:54 15 DE-01 set accounting suppress n
30/01/2004  07:30:00 15 DE-01 set accounting update per
30/01/2004  07:30:45 15 DE-01 set accounting suppress n
30/01/2004  07:30:49 15 DE-01 set accounting update per
30/01/2004 07:31:37 15 Us-o01 set accounting suppress n
30/01/2004 07:31:40 15 US-01 set accounting update per
30/01/2004 07:32:30 15 Us-o01 set accounting suppress n
30/01/2004 07:32:33 15 US-01 set accounting update per
30/01/2004 07:33:39 15 DE-01 set accounting suppress n
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rwoodley (Group 2)

Date Time

Cmd

Chronological list of cmds issued by
each user for the selected Priv-Ivl

30/01/2004 07:33:44
30/01/2004 11:06:24
30/01/2004  11:06:25
30/01/2004 11:06:27
30/01/2004 11:11:55
30/01/2004 11:11:56
30/01/2004 11:11:58
30/01/2004 11:30:54
30/01/2004  11:30:55
30/01/2004  11:30:56
02/02/2004 08:47:35
02/02/2004  08:47:40
02/02/2004  08:48:04
02/02/2004  08:48:09
08/02/2004  09:51:01
08/02/2004  09:51:02
08/02/2004  09:51:02
08/02/2004  09:51:03
08/02/2004  09:51:06
08/02/2004  09:54:00
08/02/2004  09:55:14
08/02/2004  09:55:15
08/02/2004 09:55:16
08/02/2004  09:55:17
08/02/2004  09:55:20
08/02/2004  09:55:51
08/02/2004  09:59:04
08/02/2004  09:59:04
08/02/2004  09:59:05
08/02/2004  09:59:06
08/02/2004  09:59:08
08/02/2004  09:59:36
08/02/2004  10:41:31
08/02/2004  10:41:37
08/02/2004  10:46:40
08/02/2004  10:46:41
08/02/2004  10:46:41
08/02/2004 10:46:42
08/02/2004 10:46:45
08/02/2004 10:47:16
08/02/2004 10:49:18
08/02/2004  10:49:19
08/02/2004  10:49:19
08/02/2004  10:50:27
09/02/2004  09:04:04
09/02/2004  09:04:05
09/02/2004  09:04:06
09/02/2004  09:04:06
09/02/2004 09:04:14
09/02/2004  09:05:40
09/02/2004  09:10:31
09/02/2004  09:10:31
09/02/2004  09:10:32

Priv-lvl Access Device
15 DE-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 Us-01
15 Us-01
15 Us-o01
15 Us-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 PS-01
15 PS-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 PS-01
15 PS-01
15 PS-01
15 PS-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01
15 EU-01

set accounting update per
aaa accounting update per
line console 0 <cr>

login authentication no_t
aaa accounting update per
line console 0 <cr>

login authentication no_t
aaa accounting update per
line console 0 <cr>

login authentication no_t
set accounting suppress n
set accounting update per
set accounting suppress n
set accounting update per
aaa accounting update per
login authentication no_t
line console 0 <cr>

line aux 0 <cr>

login authentication no_t
copy running-config start
aaa accounting update per
line console 0 <cr>

login authentication no_t
line aux 0 <cr>

login authentication no_t
copy running-config start
aaa accounting update per
line console 0 <cr>

login authentication no_t
line aux 0 <cr>

login authentication no_t
copy running-config start
set accounting suppress n
set accounting update per
aaa accounting update per
line console 0 <cr>

login authentication no_t
line aux 0 <cr>

login authentication no_t
copy running-config start
aaa accounting update per
line console 0 <cr>

login authentication no_t
copy running-config start
aaa accounting update per
line console 0 <cr>

login authentication no_t
line aux 0 <cr>

login authentication no_t
copy running-config start
aaa accounting update per
line console 0 <cr>

login authentication no_t
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Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Priv-Ivl 15

Chronological list of cmds issued by
each user for the selected Priv-Ivl

rwoodley (Group 2)

Date Time Priv-lvl Access Device Cmd

09/02/2004  09:10:33 15 EU-01 line aux 0 <cr>

09/02/2004 09:10:38 15 EU-01 login authentication no_t
09/02/2004 09:11:34 15 EU-01 copy running-config start
09/02/2004 09:13:52 15 PS-01 aaa accounting update per
09/02/2004  09:13:53 15 PS-01 line console 0 <cr>
09/02/2004  09:14:05 15 PS-01 login authentication no_t
09/02/2004 09:15:01 15 PS-01 copy running-config start
09/02/2004 09:17:49 15 PS-01 aaa accounting update per
09/02/2004 09:17:50 15 PS-01 line console 0 <cr>
09/02/2004 09:17:54 15 PS-01 login authentication no_t
09/02/2004 09:18:33 15 PS-01 copy running-config start
09/02/2004  09:19:53 15 PS-01 aaa accounting update per
09/02/2004 09:19:54 15 PS-01 line console 0 <cr>
09/02/2004 09:19:57 15 PS-01 login authentication no_t
09/02/2004  09:20:25 15 PS-01 copy running-config start
09/02/2004  09:23:40 15 PS-01 aaa accounting update per
09/02/2004  09:23:41 15 PS-01 line console 0 <cr>
09/02/2004 09:23:43 15 PS-01 login authentication no_t
09/02/2004 09:24:16 15 PS-01 copy running-config start
09/02/2004  09:29:49 15 EU-01 aaa accounting update per
09/02/2004  09:29:50 15 EU-01 login authentication no_t
09/02/2004  09:29:50 15 EU-01 line console 0 <cr>
09/02/2004  09:29:51 15 EU-01 line aux 0 <cr>

09/02/2004 09:29:51 15 EU-01 login authentication no_t
09/02/2004  09:30:02 15 EU-01 copy running-config start
11/02/2004  08:44:10 15 EU-01 aaa accounting update per
11/02/2004 08:44:10 15 EU-01 line console 0 <cr>
11/02/2004 08:44:11 15 EU-01 login authentication no_t
11/02/2004  08:44:11 15 EU-01 line aux 0 <cr>

11/02/2004 08:44:23 15 EU-01 login authentication no_t
11/02/2004 08:45:16 15 EU-01 copy running-config start
11/02/2004 08:46:24 15 EU-01 line console 0 <cr>
11/02/2004 08:46:24 15 EU-01 aaa accounting update per
11/02/2004  08:46:25 15 EU-01 login authentication no_t
11/02/2004 08:46:26 15 EU-01 line aux 0 <cr>

11/02/2004 08:46:28 15 EU-01 login authentication no_t
11/02/2004 08:47:12 15 EU-01 copy running-config start
11/02/2004  08:47:26 15 EU-01 show running-config <cr>
11/02/2004  08:48:08 15 EU-01 line console 0 <cr>
11/02/2004  08:48:08 15 EU-01 aaa accounting update per
11/02/2004  08:48:09 15 EU-01 line aux 0 <cr>

11/02/2004 08:48:09 15 EU-01 login authentication no_t
11/02/2004 08:48:11 15 EU-01 login authentication no_t
11/02/2004  08:49:04 15 EU-01 copy running-config start
11/02/2004 08:50:54 15 PS-01 aaa accounting update per
11/02/2004  08:50:55 15 PS-01 line console 0 <cr>
11/02/2004  08:51:11 15 PS-01 login authentication no_t
11/02/2004  08:52:07 15 PS-01 copy running-config start
11/02/2004  08:53:07 15 PS-01 aaa accounting update per
11/02/2004  08:53:08 15 PS-01 line console 0 <cr>
11/02/2004 08:53:14 15 PS-01 login authentication no_t
11/02/2004 08:53:18 15 PS-01 show running-config <cr>
11/02/2004  08:53:54 15 PS-01 copy running-config start
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rwoodley (Group 2)

Date Time Priv-lvl Access Device Cmd

11/02/2004  08:54:58 15 PS-01 aaa accounting update per
11/02/2004  08:54:59 15 PS-01 line console 0 <cr>
11/02/2004  08:55:01 15 PS-01 login authentication no_t
11/02/2004  08:55:04 15 PS-01 show running-config <cr>
11/02/2004  08:55:51 15 PS-01 copy running-config start
sballard (Group 2)

Date Time Priv-lvl Access Device Cmd

27/01/2004 10:57:33 15 US-02 write terminal <cr>
28/01/2004 12:20:41 15 Us-02 write terminal <cr>
28/01/2004 12:23:22 15 Us-02 write network <cr>
29/01/2004 11:06:59 15 EU-02 write terminal <cr>
02/02/2004 10:02:22 15 EU-02 write terminal <cr>
02/02/2004 10:03:16 15 EU-02 write terminal <cr>
02/02/2004  10:05:37 15 EU-02 write terminal <cr>
06/02/2004 15:31:34 15 uUs-02 write terminal <cr>
06/02/2004  15:34:01 15 uUs-02 write terminal <cr>
10/02/2004 16:14:51 15 EU-02 clear cam dynamic
sbarnet (Group 2)

Date Time Priv-lvl Access Device Cmd

30/01/2004 07:20:42 15 SW-01 show version

30/01/2004 12:32:04 15 PS-01 show running-config <cr>
30/01/2004 12:32:46 15 PS-01 show running-config <cr>
30/01/2004 12:33:34 15 PS-01 show running-config <cr>
02/02/2004 11:36:04 15 EU-02 show version

06/02/2004 14:27:40 15 PS-01 show running-config <cr>
sbhoyes (Group 2)

Date Time Priv-lvl Access Device Cmd

24/01/2004  09:04:32 15 EU-02 show running-config <cr>
24/01/2004 09:06:44 15 EU-02 show running-config <cr>
24/01/2004  09:07:21 15 EU-02 show running-config <cr>
24/01/2004  09:40:04 15 EU-02 show running-config <cr>
24/01/2004 09:46:01 15 EU-02 show running-config <cr>
24/01/2004 10:39:45 15 EU-02 show running-config <cr>
24/01/2004 10:40:10 15 EU-02 show running-config <cr>
24/01/2004  10:40:50 15 EU-02 show running-config <cr>
24/01/2004  10:41:20 15 EU-02 show running-config <cr>
24/01/2004  11:09:05 15 EU-02 show running-config <cr>
24/01/2004  11:09:23 15 EU-02 show running-config <cr>
24/01/2004  11:11:33 15 EU-02 show running-config <cr>
24/01/2004 11:26:30 15 EU-02 show running-config <cr>
24/01/2004  14:09:25 15 EU-02 show top

24/01/2004 14:18:09 15 EU-02 show port 5/12
26/01/2004 09:45:07 15 Us-01 show cdp neighbors
26/01/2004 10:34:14 15 EU-02 show running-config <cr>
26/01/2004 11:48:13 15 EU-02 show running-config <cr>
26/01/2004 12:13:13 15 Us-01 show cam dynamic
26/01/2004 12:14:20 15 US-01 show cam dynamic
26/01/2004 12:18:57 15 EU-02 show mac
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Chronological list of cmds issued by
each user for the selected Priv-Ivl

sboyes (Group 2)

Date Time Priv-lvl Access Device Cmd

26/01/2004 12:19:13 15 Us-o1 show cam dynamic
26/01/2004 12:28:36 15  US-01 show cam dynamic
26/01/2004 12:29:06 15 EU-02 show port 2/25
26/01/2004 14:13:03 15 EU-02 show spantree
26/01/2004 14:13:15 15 EU-02 show spantree statistics
26/01/2004 14:13:27 15 EU-02 show spantree summary
26/01/2004 14:20:32 15  EU-02 show port

26/01/2004 14:26:48 15  US-01 set vlan 725 12/23
26/01/2004 14:26:55 15  EU-02 show port 12

26/01/2004 14:34:25 15 EU-02 telnet 192.111.191.5
26/01/2004 14:34:50 15  EU-02 show port

26/01/2004 14:35:52 15  US-01 ping 192.712.185.240
26/01/2004 14:36:10 15  US-01 ping 192.712.185.254
26/01/2004 14:36:15 15  US-01 ping 192.712.185.240
26/01/2004 14:37:57 15 EU-02 show spantree summary
26/01/2004 14:42:51 15  EU-02 show port

26/01/2004  15:00:22 15  US-01 quit

27/01/2004 10:11:16 15 EU-02 show service-module <cr>
27/01/2004 10:12:17 15  EU-02 show service-module Seria
27/01/2004 11:14:01 15 EU-02 show running-config <cr>
27/01/2004 11:15:25 15 EU-02 show running-config <cr>
27/01/2004 11:17:24 15 EU-02 show running-config <cr>
27/01/2004  11:18:31 15 EU-02 show running-config <cr>
27/01/2004 11:18:56 15 EU-02 show running-config <cr>
27/01/2004 11:21:02 15 EU-02 show running-config <cr>
27/01/2004 11:28:28 15 EU-02 show running-config <cr>
27/01/2004  11:33:23 15 EU-02 show running-config <cr>
27/01/2004  11:34:11 15 EU-02 show running-config <cr>
27/01/2004 11:35:15 15 EU-02 show running-config <cr>
29/01/2004 09:17:47 15 Us-01 show cdp neighbors
29/01/2004 09:18:29 15 Us-01 show cdp neighbors detail
29/01/2004 12:07:50 15 EU-02 show running-config <cr>
29/01/2004 12:08:08 15 EU-02 show running-config <cr>
29/01/2004 15:22:10 15 EU-02 show running-config <cr>
30/01/2004 09:19:28 15 EU-02 show running-config <cr>
30/01/2004 09:46:27 15 EU-02 show running-config <cr>
30/01/2004  10:43:02 15 EU-02 show running-config <cr>
30/01/2004  10:43:40 15 EU-02 show running-config <cr>
30/01/2004  10:45:20 15 EU-02 show running-config <cr>
30/01/2004  10:45:58 15 EU-02 show running-config <cr>
30/01/2004  10:50:49 15 EU-02 show running-config <cr>
30/01/2004 10:51:19 15 EU-02 show running-config <cr>
30/01/2004 10:54:45 15 EU-02 show running-config <cr>
30/01/2004 11:02:28 15 EU-02 show running-config <cr>
30/01/2004 11:03:19 15 EU-02 show running-config <cr>
30/01/2004 16:45:35 15 Us-01 show cdp neighbors detail
30/01/2004 16:46:44 15 Us-01 show cdp neighbors
30/01/2004 16:46:51 15 Us-01 show cdp neighbors
30/01/2004 16:49:07 15 US-01 show cdp neighbors detail
02/02/2004 09:19:48 15  EU-02 show port 2

02/02/2004 09:19:54 15  EU-02 show port 2

02/02/2004  09:20:43 15 us-01 set port name 2/20 Borg_1
02/02/2004 09:21:15 15 us-01 set port name 2/19 Simwor
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02/02/2004 09:21:19 15 EU-02 show port 2

02/02/2004 12:19:47 15 EU-02 show running-config <cr>
02/02/2004 12:20:00 15 EU-02 show running-config <cr>
02/02/2004 12:20:30 15 EU-02 show running-config <cr>
02/02/2004 12:21:55 15 EU-02 show running-config <cr>
02/02/2004 12:22:38 15 EU-02 show running-config <cr>
02/02/2004 12:23:28 15 EU-02 show running-config <cr>
02/02/2004 13:56:15 15 EU-02 show running-config <cr>
02/02/2004 13:57:35 15 EU-02 show running-config <cr>
02/02/2004 14:18:42 15 EU-02 show running-config <cr>
02/02/2004 14:19:34 15 EU-02 show running-config <cr>
02/02/2004  14:20:37 15 EU-02 show running-config <cr>
02/02/2004 14:24:21 15 EU-02 show vlan

02/02/2004  14:33:38 15 EU-02 show port

02/02/2004 14:36:56 15 EU-02 show proc dpu
02/02/2004  14:37:03 15 EU-02 show proc cpu
02/02/2004  14:37:38 15 EU-02 show protocolfilter cpu
02/02/2004  14:37:55 15 EU-02 show proc cpu
02/02/2004 15:18:52 15 EU-02 show running-config <cr>
03/02/2004  09:05:00 15 EU-02 show running-config <cr>
03/02/2004 09:23:17 15 EU-02 show ip ospf request-list
03/02/2004  14:31:00 15 Us-01 ping 192.99.224.240
03/02/2004  14:31:38 15 us-01 ping 192.99.224.254
03/02/2004  14:31:43 15 EU-02 show port

03/02/2004 14:32:59 15 EU-02 show port 6

03/02/2004 14:34:58 15 EU-02 show port

03/02/2004 14:36:55 15 EU-02 show port 2/6
03/02/2004 14:37:04 15 EU-02 show port 2/22
03/02/2004 14:37:23 15 EU-02 show port 2/22
03/02/2004  14:37:31 15 EU-02 show port

03/02/2004 14:37:52 15 EU-02 show port counters
03/02/2004 14:38:27 15 EU-02 show port 2/13
03/02/2004  14:39:11 15 Us-01 ping 192.99.225.145
03/02/2004 14:39:24 15 Us-01 ping 192.99.225.145
03/02/2004  14:39:43 15 EU-02 show port

03/02/2004 14:43:45 15 EU-02 clear counters
03/02/2004 14:45:10 15 EU-02 show port counters
03/02/2004 14:45:51 15 EU-02 show port

03/02/2004 14:46:20 15 EU-02 show port 2/22
03/02/2004 14:46:57 15 EU-02 show port

03/02/2004 14:47:21 15 EU-02 show port 2/20
03/02/2004 14:47:33 15 EU-02 show port 2/21
03/02/2004  14:51:31 15 EU-02 show port

03/02/2004 14:51:46 15 EU-02 show port 2/6
03/02/2004  14:52:00 15 EU-02 show port 2/23
03/02/2004  14:53:05 15 EU-02 show port

03/02/2004  14:53:33 15 EU-02 show port 2/22
03/02/2004  14:53:41 15 EU-02 show port 2/36
03/02/2004  14:53:55 15 EU-02 clear counters
03/02/2004  14:53:59 15 EU-02 show port 2/36
03/02/2004 14:56:44 15 EU-02 show port 2/36
03/02/2004 14:56:56 15 EU-02 show port 2/36
03/02/2004 14:57:10 15 EU-02 show port 2/22
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03/02/2004  14:57:59
03/02/2004  14:58:39
03/02/2004  15:00:07
03/02/2004  15:00:15
03/02/2004  15:03:58
03/02/2004  15:05:11
03/02/2004  15:05:38
03/02/2004  15:06:13
03/02/2004 15:11:58
03/02/2004 15:12:07
03/02/2004 15:13:17
03/02/2004  15:13:20
03/02/2004  15:14:43
03/02/2004  15:15:11
03/02/2004 15:16:24
03/02/2004 15:16:34
03/02/2004  15:18:59
03/02/2004 15:19:18
03/02/2004  15:19:31
03/02/2004 15:19:46
03/02/2004  15:20:06
03/02/2004  15:20:17
03/02/2004  15:20:30
03/02/2004  15:20:38
03/02/2004  15:20:49
03/02/2004  15:20:53
03/02/2004 15:21:34
03/02/2004 15:21:44
03/02/2004 15:21:58
03/02/2004  15:22:03
03/02/2004  15:22:09
03/02/2004 15:23:19
03/02/2004  15:25:29
03/02/2004 15:25:40
03/02/2004 15:25:45
03/02/2004  15:29:57
03/02/2004  15:33:04
03/02/2004  15:43:46
03/02/2004 15:45:44
03/02/2004 15:46:11
03/02/2004 15:46:27
03/02/2004  15:46:40
03/02/2004  15:46:45
03/02/2004  15:52:07
03/02/2004  15:52:24
03/02/2004 15:54:14
03/02/2004  15:55:05
03/02/2004  15:55:23
03/02/2004  15:55:28
03/02/2004  15:58:01
03/02/2004  15:58:56
03/02/2004 15:59:13
03/02/2004  15:59:38

15 Us-01
15 uUs-01
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 US-01
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 uUs-01
15 EU-02
15 US-01
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 US-01
15 US-01
15 Us-01
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02

show config 2
show config 2
show port 2/22
show port 2/36
show port counters
show port counters
show port 2

show config

show port 2/22
show port 2/36
show traffic

show top

show port

show port 2/24
show port 2/25
show port 2/24
show port

show port 2/22

set port speed 2/22 10
show port 2/22

set port duplex 2/22 half
show port 2/22
clear counters
show port 2/22
clear counters
show port 2/22
show port 2/22
show port

show port 2/6
show port 2/6
show port 2/22
show port 2/22
show port 2/22
show port 2/6
show port 2/22
show port 2

show port

show proc cpu
show port

set port speed 2/22 100
set port speed

set port duplex 2/22 full
show port 2

show port 2

clear counters
clear counters
show port

show port 2/22
show port 2/23
show port 2/23
show port 2

show port 2

clear counters
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03/02/2004  15:59:42 15  EU-02 show port

03/02/2004  16:00:07 15  EU-02 show port 2/20
03/02/2004  16:00:44 15  EU-02 show port 2/20
03/02/2004  16:01:01 15  EU-02 show port 2/20
03/02/2004 16:02:14 15  EU-02 show port 2/20
03/02/2004 16:03:26 15 EU-02 show port

03/02/2004 16:09:29 15  EU-02 exit

05/02/2004 12:52:47 15 US-01 show cdp neighbors
05/02/2004  14:02:29 15 EU-02 show running-config <cr>
05/02/2004  14:03:41 15 uUs-01 show config all
05/02/2004 14:04:28 15  EU-02 show port

05/02/2004  14:05:30 15  US-01 set vlan 393 7/21
05/02/2004  14:05:47 15  US-01 set vlan 403 7/22
05/02/2004  14:05:51 15  EU-02 show port

05/02/2004 14:07:23 15  EU-02 show port 7

05/02/2004  14:07:59 15  US-01 set port name 7/21 BC80 L
05/02/2004  14:08:10 15  US-01 set port name 7/22 BC80 L
05/02/2004  14:08:14 15  EU-02 show port 7

05/02/2004 14:35:12 15 Us-01 show cdp neighbors
05/02/2004 14:35:40 15 Us-01 show cdp neighbors detail
05/02/2004 14:36:11 15 US-01 show cdp neighbors
05/02/2004  14:37:41 15 EU-02 show module

05/02/2004 14:37:51 15 EU-02 show module

05/02/2004  14:37:59 15  US-01 session 3

05/02/2004  14:38:22 15 EU-02 show running-config <cr>
05/02/2004  14:38:42 15 EU-02 show running-config <cr>
05/02/2004  14:39:18 15 uUs-01 show cdp neighbors
05/02/2004 15:04:25 15 EU-02 show running-config <cr>
05/02/2004  15:05:32 15 EU-02 show running-config <cr>
05/02/2004 15:06:39 15 EU-02 show running-config <cr>
05/02/2004  15:19:31 15 EU-02 show running-config <cr>
05/02/2004 17:19:23 15 EU-02 show running-config <cr>
05/02/2004 17:19:54 15 EU-02 show running-config <cr>
05/02/2004 17:20:45 15 EU-02 show running-config <cr>
06/02/2004 08:58:17 15 EU-02 show running-config <cr>
06/02/2004 09:01:59 15 EU-02 show running-config <cr>
06/02/2004  09:03:51 15 EU-02 show running-config <cr>
06/02/2004 10:10:48 15 EU-02 show running-config <cr>
06/02/2004 10:18:19 15 uUs-01 show cdp neighbors
06/02/2004 10:21:26 15 uUs-01 show cdp neighbors detail
06/02/2004  10:23:30 15 EU-02 show running-config <cr>
06/02/2004 10:27:17 15 EU-02 copy running-config slot0
06/02/2004 10:32:51 15 EU-02 copy flash: tftp <cr>
06/02/2004 10:33:17 15 EU-02 copy flash: tftp <cr>
06/02/2004  10:34:59 15 EU-02 copy flash: tftp <cr>
06/02/2004 10:36:23 15 EU-02 copy running-config: tftp
06/02/2004 10:37:08 15 EU-02 copy running-config tftp:
06/02/2004 10:37:31 15 EU-02 copy running-config tftp
06/02/2004 10:46:03 15 US-01 show cdp neighbors
06/02/2004 10:47:22 15 US-01 show cdp neighbors detail
06/02/2004 10:48:39 15 US-01 show cdp neighbors detail
06/02/2004  10:49:25 15 uUs-01 show cdp neighbors
06/02/2004 10:58:24 15 uUs-01 show cdp neighbors
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06/02/2004 11:02:13 15 Us-o1 show cdp neighbors
06/02/2004 11:29:54 15  US-01 show cp nei det
06/02/2004  11:30:11 15 Us-01 show cdp neighbors detail
06/02/2004  11:44:02 15 EU-02 show running-config <cr>
06/02/2004  13:37:03 15 US-01 show cdp neighbors detail
06/02/2004  14:38:27 15 US-01 show config all
06/02/2004 14:38:43 15 US-01 show config all
06/02/2004 14:40:24 15  EU-02 show port

06/02/2004 14:42:14 15  US-01 set port 5/13 100
06/02/2004 14:42:26 15 US-01 set port speed 5/13 100
06/02/2004 14:42:39 15  EU-02 show port

06/02/2004 14:43:24 15 EU-02 show port counters 5/13
06/02/2004 14:43:52 15 EU-02 clear counters
06/02/2004 14:44:04 15 EU-02 show port counters 5/13
06/02/2004 14:49:57 15 EU-02 show vlan

06/02/2004 14:50:28 15  EU-02 show vlan

06/02/2004 15:33:44 15 DE-01 show configuration <cr>
06/02/2004  15:35:30 15  EU-02 show port

06/02/2004  15:35:55 15  EU-02 show vlan

06/02/2004  15:36:05 15  EU-02 show trunk

06/02/2004 15:36:43 15  EU-02 show port

06/02/2004  15:38:49 15  US-01 ping 192.712.253.240
06/02/2004  15:40:04 15  EU-02 show port 4/19
06/02/2004 15:40:26 15  US-01 ping 192.712.253.254
06/02/2004  15:41:05 15  EU-02 show o 4/19

06/02/2004 15:41:10 15  EU-02 show port 4/19
06/02/2004 15:42:21 15  US-01 set port duplex 4/19 half
06/02/2004 15:42:57 15 EU-02 show port 4

06/02/2004  15:45:00 15 US-01 set port speed 4/19 10
06/02/2004 15:45:20 15 Us-01 set port duplex 4/19 full
06/02/2004 15:45:24 15  EU-02 show port 4

06/02/2004 15:46:27 15 US-01 set port speed 4/19 100
06/02/2004 15:46:34 15  EU-02 show port 4

06/02/2004 15:48:26 15 Us-01 set vlan 251 4/19
06/02/2004  15:48:31 15  EU-02 show port 4

06/02/2004 15:48:51 15  EU-02 show port 4

06/02/2004  15:49:11 15  US-01 set vlan 251 4/25
06/02/2004 15:49:16 15  EU-02 show port 4

06/02/2004  15:49:40 15  US-01 set port speed 4/25 100
06/02/2004  15:49:50 15  US-01 set port duplex 4/25 full
06/02/2004  15:49:54 15  EU-02 show port 4

06/02/2004  15:53:00 15  US-01 ping 192.712.251.20
06/02/2004 15:53:37 15 Us-o01 show cam dynamic
06/02/2004 15:57:42 15 Us-o01 show cam dynamic
06/02/2004 15:58:22 15  EU-02 show port 4

06/02/2004  15:59:00 15  EU-02 show port 4

06/02/2004  16:00:09 15  EU-02 show port 4

06/02/2004 16:08:22 15 Us-01 set port duplex 4/19 half
06/02/2004 16:08:37 15  EU-02 show port 4

06/02/2004 16:09:53 15 US-01 set port speed 4/19 auto
06/02/2004 16:10:03 15 US-01 set port duplex 4/19 auto
06/02/2004  16:10:09 15  EU-02 show port 4

06/02/2004 16:10:29 15 US-01 set port duplex 4/19 auto
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09/02/2004  09:35:40 15 EU-02 show running-config <cr>
09/02/2004 11:44:42 15  EU-02 show vlan

09/02/2004  12:05:11 15  EU-02 show vlan

09/02/2004 12:09:57 15 EU-02 show running-config <cr>
09/02/2004 12:16:31 15 EU-02 show running-config <cr>
09/02/2004  13:00:28 15 EU-02 show port

09/02/2004 13:12:34 15  EU-02 show port

09/02/2004 16:36:37 15  EU-02 show port

09/02/2004 16:37:10 15  EU-02 show port

09/02/2004 16:37:57 15  US-01 set port speed 8/19 100
09/02/2004  16:38:04 15  EU-02 show port 8/19
09/02/2004 16:38:26 15  US-01 set port duplex 8/19 full
09/02/2004  16:38:30 15  EU-02 show port 8/19
09/02/2004  16:39:25 15  EU-02 show port

09/02/2004  16:40:02 15  EU-02 show port

09/02/2004  16:40:32 15  EU-02 telnet 192.111.191.4
09/02/2004 16:40:48 15  EU-02 show port

10/02/2004  10:38:05 15  EU-02 show logging

10/02/2004  10:38:29 15 Us-01 show config all
10/02/2004  10:39:30 15  US-01 show config all
10/02/2004  10:41:52 15 EU-02 show logging buffer
10/02/2004 10:42:12 15 EU-02 show logging

10/02/2004 10:43:42 15 EU-02 show proc cpu
10/02/2004  10:44:24 15 us-01 set logging server 192.96
10/02/2004  10:44:42 15 US-01 show config all
10/02/2004  10:45:29 15 EU-02 show logging

10/02/2004  10:45:45 15 EU-02 show proc cpu
10/02/2004  10:46:00 15 EU-02 show logging

10/02/2004  10:46:32 15 Us-o01 show config all
10/02/2004  10:47:15 15 EU-02 show logging buffer
10/02/2004  10:47:57 15 EU-02 show logging

10/02/2004  10:49:03 15  EU-02 show run

10/02/2004  10:49:10 15 Us-01 show config alkl
10/02/2004  10:49:23 15  US-01 show

10/02/2004  10:49:30 15 US-01 show config all
10/02/2004 10:51:39 15 EU-02 show logging

10/02/2004 10:54:12 15 US-01 set logging server 192.96
10/02/2004  10:55:14 15 EU-02 show logging

10/02/2004  10:55:39 15 uUs-01 set logging server 192.96
10/02/2004  10:55:46 15 EU-02 show logging

10/02/2004  10:58:58 15 uUs-01 set logging server severi
10/02/2004  10:59:03 15 EU-02 show logging

10/02/2004  10:59:28 15 EU-02 show logging

10/02/2004  10:59:36 15 EU-02 show logging buffer
10/02/2004  11:00:27 15 EU-02 show proc cpu
10/02/2004  11:00:42 15 EU-02 show logging buffer
10/02/2004  11:00:47 15 EU-02 show logging

10/02/2004  11:03:35 15 EU-02 show run

10/02/2004  11:03:42 15 US-01 show config all
10/02/2004 11:05:53 15 EU-02 show logging buffer
10/02/2004 11:10:08 15 EU-02 show proc cpu
10/02/2004  11:10:30 15 uUs-01 show config all
10/02/2004 11:10:56 15 uUs-o1 show config all
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10/02/2004 11:20:24 15 EU-02 show proc cpu
10/02/2004 11:49:35 15 EU-02 show proc cpu
10/02/2004  11:52:38 15 EU-02 show logging buffer
10/02/2004  12:00:27 15 EU-02 show logging buffer
10/02/2004 12:01:45 15  EU-02 show port

10/02/2004  12:03:45 15  EU-02 show port

10/02/2004  12:04:29 15 US-01 set port speed 9/7 100
10/02/2004  12:04:55 15 US-01 set port duplex 9/7 full
10/02/2004  12:05:01 15  EU-02 show port 9/7
10/02/2004  12:05:22 15 EU-02 show port 9/18
10/02/2004 12:05:43 15 US-01 set port speed 9/18 100
10/02/2004  12:05:54 15  US-01 set port duplex 9/18 full
10/02/2004  12:05:58 15  EU-02 show port 9/18
10/02/2004 12:06:11 15  EU-02 show port 9/19
10/02/2004 12:06:28 15 US-01 set port speed 9/19 100
10/02/2004  12:06:37 15 Us-01 set port duplex 9/19 full
10/02/2004 12:06:41 15  EU-02 show port 9/19
10/02/2004 12:07:01 15  EU-02 show port 5/11
10/02/2004 12:07:18 15 US-01 set port speed 5/11 100
10/02/2004 12:07:30 15 Us-01 set port duplex 5/11 full
10/02/2004 12:07:35 15  EU-02 show port 5/11
10/02/2004  12:08:39 15 EU-02 show logging buffer
10/02/2004 12:08:54 15 EU-02 show logging buffer
10/02/2004  12:09:57 15 EU-02 show logging

10/02/2004 12:12:36 15 EU-02 show proc cpu
10/02/2004  12:12:47 15 EU-02 show logging

10/02/2004  12:13:43 15 EU-02 show logging buffer
10/02/2004  13:00:42 15 Us-o1 show cam dynamic
10/02/2004  13:00:57 15 Us-o01 show cam dynamic
10/02/2004  13:01:18 15 Us-01 show config all
10/02/2004  13:01:59 15  US-01 show config all
10/02/2004  13:03:54 15  US-01 show config all
10/02/2004  13:05:58 15 US-01 show config all
10/02/2004  13:07:54 15 US-01 show config all
10/02/2004 13:10:54 15 EU-02 show running-config <cr>
10/02/2004  13:12:50 15 EU-02 show running-config <cr>
10/02/2004  13:23:08 15 EU-02 show running-config <cr>
10/02/2004  13:23:34 15 EU-02 show running-config <cr>
10/02/2004  13:23:58 15 EU-02 show running-config <cr>
10/02/2004 13:26:16 15  US-01 show bootflash
10/02/2004  13:26:34 15 EU-02 show sh boot

10/02/2004  13:26:39 15  US-01 show boot

10/02/2004  13:27:07 15  US-01 show flash

10/02/2004  13:28:25 15 EU-02 show sh run

10/02/2004  13:28:32 15 EU-02 show run

10/02/2004  13:28:37 15 Us-01 show config all
10/02/2004  13:32:46 15  US-01 show boot

10/02/2004  13:33:23 15  US-01 show boot mod
10/02/2004  13:33:42 15  US-01 show boot

10/02/2004  13:33:54 15  US-01 show boot 1

10/02/2004 13:34:14 15  US-01 show boot

10/02/2004  13:34:22 15  US-01 show flash

10/02/2004  13:37:21 15 EU-02 show running-config <cr>
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10/02/2004  13:40:05
10/02/2004  13:42:51
10/02/2004  13:46:09
10/02/2004  13:46:29
10/02/2004  13:47:11
10/02/2004  13:48:45
10/02/2004  13:50:11
10/02/2004  16:48:38
10/02/2004  17:23:09

sburrows (Group 1)

15 US-01
15  EU-02
15 US-01
15 US-01
15 US-01
15  EU-02
15  EU-02
15 US-02
15  EU-02

show cam agingtime
clear arp-cache <cr>
show cam agingtime
session 15

show configuration <cr>
show running-config <cr>
configure terminal <cr>
show running-config <cr>
show port

Date Time Priv-lvl Access Device Cmd
08/02/2004 08:51:15 15  EU-02 disable
sevans (Group 1)

Date Time Priv-lvl Access Device Cmd
26/01/2004 09:58:22 15 EU-02 show port 11
03/02/2004  10:54:43 15 EU-02 show port
05/02/2004  11:39:59 15  EU-02 show port
05/02/2004 11:40:38 15  EU-02 show port
05/02/2004 11:45:12 15 EU-02 show port 9
08/02/2004  10:38:25 15  EU-02 show port
08/02/2004 11:25:29 15  EU-02 show port 10
08/02/2004 11:26:24 15 EU-02 show port
08/02/2004 11:35:59 15 EU-02 show port 10
08/02/2004 13:31:14 15 EU-02 show port 10
08/02/2004 13:32:27 15 EU-02 show port
08/02/2004 15:57:08 15 EU-02 show port 10
sfletcher (Group 2)

Date Time Priv-lvl Access Device Cmd

24/01/2004  10:33:29
24/01/2004  21:00:27
24/01/2004 21:00:59
24/01/2004 21:01:20
24/01/2004 21:01:33
24/01/2004 21:02:00
24/01/2004 21:02:18
24/01/2004 21:02:44
24/01/2004 21:03:03
24/01/2004 21:03:17
24/01/2004 21:03:36
24/01/2004 21:03:57
24/01/2004 21:04:06
24/01/2004  21:04:23
24/01/2004  21:05:03
26/01/2004  08:53:38
26/01/2004  08:56:40
26/01/2004 08:56:47
26/01/2004  08:56:50
26/01/2004 08:56:55

15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 US-01
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 US-01
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02
15 EU-02

show running-config <cr>
show running-config <cr>
show running-config <cr>
configure terminal <cr>
router eigrp 188 <cr>

no distribute-list 21 in

no distribute-list 21 in
distribute-list 22 in Ser
distribute-list 22 in Ser
router rip <cr>

no distribute-list 9 in F
distribute-list 10 in Fas
copy running-config start
show running-config <cr>
copy running-config start
show running-config <cr>
configure terminal <cr>
no access-list 9 <cr>

no access-list 21 <cr>
access-list 9 permit 192.
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26/01/2004 08:56:55 15 EU-02 access-list 9 permit 192.
26/01/2004 08:56:56 15  EU-02 access-list 9 permit 10.1
26/01/2004 08:56:56 15 EU-02 access-list 9 permit 10.1
26/01/2004 08:56:57 15 EU-02 access-list 9 permit 10.1
26/01/2004 08:56:57 15 EU-02 access-list 9 permit 10.1
26/01/2004 08:56:58 15 EU-02 access-list 9 permit 192.
26/01/2004 08:56:58 15 EU-02 access-list 21 deny 192.9
26/01/2004 08:56:59 15 EU-02 access-list 21 deny 10.10
26/01/2004 08:56:59 15 EU-02 access-list 21 deny 192.4
26/01/2004 08:57:00 15  EU-02 access-list 21 deny 10.10
26/01/2004 08:57:00 15  EU-02 access-list 21 deny 10.10
26/01/2004 08:57:01 15  EU-02 access-list 21 deny 10.10
26/01/2004 08:57:01 15  EU-02 access-list 21 deny 192.3
26/01/2004 08:57:03 15 EU-02 access-list 21 permit any
26/01/2004 08:57:06 15 EU-02 show running-config <cr>
26/01/2004 08:57:29 15 EU-02 show running-config <cr>
26/01/2004 08:57:36 15 EU-02 configure terminal <cr>
26/01/2004 08:57:44 15 Us-01 router eigrp 188 <cr>
26/01/2004 08:57:53 15  EU-02 no distribute-list 22 in
26/01/2004  08:58:01 15  EU-02 distribute-list 21 in Ser
26/01/2004 08:58:11 15 EU-02 no distribute-list 22 in
26/01/2004 08:58:19 15 EU-02 distribute-list 21 in Ser
26/01/2004 08:58:25 15 US-01 router rip <cr>
26/01/2004 08:58:34 15  EU-02 no distribute-list 10 in
26/01/2004 08:58:56 15  EU-02 distribute-list 9 in Fast
26/01/2004  08:59:01 15 EU-02 copy running-config start
26/01/2004  08:59:17 15 EU-02 show running-config <cr>
26/01/2004 08:59:41 15 EU-02 copy running-config start
26/01/2004 09:03:27 15 EU-02 copy running-config start
26/01/2004 09:03:40 15 EU-02 show running-config <cr>
26/01/2004 09:03:57 15 EU-02 copy running-config start
28/01/2004 09:24:43 15 Us-02 show running-config <cr>
28/01/2004  16:39:31 15 Us-02 show running-config <cr>
02/02/2004 13:42:23 15 Us-02 show running-config <cr>
02/02/2004 13:43:04 15 Us-02 show running-config <cr>
02/02/2004 13:47:41 15 SW-01 show running-config <cr>
02/02/2004  13:48:53 15 SW-01 show running-config <cr>
02/02/2004  13:50:48 15  SW-01 show running-config <cr>
02/02/2004  13:52:08 15 us-02 show running-config <cr>
02/02/2004  14:00:48 15  SW-01 show running-config <cr>
02/02/2004  14:01:10 15 SW-01 configure terminal <cr>
02/02/2004  14:01:17 15 SW-01 interface Hssi 3 0 0 <cr>
02/02/2004 14:01:26 15 SW-01 no hold-queue 4096 in <cr
02/02/2004 14:01:34 15 SW-01 no hold-queue 4096 out <c
02/02/2004 14:01:58 15 SW-01 no cdp enable <cr>
02/02/2004  14:02:07 15 SW-01 interface Hssi 3 1 0 <cr>
02/02/2004  14:02:10 15 SW-01 no cdp enable <cr>
02/02/2004 14:02:14 15 SW-01 no hold-queue 4096 out <c
02/02/2004 14:02:19 15 SW-01 no hold-queue 4096 in <cr
02/02/2004 14:02:24 15 SW-01 copy running-config start
02/02/2004  14:02:29 15 SW-01 show running-config <cr>
02/02/2004  15:56:04 15  SW-01 show running-config <cr>
02/02/2004 15:56:17 15  SW-01 configure terminal <cr>
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02/02/2004 15:56:23 15 SW-01 interface Hssi 3 0 0 <cr>
02/02/2004 15:56:32 15 SW-01 no ip load-sharing per-pa
02/02/2004 15:56:46 15 SW-01 no ip route-cache distrib
02/02/2004 15:57:02 15 SW-01 interface Hssi 3 1 0 <cr>
02/02/2004 15:57:05 15 SW-01 no ip route-cache distrib
02/02/2004  15:57:09 15 SW-01 no ip load-sharing per-pa
02/02/2004 15:57:25 15 USs-02 show running-config <cr>
02/02/2004 15:57:32 15 Us-02 configure terminal <cr>
02/02/2004 15:57:38 15 Us-02 interface Hssi 0 1 0 <cr>
02/02/2004 15:57:50 15 US-02 no ip load-sharing per-pa
02/02/2004  15:58:00 15 us-02 no ip route-cache distrib
02/02/2004 15:58:18 15 US-02 interface Hssi 3 0 0 <cr>
02/02/2004  15:58:20 15 us-02 no ip route-cache distrib
02/02/2004  15:58:23 15 Us-02 no ip load-sharing per-pa
02/02/2004 15:58:34 15 Us-02 ip load-sharing per-packe
02/02/2004  15:58:43 15 Us-02 ip route-cache distribute
02/02/2004  15:58:53 15  US-02 interface Hssi 0 1 0 <cr>
02/02/2004  15:58:55 15 Us-02 ip route-cache distribute
02/02/2004  15:59:00 15 Us-02 ip load-sharing per-packe
02/02/2004  15:59:05 15 Us-02 copy running-config start
02/02/2004 15:59:10 15 Us-02 show running-config <cr>
02/02/2004 15:59:39 15 SW-01 configure terminal <cr>
02/02/2004 15:59:42 15 SW-01 interface Hssi 3 1 0 <cr>
02/02/2004 15:59:49 15 SW-01 ip load-sharing per-packe
02/02/2004 15:59:57 15 SW-01 ip route-cache distribute
02/02/2004 16:00:04 15 SW-01 interface Hssi 3 0 0 <cr>
02/02/2004 16:00:06 15 SW-01 ip route-cache distribute
02/02/2004 16:00:10 15 SW-01 ip load-sharing per-packe
02/02/2004 16:00:15 15 SW-01 copy running-config start
02/02/2004 16:04:40 15 EU-02 show port

02/02/2004 16:05:10 15  EU-02 show port 11/2
02/02/2004  16:05:23 15  EU-02 show port 11/2
02/02/2004  16:09:30 15 EU-02 show port 11/2
03/02/2004 09:13:04 15 SW-01 configure terminal <cr>
03/02/2004  09:13:11 15 SW-01 no ip source-route <cr>
03/02/2004 09:13:24 15 SW-01 no ip cef distributed <cr
03/02/2004  09:13:31 15 SW-01 ip cef distributed <cr>
03/02/2004  09:13:36 15  SW-01 copy running-config start
03/02/2004  09:13:41 15  SW-01 show running-config <cr>
03/02/2004 09:14:11 15 SW-01 copy running-config start
03/02/2004  09:36:21 15 uUs-02 show running-config <cr>
03/02/2004 16:32:42 15 Us-02 show running-config <cr>
03/02/2004 16:45:00 15 Us-02 show running-config <cr>
05/02/2004  09:54:09 15  DE-01 session 15

05/02/2004 09:54:13 15  DE-01 session 16

05/02/2004  09:54:31 15 US-02 telnet 192.111.192.1
05/02/2004 09:54:54 15 US-01 session 15

05/02/2004 15:23:24 15 Us-02 show running-config <cr>
05/02/2004 15:27:50 15 PS-01 show running-config <cr>
05/02/2004 15:28:06 15 PS-01 configure terminal <cr>
05/02/2004  15:28:20 15  PS-01 no ip route 161.192.116.9
05/02/2004 15:28:32 15  PS-01 ip route 112.192.116.7 25
05/02/2004 15:28:36 15 PS-01 copy running-config start
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05/02/2004 15:28:49 15 PS-01 show running-config <cr>
05/02/2004 15:29:46 15 PS-01 copy running-config start
08/02/2004 16:38:32 15 EU-01 show running-config <cr>
09/02/2004 15:35:14 15 uUs-02 show running-config <cr>
09/02/2004 15:36:27 15 Us-02 configure terminal <cr>
09/02/2004  15:36:55 15  US-02 ip route 169.76.80.68 255
09/02/2004 15:37:00 15 Us-02 copy running-config start
09/02/2004 15:37:07 15 USs-02 show running-config <cr>
10/02/2004  14:41:59 15 EU-02 show running-config <cr>
10/02/2004  14:52:29 15 EU-02 configure terminal <cr>
10/02/2004  14:52:36 15 EU-02 interface Serial 0 0 <cr>
10/02/2004  14:55:23 15 EU-02 description MCI Frame-Rel
10/02/2004  14:55:26 15 EU-02 show running-config <cr>
10/02/2004  14:55:39 15 EU-02 copy running-config start
10/02/2004  14:58:44 15 EU-02 configure terminal <cr>
10/02/2004  14:58:48 15 EU-02 interface Serial 0 0 <cr>
10/02/2004  14:58:52 15  EU-02 shutdown <cr>
10/02/2004  14:58:58 15 EU-02 configure terminal <cr>
10/02/2004  14:58:59 15  EU-02 interface Serial 0 0 <cr>
10/02/2004  14:59:02 15 EU-02 no shutdown <cr>
10/02/2004  15:00:49 15 EU-02 show running-config <cr>
10/02/2004  15:02:35 15 EU-02 show running-config <cr>
10/02/2004  15:19:19 15 EU-02 show running-config <cr>
10/02/2004  15:21:29 15 EU-02 clear counters Serial 0 0
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