Device Admin: Specific Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Cmd Ping

<Nno user-name>

Date Time

Priv-lvl Access Device

Cmd

Chronological list of cmds issued by
each user for the selected cmd

03/02/2004  10:40:46
03/02/2004  10:41:40
03/02/2004  10:42:20
03/02/2004  10:42:30
03/02/2004  10:42:53
03/02/2004  10:43:22
03/02/2004  10:43:39
03/02/2004  10:43:47
03/02/2004 10:44:44
03/02/2004 10:45:17

abaker (Group 2)

Date Time

1 EU-01
EU-01
EU-01
EU-01
EU-01
EU-01
EU-01
EU-01
EU-01
EU-01

- a4 a4 a4 A A A A

Priv-lvl Access Device

ping 192.712.22.21 <cr>
ping pya-dts-srv01 <cr>
ping prodigy.net <cr>

ping www.prodigy.net <cr>
ping prodigy.com <cr>
ping rutgers.edu <cr>

ping ups.com <cr>

ping www.ups.com <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>

Cmd

27/01/2004  10:31:56
27/01/2004  10:32:28
27/01/2004 10:32:48
27/01/2004  10:33:02
27/01/2004 10:33:18
28/01/2004  11:04:02
28/01/2004  11:04:48
28/01/2004  11:05:08
09/02/2004  10:03:10

admin2 (Group 2)

Date Time

1 DE-01
DE-01
DE-01
DE-01
DE-01
PS-01
PS-01
PS-01
DE-01

- a4 A a A A a4

Priv-lvl Access Device

ping 192.712.135.255 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.240 <cr>
ping 192.712.135.239 <cr>
ping 192.99.239.255 <cr>
ping 192.99.239.239 <cr>
ping 192.99.239.239 <cr>
ping 192.712.119.255 <cr>

Cmd

24/01/2004 22:31:45
24/01/2004 22:31:47
24/01/2004 22:31:53
24/01/2004 22:32:01
24/01/2004 22:32:19
24/01/2004 22:32:25
24/01/2004 22:32:32
24/01/2004 22:32:42
24/01/2004 22:32:43
24/01/2004 22:32:45
24/01/2004 22:53:15
24/01/2004 22:53:22
24/01/2004 22:53:28
24/01/2004 22:53:32
24/01/2004 22:53:35
24/01/2004 22:53:40
28/01/2004 16:19:11
28/01/2004 16:29:22
28/01/2004  16:29:40
02/02/2004  09:35:19
02/02/2004  09:38:38
02/02/2004  09:39:01
02/02/2004  09:39:25
02/02/2004  09:40:10
02/02/2004  09:40:50
02/02/2004  10:52:27

0 US-01
0 US-01
0 US-01
0 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15  US-01
1 US-01
0 US-01
0 US-01
15 US-01
15  EU-02
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01

ping 192.712.249.160
ping 192.712.249.161
ping 192.712.88.254
ping www.cisco.com
ping www.ibm.com
ping www.ibm.com
ping www.cisco.com
ping www.cisco.com
ping www.cisco.com
ping www.cisco.com
ping 192.712.249.191
ping 192.712.159.2
ping 192.712.159.38
ping 192.712.159.2
ping 192.712.159.2
ping 192.712.159.38
ping 192.712.190.24 <cr>
ping 192.712.190.247
ping 192.712.190.24
ping -s 192.712.191.1
ping

ping -s 192.712.191.1
ping -s 192.712.185.25
ping -s 192.712.185.26
ping -s 192.712.185.27
ping 192.712.251.20
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Device Admin: Specific Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Cmd Ping

admin2 (Group 2)

Date Time

Priv-lvl Access Device

Chronological list of cmds issued by
each user for the selected cmd

Cmd

02/02/2004  10:52:41
02/02/2004  10:54:24
02/02/2004  10:54:49
02/02/2004  11:26:35
02/02/2004  11:39:33
02/02/2004  11:51:00
02/02/2004 12:29:52
02/02/2004 12:57:29
02/02/2004  13:43:52
02/02/2004  14:53:58
02/02/2004  14:54:29
02/02/2004 14:57:48
02/02/2004  14:58:28
02/02/2004 16:42:13
06/02/2004  13:22:42
06/02/2004  14:53:42
06/02/2004  15:10:32
06/02/2004  15:10:47
06/02/2004  15:19:56
06/02/2004  15:39:22
09/02/2004  14:33:07

bterry (Group 2)

Date Time

15 US-01
15 US-01
15 US-01
1 uUs-01
1 US-01
1 US-01
1 US-01
1 US-01
15 US-01
0 US-01
0 US-01
15 US-01
15 US-01
1 Us-01
0 Us-01
15 US-01
15 US-01
15 US-01
1 uUs-01
15 US-01
15 US-01

Priv-lvl Access Device

ping 192.712.251.20

ping 192.712.251.20

ping 192.712.251.20

ping 192.712.185.77 <cr>
ping 192.712.185.77 <cr>
ping 192.712.185.77 <cr>
ping 192.712.185.77 <cr>
ping 192.712.185.77 <cr>
ping 192.712.251.20

ping 192.712.251.20

ping 192.712.251.20

ping 192.712.251.20

ping 192.712.251.20

ping 192.712.249.190 <cr>
ping 192.712.251.20

ping 192.712.251.20

ping 192.712.251.254
ping 192.712.251.153
ping 192.712.251.20 <cr>
ping 192.712.253.240
ping 192.712.135.239 <cr>

Cmd

28/01/2004  16:08:43
28/01/2004  16:09:18
28/01/2004 16:15:11
28/01/2004 16:17:43
28/01/2004 16:17:47
02/02/2004 11:17:39
02/02/2004 11:17:56
02/02/2004  11:18:09
02/02/2004 11:18:23
02/02/2004 11:18:26
02/02/2004  11:23:59
02/02/2004  11:24:13
02/02/2004 11:25:27
02/02/2004  11:30:00
02/02/2004  11:30:12
02/02/2004  11:38:23
02/02/2004  11:39:52
02/02/2004  11:39:57
02/02/2004  11:40:00
02/02/2004  11:40:04
02/02/2004  11:48:23
02/02/2004 11:48:35
02/02/2004  11:48:55
02/02/2004  11:49:40
02/02/2004  11:49:51
02/02/2004  11:50:09
02/02/2004  11:50:12
02/02/2004  11:58:06

15 US-01
15 US-01
1 Us-01
1 Us-01
1 uUS-01
0 EU-02
0 US-01
0 US-01
0 US-01
0 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01
15 US-01

ping 192.712.190.24

ping 192.99.224.15

ping 192.712.190.24 <cr>
ping 192.99.224.252 <cr>
ping 192.99.224.253 <cr>
ping

ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.254
ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.254
ping 192.712.185.1

ping 192.712.185.2

ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.77

ping 192.712.185.77

ping 192.99.113.40

ping 192.712.185.77

ping 192.712.185.1

ping 192.99.113.40

ping 192.712.185.77
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Device Admin: Specific Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Cmd Ping

Chronological list of cmds issued by
each user for the selected cmd

bterry (Group 2)

Date Time Priv-lvl Access Device Cmd

02/02/2004 11:58:18 15 US-01 ping 192.712.185.77
02/02/2004  11:58:31 15 US-01 ping 192.712.185.77
02/02/2004 12:04:44 15 US-01 ping 192.712.185.77
02/02/2004 12:04:56 15 USs-01 ping 192.712.185.77
02/02/2004 12:05:10 15 US-01 ping 192.712.185.1
02/02/2004 12:05:13 15 US-01 ping 192.712.185.77
bward (Group 2)

Date Time Priv-lvl Access Device Cmd

28/01/2004 14:26:46 1 DE-01 ping 192.99.70.202 <cr>
28/01/2004 14:26:51 1 DE-01 ping 192.99.70.202 <cr>
28/01/2004 14:26:54 1 DE-01 ping 192.99.70.202 <cr>
28/01/2004 14:26:56 1 DE-01 ping 192.99.70.202 <cr>
28/01/2004 14:26:58 1 DE-01 ping 192.99.70.202 <cr>
28/01/2004 14:27:06 15 USs-02 ping <cr>

08/02/2004 08:58:45 1 DE-01 ping 192.99.234.254 <cr>
08/02/2004 08:58:52 1 DE-01 ping 192.99.234.254 <cr>
08/02/2004 08:58:54 1 DE-01 ping 192.99.234.254 <cr>
08/02/2004 08:58:56 1 DE-01 ping 192.99.234.254 <cr>
08/02/2004 08:58:59 1 DE-01 ping 192.99.234.254 <cr>
bwilson (Group 2)

Date Time Priv-lvl Access Device Cmd

30/01/2004  11:24:55 15 US-01 ping 192.712.192.33
30/01/2004 11:25:19 15 SW-01 ping <cr>

30/01/2004 11:25:46 15 SW-01 ping <cr>

30/01/2004  11:31:01 15 SW-01 ping <cr>

30/01/2004 11:31:25 15 SW-01 ping <cr>

30/01/2004 11:31:39 15 SW-01 ping <cr>

30/01/2004  11:32:01 15  SW-01 ping <cr>

30/01/2004  14:59:48 15 SW-01 ping <cr>

30/01/2004 15:01:59 15 SW-01 ping <cr>

30/01/2004 15:03:02 15 SW-01 ping <cr>

30/01/2004 15:03:07 15 SW-01 ping <cr>

30/01/2004 15:27:29 15 SW-01 ping <cr>

cboulton (Group 2)

Date Time Priv-lvl Access Device Cmd

29/01/2004 14:27:39 1 US-01 ping 192.712.49.255 <cr>
29/01/2004 14:27:59 1 US-01 ping 192.712.53.0 <cr>
29/01/2004 14:28:15 1 US-01 ping 192.712.50.0 <cr>
09/02/2004 10:16:42 1 DE-01 ping 192.99.220.255 <cr>
09/02/2004 12:26:20 15 Us-02 ping <cr>

10/02/2004  15:34:24 1 EU-02 ping 192.712.135.239 <cr>
cparris (Group 2)

Date Time Priv-lvl Access Device Cmd

29/01/2004 08:17:13 0 US-01 ping 192.712.161.240
08/02/2004 08:16:26 15  US-01 ping 192.712.161.27
08/02/2004 11:28:34 1 uUs-01 ping 192.712.176.51 <cr>
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Device Admin: Specific Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Cmd Ping

cparris (Group 2)

Date Time

Priv-lvl Access Device

Chronological list of cmds issued by
each user for the selected cmd

Cmd

09/02/2004  08:55:52
09/02/2004  08:56:07
10/02/2004 07:53:48
10/02/2004  07:54:30
10/02/2004  07:55:15
10/02/2004  10:35:31

cskinner (Group 2)

Date Time

1 Us-01
uUs-01
uUs-01
uUs-01
uSs-01
15 US-01

]
)
;
;

Priv-lvl Access Device

ping 192.712.169.144 <cr>
ping 192.712.169.234 <cr>
ping redwood <cr>

ping flexcom2 <cr>

ping 192.712.169.189 <cr>
ping ip <cr>

Cmd

24/01/2004  07:10:19
24/01/2004 07:13:26
24/01/2004 07:16:06
24/01/2004  10:32:44
24/01/2004  10:50:56
24/01/2004 10:51:32
24/01/2004 10:52:46
24/01/2004  10:54:50
24/01/2004 11:11:26
24/01/2004 11:11:52
24/01/2004 11:14:02

24/01/2004 11:14:13
24/01/2004  11:14:53
24/01/2004 11:15:07

24/01/2004 11:15:47
24/01/2004 11:16:24
24/01/2004 11:16:47
24/01/2004 11:18:16
26/01/2004  09:42:51
26/01/2004 09:49:38
26/01/2004  09:50:07
26/01/2004 09:50:47
26/01/2004 09:56:21
26/01/2004 09:59:40
26/01/2004  09:59:57
26/01/2004 10:14:17
26/01/2004 10:16:11
26/01/2004 11:47:13
26/01/2004  13:28:33
26/01/2004  13:39:53
27/01/2004  06:48:21
27/01/2004  06:49:47
27/01/2004  06:51:03
27/01/2004 06:55:12
27/01/2004 08:12:13
27/01/2004  08:13:31
27/01/2004 08:30:45
27/01/2004  08:30:50
28/01/2004  14:59:54
28/01/2004 15:12:04
28/01/2004  15:12:09
28/01/2004 15:12:34
29/01/2004  07:00:21

0 DE-01
0 DE-01
0 DE-01
0 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
1 DE-01
1 DE-01
1 DE-01
1 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 DE-01
15 US-01
15 US-01
1 DE-01
15 SW-01
15 DE-01
1 DE-01
15 SW-01
15 SW-01
15 US-01

ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.66.235
ping 192.712.66.235
ping 192.712.66.235
ping 192.712.66.235
ping 192.712.66.235
ping 192.712.66.235
ping 192.712.66.234
ping 192.712.66.234 <cr>

ping 192.712.66.235
ping 192.712.66.235
ping 192.712.66.235

<Cr>
<Cr>

<Cr>

ping 192.712.66.235
ping 192.712.66.235
ping 192.712.66.234
ping 192.712.66.235
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.215
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.192.167
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.36.200
ping 192.712.192.152
ping 192.712.36.200
ping 192.712.36.200 <cr>
ping <cr>

ping 192.712.213.10
ping 192.712.213.10 <cr>
ping <cr>

ping <cr>

ping 192.712.192.152

01/11/2004

DEMONSTRATION DATA Page 4



Device Admin: Specific Command Detail - TACACS+ aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Cmd Ping Chronological list of cmds issued by
each user for the selected cmd

cskinner (Group 2)

Date Time Priv-lvl Access Device Cmd

29/01/2004 07:58:29 15 Us-o01 ping 192.712.192.152
29/01/2004  08:00:51 15 Us-01 ping 192.712.192.152
29/01/2004  08:03:37 0 DE-01 ping 192.712.213.10
29/01/2004  08:03:59 0 DE-01 ping 192.712.213.20
29/01/2004 08:04:21 0 DE-01 ping 192.712.213.22
29/01/2004 08:04:51 0 DE-01 ping 192.712.213.1
29/01/2004 08:05:21 0 DE-01 ping 192.712.213.53
29/01/2004 08:06:22 0 DE-01 ping 192.712.213.77
29/01/2004 08:10:48 15 DE-01 ping 192.712.213.213
29/01/2004 08:26:49 15 DE-01 ping 192.712.213.8
29/01/2004 08:27:11 15 DE-01 ping 192.712.213.120
29/01/2004 08:28:09 15 DE-01 ping 192.712.211.78
29/01/2004 08:28:48 15 DE-01 ping 192.712.211.77
29/01/2004 08:29:18 15 DE-01 ping 192.712.211.145
29/01/2004  08:30:48 15 DE-01 ping 192.712.192.68
29/01/2004 08:31:11 15 DE-01 ping 192.712.192.44
29/01/2004  13:30:25 15 DE-01 ping 192.712.192.228
02/02/2004 15:24:20 15 DE-01 ping 192.712.70.216
02/02/2004  15:30:37 15 DE-01 ping 192.712.36.215
03/02/2004 11:28:17 1 DE-01 ping 192.712.210.215 <cr>
03/02/2004 11:28:20 15  SW-01 ping <cr>

08/02/2004  15:38:31 1 DE-01 ping 192.712.95.254 <cr>
rhales (Group 2)

Date Time Priv-lvl Access Device Cmd

06/02/2004 16:52:58 15 Us-o01 ping notes460

06/02/2004 16:53:26 15 Us-01 ping 192.712.176.12
06/02/2004 18:47:02 0 EU-02 ping

06/02/2004 18:47:15 0 US-01 ping notes460

06/02/2004  18:47:31 0 US-01 ping 192.712.176.12
06/02/2004 18:47:44 0 US-01 ping notes930

06/02/2004 18:48:04 0 Us-01 ping joe224-2

06/02/2004 18:48:19 0 US-01 ping notes460

06/02/2004 18:48:54 0 Us-01 ping notes930

06/02/2004  18:49:24 0 uUs-01 ping notes460.cc.telcordi
06/02/2004  18:49:45 0 Us-o01 ping notes460

06/02/2004  18:50:00 0 uUs-01 ping notes460.cc.telcordi
06/02/2004 22:02:32 0 Us-o1 ping notes460.cc.telcordi
08/02/2004 08:47:12 0 Us-01 ping 192.712.161.27
08/02/2004 08:47:30 0 EU-02 ping 192.712.135.239 <cr>
08/02/2004  09:02:58 0 Us-01 ping 192.712.161.27
08/02/2004  09:03:35 0 Us-01 ping 192.712.161.27
rkett (Group 2)

Date Time Priv-lvl Access Device Cmd

28/01/2004 14:28:07 1 DE-01 ping 192.99.198.108 <cr>
29/01/2004 09:42:44 1 PS-01 ping 192.712.135.239 <cr>
09/02/2004  13:33:57 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004  13:34:04 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004  13:34:07 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004 13:34:12 1 DE-01 ping opd-kansas-cisco <cr
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Device Admin: Specific Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Cmd Ping

Chronological list of cmds issued by
each user for the selected cmd

rkett (Group 2)

Date Time Priv-lvl Access Device Cmd

09/02/2004 13:34:16 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004  13:34:20 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004 13:34:24 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004  13:34:27 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004  13:34:31 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004 13:34:45 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004 13:35:20 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004 13:35:23 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004 13:35:28 1 DE-01 ping opd-kansas-cisco <cr
09/02/2004  15:00:37 1 EU-01 ping 192.712.244.30 <cr>

rmartin (Group 2)

Date Time Priv-lvl Access Device Cmd

05/02/2004  14:06:37 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004  14:09:13 1 US-01 ping 192.712.25.2 <cr>
05/02/2004  14:11:04 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:15:22 1 uUs-o1 ping 192.712.25.2 <cr>
05/02/2004 14:19:17 1 uUs-01 ping 192.712.25.2 <cr>
05/02/2004 14:19:25 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:28:41 1 US-01 ping 192.712.25.2 <cr>
05/02/2004 14:30:28 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004  14:33:45 1 uUs-01 ping 192.712.25.2 <cr>
05/02/2004  14:36:05 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:37:38 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:43:23 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:44:43 1 US-01 ping 192.712.25.2 <cr>
05/02/2004  14:45:04 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:46:36 1 US-01 ping 192.712.25.2 <cr>
05/02/2004 14:46:49 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:47:13 1 US-01 ping 192.712.25.2 <cr>
05/02/2004 14:47:56 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:47:57 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:47:59 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:48:00 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:48:02 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:48:13 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:54:20 1 DE-01 ping 192.712.174 <cr>
05/02/2004  14:54:29 1 DE-01 ping 192.712.174.32 <cr>
05/02/2004 14:54:38 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004  14:56:04 1 DE-01 ping 192.712.174.32 <cr>
05/02/2004  14:56:11 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 14:56:19 15 US-02 ping <cr>

05/02/2004 15:16:18 1 DE-01 ping 192.712.174.32 <cr>
05/02/2004 15:16:27 1 DE-01 ping 192.712.25.2 <cr>
05/02/2004 15:16:43 1 uUs-o1 ping 192.712.25.2 <cr>
05/02/2004 15:32:19 1 uUs-o1 ping 192.712.25.2 <cr>
05/02/2004  15:33:30 1 uUs-o1 ping 192.712.25.2 <cr>
05/02/2004  15:34:52 1 uUs-01 ping 192.712.25.2 <cr>
05/02/2004  15:38:30 1 uUs-01 ping 192.712.25.2 <cr>
05/02/2004 15:41:43 1 US-01 ping 192.712.174.32 <cr>
05/02/2004 15:41:46 1 US-01 ping 192.712.174.32 <cr>
05/02/2004  15:41:47 1 US-01 ping 192.712.174.32 <cr>
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Device Admin: Specific Command Detail - TACACS+

aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Cmd Ping

rmartin (Group 2)

Date Time

Priv-lvl Access Device

Cmd

Chronological list of cmds issued by

each user for the selected cmd

05/02/2004  15:41:49
05/02/2004  15:41:50
05/02/2004  15:41:52
05/02/2004  15:41:53
05/02/2004  15:41:55
05/02/2004 15:41:57
05/02/2004  15:41:58
05/02/2004  15:42:00
05/02/2004  15:42:02
05/02/2004  15:42:03
05/02/2004  15:42:05
05/02/2004  15:42:09
05/02/2004  15:42:10
05/02/2004 15:42:12
05/02/2004  15:42:13
05/02/2004 15:42:15
05/02/2004 15:42:17
05/02/2004 15:42:18
05/02/2004  15:42:20
05/02/2004  15:42:21
05/02/2004 15:42:25
05/02/2004 17:49:56

rpearce (Group 2)

Date Time

1 Us-01
uUs-01
uUs-01
uUs-01
US-01
US-01
US-01
US-01
US-01
US-01
US-01
US-01
US-01
Us-01
Us-01
uUs-01
uUs-01
uUs-01
uUs-01
uUSs-01
15  EU-02
1 DE-01

- a4 4 a4 4 4 4 4 a4 a4 a da A . d d a

Priv-lvl Access Device

ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping 192.712.174.32 <cr>
ping <cr>

ping 192.712.25.2 <cr>

Cmd

29/01/2004  08:02:28
29/01/2004  08:02:59

sboyes (Group 2)

Date Time

15 US-01
0 Us-01

Priv-lvl Access Device

ping 192.712.191.51
ping 192.712.191.51

Cmd

24/01/2004 11:05:16
24/01/2004  11:05:35
24/01/2004  11:08:20
24/01/2004  11:08:33
24/01/2004  11:08:52
24/01/2004  11:10:05
24/01/2004  11:10:17
24/01/2004  11:10:50
24/01/2004  11:22:41
24/01/2004  11:24:09
24/01/2004 11:24:50
24/01/2004 11:25:37
24/01/2004 11:26:13
24/01/2004 11:27:39
24/01/2004  11:27:50
24/01/2004  12:19:30
24/01/2004  12:20:05
26/01/2004  14:08:45
26/01/2004  14:09:02
26/01/2004  14:35:52
26/01/2004 14:36:10

US-01
US-01
Us-01
Us-01
uUs-01
uUs-01
uUs-01
us-01
uSs-01
US-01
US-01
US-01
US-01
US-01
US-01
US-01
Us-01
Us-01
uUs-01
Us-01
uUs-01

aaoo_k—k_k_k—k—k—k—k—k—k—k—k—k—k—k—k_&

ping 192.99.111.29 <cr>
ping 192.99.111.28 <cr>
ping 192.99.111.28 <cr>
ping 192.99.111.29 <cr>
ping 192.99.110.1 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.712.135.239 <cr>
ping 192.99.111.29 <cr>
ping 192.712.135.239 <cr>
ping 192.99.225.240

ping 192.99.225.254

ping 192.712.185.240

ping 192.712.185.254
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Device Admin: Specific Command Detail - TACACS+ aaa-reports!

Cmds Issued By All Users Between 01/01/2004 and 01/03/2005 with Cmd Ping

Chronological list of cmds issued by
each user for the selected cmd

sboyes (Group 2)

Date Time Priv-lvl Access Device Cmd

26/01/2004 14:36:15 15 Us-o01 ping 192.712.185.240
30/01/2004 10:46:38 1 uUs-01 ping 192.712.135.239 <cr>
30/01/2004 10:53:28 1 uUs-o1 ping 192.712.135.239 <cr>
30/01/2004 10:53:49 1 uUs-01 ping 192.712.135.239 <cr>
30/01/2004  10:54:09 1 Us-01 ping 192.712.135.239 <cr>
30/01/2004  11:04:01 1 US-01 ping 192.11.192.213 <cr>
03/02/2004  14:31:00 15 Us-01 ping 192.99.224.240
03/02/2004 14:31:38 15 Us-01 ping 192.99.224.254
03/02/2004  14:39:11 15 uUs-01 ping 192.99.225.145
03/02/2004 14:39:24 15 US-01 ping 192.99.225.145
06/02/2004 15:31:54 1 US-01 ping 192.712.250.16 <cr>
06/02/2004  15:36:02 1 DE-01 ping 192.712.251.40 <cr>
06/02/2004 15:38:49 15 US-01 ping 192.712.253.240
06/02/2004 15:40:26 15 Us-o01 ping 192.712.253.254
06/02/2004 15:53:00 15 Us-o01 ping 192.712.251.20
sfletcher (Group 2)

Date Time Priv-lvl Access Device Cmd

25/01/2004 09:57:56 1 uUs-01 ping 192.712.174.32 <cr>
03/02/2004 10:46:57 1 PS-01 ping 192.99.248.2 <cr>
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